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Proposed AWD Text for Control Plane Signaling Protection
Gene Beck Hahn, Ki Seon Ryu and Ronny Yong Ho Kim
LG Electronics
1. Introduction

This contribution proposes the amendment text for control plane signaling protection of 16m. The proposed text is developed so that it can be combined with 16 Rev2/D9 [1], and it is compliant to 16m SRD [2]. The text proposal is based on the current 16m SDD [3]. 

2. References

[1] IEEE P802.16 Rev2 / D9, “Draft IEEE Standard for Local and Metropolitan Area Networks: Air Interface for Broadband Wireless Access,”
[2] IEEE 802.16m-07/002r8, “802.16m System Requirements Document (SRD)”
[3] IEEE 802.16m-08/003r9, “The Draft IEEE 802.16m System Description Document”
[4] IEEE 802.16m-09/0010R2, “IEEE 802.16m Amendment Working Document”
3. Text Proposal for Security Sections of IEEE 802.16m Amendment

============================= Start of Proposed Text =============================

15.2.4.4.2 Control Plane Signaling Protection
802.16m supports the confidentiality protection over MAC management messages. Specifically, encryption is selectively applied to the management messages whenever required by the selected ciphersuites. When selective confidentiality protection is activated, the negotiated keying materials and ciphersuites are used to encrypt MAC management messages.
The information required for selective confidentiality protection over management messages is contained in security extended header. Contrary to the transport flows where the established SA is applied to all data, the SA is selectively applied to the management flows based on the indication of security extended header. The security extended header is used only for management flows to indicate whether PDU contains management messages which shall be encrypted based on security level. In particular, whether each management message is encrypted or not can be decided on the security level with which the message is associated.
The selective confidentiality protection over MAC management messages is made possible after successful completion of local TEK derivation. No additional keying materials are defined for the selective confidentiality protection over management messages. The management messages are encrypted by using the established TEKs between AMS and ABS. Also, the encryption algorithm already defined in the legacy system, i.e., AES-CCM is used by for management message confidentiality protection.
The encrypted management message flows shall be mapped to the Primary SA. The management messages which the Primary SA is applied to are predetermined according to the management message protection levels depending on each management message type and its usage. Even if non-encrypted uni-cast management flows shall not be mapped to any SA, the CMAC-based integrity protection can be applied per management messages according to the management message protection levels.
Figure 5 shows the three levels of confidentiality protection over management messages. The classification of whether the management messages shall be encrypted or not is based on the management messages that convey the CMAC Tuple in legacy system. Specifically, among the management messages containing CMAC tuple in legacy system, some messages can be decided to be encrypted and some other messages can be decided to be non-encrypted.
· No protection: If AMS and ABS have no shared security contexts or protection is not required, then the management messages are neither encrypted nor authenticated. The management messages before the authorization phase also fall into this category.
· CMAC based integrity protection; CMAC Tuple is included to the end of MAC management message. CMAC integrity protects the entire management messages. Actual management message is plaintext 
· AES-CCM based authenticated encryption; ICV field is included after encrypted payload and this ICV integrity protects both encrypted payload and MAC header part.
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Figure 5: Flow of 802.16m Selective Management Message Protection
============================= End of Proposed Text =============================
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