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Proposed AWD Text for AMS Privacy
Gene Beck Hahn, Ki Seon Ryu and Ronny Yong Ho Kim
LG Electronics
1. Introduction

This contribution proposes the amendment text for 16m AMS privacy. The proposed text is developed so that it can be combined with 16 Rev2/D9 [1], and it is compliant to 16m SRD [2]. The text proposal is based on the current 16m SDD [3]. 
2. References
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[2] IEEE 802.16m-07/002r8, “802.16m System Requirements Document (SRD)”
[3] IEEE 802.16m-08/003r9, “The Draft IEEE 802.16m System Description Document”
[4] IEEE 802.16m-09/0010R2, “IEEE 802.16m Amendment Working Document”
3. Text Proposal for AMS Privacy Section of 802.16m Amendment

============================= Start of Proposed Text =============================

15.2.4.4.1 AMS Privacy
AMS privacy support is the process of protecting the mapping between AMS MAC address and station ID so that intruders cannot obtain the mapping information between the MAC address and Station ID. To protect the mapping between STID and AMS MAC address, two types of STIDs are assigned to the AMS during network entry - Temporary STID (TSTID) and (normal) STID. TSTID is assigned during initial ranging process, and is used until STID is allocated. 
STID is assigned during registration process after the successful authentication/authorization process, and is encrypted during transmission. TSTID is released after STID is securely assigned. STID is used for remaining transactions. The detailed ranging procedures are described as follows:

AMS sends RNG-REQ to ABS. When ABS received the RNG-REQ, it returns RNG-RSP containing TSTID (instead of STID). After being assigned, the TSTID is used for subsequent network entry procedures until STID is allocated. The STID is assigned after authentication process, and the assignment message (REG-RSP) shall be encrypted. The TSTID is released after the STID is assigned. The STID is then used for remaining transactions. Figure 4 shows the overall network entry procedures.
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Figure 4: Network Entry Procedure to Support AMS Location Privacy in IEEE 802.16m

============================= End of Proposed Text =============================
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