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Proposal on PKMv3 security messages(15.2.6) 
Youngkyo Baek, Jicheol Lee
 Samsung Electronics
Xiangying Yang
 Intel
Introduction
This contribution proposes some required PMK v3 security messages.
PKMv3 employs two MAC management message types such as AAI_PKM-REQ and AAI_PKM-RSP as same as PKMv2 of IEEE802.16e REV2 system. Those two messages encapsulate one PMK message.

PMK messages consist of the followings;

· PKMv3 EAP-Start: used to initiate EAP reauthentication. 
· PKMv3 EAP-Transfer: used to transfer EAP payload.
· PKMv3 Key_Agreement-MSG#1,#2,#3: used to perform key agreement 3way handshakes.
· PKMv3 TEK-Request/Reply: used to request/reply TEK materials which ABS maintains.
· PKMv3 TEK-Invalid: used to inform the receiver that TEK update is required.
· PKMv3 CMAC-Invalid: used to inform the ABS that PMK/AK update is required.
Proposed Text 
Add the proposed text to the section 15.2.6 as follows.
----------------------------------------------------- Start of Proposed Text ---------------------------------------------------
15. 2.6.xxx Privacy key management messages(AAI_PKM-REQ/AAI_PKM-RSP)

PKMv3 employs two MAC message types: AAI_PKM-REQ (PKM request) and AAI_PKM-RSP (PKM response), as described in Table xxx.

Table xxx. Privacy key management version 3 messages
	Type Value
	Message name
	Message description

	xx
	AAI_PKM-REQ
	Privacy key management request [AMS -> ABS]

	yy
	AAI_PKM-RSP
	Privacy key management response [ABS -> AMS]


These MAC management message types distinguish between PKM requests (AMS–to–ABS) and PKM responses (ABS–to–AMS). Each message encapsulates one PKM message in the management message payload.

PKM protocol messages transmitted shall contain the following parameters. They are unicast primary management connection.

· Code : The Code field identifies the type of PKM packet. When a packet is received with an invalid code, it shall be silently discarded. The following table yyy describes the PKM message codes.

Table yyy. PKM v3 message types
	code
	PKM message type
	MAC management message name

	1
	PKMv3 EAP-Start
	AAI_PKM-REQ

	2
	PKMv3 EAP-Transfer
	AAI_PKM-REQ/ AAI_PKM-RSP

	3
	PKMv3 Key_Agreement-MSG#1
	AAI_PKM-RSP

	4
	PKMv3 Key_Agreement-MSG#2
	AAI_PKM-REQ

	5
	PKMv3 Key_Agreement-MSG#3
	AAI_PKM-RSP

	6
	PKMv3 TEK-Request
	AAI_PKM-REQ

	7
	PKMv3 TEK-Reply
	AAI_PKM-RSP

	8
	PKMv3 TEK-Invalid
	AAI_PKM-REQ/ AAI_PKM-RSP

	9
	PKMv3 CMAC-Invalid
	AAI_PKM-REQ

	10
	reserved
	--


· PKM Identifier: The PKM Identifier is used to match an ABS response to the AMS requests or an AMS response to the ABS requests. 

AMS shall increment (modulo 256) the PKM Identifier field whenever it issues a new PKMv3 TEK-Request message, and ABS shall increment (modulo 256) the PKM Identifier field whenever it issues a new PKMv3 Key_Agreement-MSG#1.

For retransmissions, the Identifier field shall remain unchanged.

The Identifier field in PKMv3 EAP-Transfer, PKMv3 EAP-Start, PKMv3 TEK-Invalid or PKMv3 CMAC-Invalid messages which are redundant and don’t affect any response messaging, shall be set to zero. The Identifier field in an ABS’s AAI_PKM-RSP message shall match the Identifier field of the AAI_PKM-REQ message the ABS is responding to.

An ABS shall keep track of the PKM Identifier of its latest, pending PKMv3 Key_Agreement-MSG#1. The ABS shall discard PKMv3 Key_Agreement-MSG#2 messages with Identifier fields not matching that of the pending PKMv3 Key_Agreement-MSG#1. In addition, an AMS shall keep it, pending PKMv3 Key_Agreement-MSG#2. The AMS shall discard PKMv3 Key_Agreement-MSG#3 messages with Identifier fields not matching that of the pending PKMv3 Key_Agreement-MSG#2. An AMS shall keep track of the PKM Identifier of its latest, pending PKMv3 TEK-Request. The AMS shall discard PKMv3 TEK-Reply message with Identifier fields not matching that of the pending PKMv3 TEK-Request.

15.2.6.xxx.1. PKMv3 EAP-Start message

EAP Start may be used to initiate an EAP session. 

In the case of EAP reauthentication, the CMAC Digest and Key Sequence Number attributes shall be included. 

Code: 1 

Attributes are shown in Table Table xxx.1.

Table xxx.2 PKMv3 EAP-Start message attributes

	Attribute
	Contents

	Key Sequence Number
	AK sequence number

	CMAC digest
	Message digest calculated using AK.


The CMAC Digest attribute shall be the final attribute in the message’s attribute list. Inclusion of the CMAC Digest attribute allows the AMS and ABS to authenticate the PKMv3 EAP-Start message.

15.2.6.xxx.2. PKMv3 EAP-Transfer message

When an AMS has an EAP payload received from an EAP method for transmission to the ABS or when an ABS has an EAP payload received from an EAP method for transmission to the AMS, it encapsulates it in a PKMv3 EAP-Transfer message. In the case of reauthentication, all PKM messages containing a PKMv3 EAP-Transfer message shall beencrypted by the primary SA.

Code: 2 

Attributes are shown in Table Table xxx.2.

Table xxx.2 PKMv3 EAP-Transfer message attributes

	Attribute
	Contents

	EAP Payload
	Contains the EAP authentication data, not interpreted in the MAC


The EAP Payload field carries data in the format described in section 4 of RFC 3748.

15.2.6.xxx.3. PKMv3 Key_Agreement-MSG#1 message

The ABS transmits the PKMv3 Key_Agreement-MSG#1 message as a first step in the 3-way key agreement handshake at initial network entry, at reauthorization, and at PMK update without reauthorization. The ABS shall send this message to the AMS after finishing authorization procedure(s) selected by the negotiated authorization policy support included in the pre-authentication capabilities negotiation. 

It includes a random number challenge (i.e. NONCE_BS) to be returned by the AMS in the PKMv3 Key_Agreement-MSG#2 message. The ABS shall send this message to the AMS either when the ABS receives a PKMv3 CMAC-Invalid message or when authenticator relocation is occurred.

Code: 3 

Attributes are shown in Table Table xxx.3.

Table xxx.3 PKMv3 Key_Agreement-MSG#1 message attributes

	Attribute
	Contents

	NONCE_BS
	A freshly generated random number of 64 bits.

	Key Sequence Number
	AK sequence number( included when AK is shared)

	CMAC digest
	Message digest calculated using AK( included when AK is shared)


The CMAC Digest attribute shall be the final attribute in the message’s attribute list, but in case that valid AK is not shared yet, PKMv3 Key_Agreement-MSG#1 message shall include NONCE_BS only. In case that valid AK is shared, its corresponding Key Sequence Number and CMAC Digest are included.
15.2.6.xxx.4. PKMv3 Key_Agreement-MSG#2 message

The AMS transmits the PKMv3 Key_Agreement-MSG#2 message after receiving PKMv3 Key_Agreement-MSG#1 message from the ABS. In case that an AK is already shared, the AMS transmits the PKMv3 Key_Agreement-MSG#2 message after successful CMAC value verification of PKMv3 Key_Agreement-MSG#1 message received from the ABS.

The AMS derives PMK and AK from MSK depending on NONCE_BS and NONCE_MS, which are shared by PKMv3 Key_Agreement-MSG#1 and PKMv3 Key_Agreement-MSG#2 messages. 

If this PKMv3 Key_Agreement-MSG#2 message is being generated during initial network entry, then it contains security negotiation parameters. 

Code: 4 

Attributes are shown in Table Table xxx.4.

Table xxx.4 PKMv3 Key_Agreement-MSG#2 message attributes

	Attribute
	Contents

	NONCE_BS
	A freshly generated random number of 64 bits contained in PKMv3 Key_Agreement-MSG#1 message.

	NONCE_MS
	A freshly generated random number of 64 bits

	Key Sequence Number
	New AK sequence number

	MSID*
	MSID*=Dot16KDF(MS MAC address, BSID|NONCE_BS,48)

	Security negotiation parameters
	The requesting AMS’s security capabilities 

	CMAC digest
	Message digest calculated using new AK.


The CMAC Digest attribute shall be the final attribute in the message’s attribute list, which is derived from new AK.

15.2.6.xxx.5. PKMv3 Key_Agreement-MSG#3 message

The ABS transmits the PKMv3 Key_Agreement-MSG#3 message as a final step in the 3-way handshake key agreement after successful CMAC value verification of PKMv3 Key_Agreement-MSG#2 message received from the AMS.

On receiving PKMv3 Key_Agreement-MSG#2 message from the AMS, the ABS derives PMK and AK from MSK depending on NONCE_BS and NONCE_MS, which are shared by PKMv3 Key_Agreement-MSG#2 messages, and validate the CMAC value contained in PKMv3 Key_Agreement-MSG#2 message.

Code: 5 

Attributes are shown in Table Table xxx.5.

Table xxx.5 PKMv3 Key_Agreement-MSG#3 message attributes

	Attribute
	Contents

	NONCE_BS
	A freshly generated random number of 64 bits contained in PKMv3 Key_Agreement-MSG#1 message.

	NONCE_MS
	A freshly generated random number of 64 bits contained in PKMv3 Key_Agreement-MSG#2 message.

	Key Sequence Number
	New AK sequence number

	Security negotiation parameters
	The responding ABS’s security capabilities 

	CMAC digest
	Message digest calculated using new AK.


The CMAC Digest attribute shall be the final attribute in the message’s attribute list, which is derived from new AK.

15.2.6.xxx.6. PKMv3 TEK-Request message

The AMS transmits the PKMv3 TEK-Request message in order to ask the ABS what COUNTER_TEKs are currently managed.

Code: 6 

Attributes are shown in Table Table xxx.6.

Table xxx.6 PKMv3 TEK-Request message attributes

	Attribute
	Contents

	SAID
	Security association identifier

	Key Sequence Number
	AK sequence number

	CMAC digest
	Message digest calculated using AK.


The CMAC Digest attribute shall be the final attribute in the message’s attribute list.

15.2.6.xxx7. PKMv3 TEK-Reply message

The ABS transmits the PKMv3 TEK-Reply message in response to the PKMv3 TEK-Reply message.

Code: 7 

Attributes are shown in Table Table xxx.7.

Table xxx.7 PKMv3 TEK-Reply message attributes

	Attribute
	Contents

	SAID
	Security association identifier

	Key Sequence Number
	AK sequence number

	(old) Key Sequence Number
	Old AK sequence number used for deriving current downlink TEK

	COUNTER_TEK
	COUNTER_TEK used for deriving current uplink TEK

	EKS
	Encryption key sequence number for current uplink TEK

	CMAC digest
	Message digest calculated using AK.


Old Key sequence Number attribute is included only if current downlink TEK is derived in basis of different AK from current uplink TEK.

The CMAC Digest attribute shall be the final attribute in the message’s attribute list.

--------------------------------------------------- End of Proposed Text------------------------------------------------------

  


