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FPEH Overhead reduction & Quick Decryption
Anil Agiwal, Youngbin Chang, Rakesh Taori, Jungje Son
 Samsung Electronics
1 Introduction
This contribution summarizes the changes needed (with editorial instructions) for the proposal in the slides S802.16m-09/2745.pdf.

2 Proposed text
[Change 1: Modify the section 16.2.2.2, page 27-28 as follows]

16.2.2.2 Extended header formats 
The inclusion of Extended Header group is indicated by EH bit in MAC Header. The extended header group (see Figure 386—), when used, shall always appear immediately after the MAC header. Extended header group shall not be encrypted. The fields of the extended header group format are defined in Table 661—.

[image: image1.emf]Extended Header Group Length (87

bits)

EH Type 1 (4)

EH Body 1 

(variable length)

EH Type 2 (4)

EH Body 2 

(variable length)

EH Body n 

(variable length)

EH Type n (4)

Extended Header 

Group Length

CB (1)


Figure 386 Extended Header Group Format
Table 661 – Extended Header Group Fields
	Syntax
	Size
(bit)
	Notes

	CB
	1
	Control Bit
MAC PDU with transport connection FlowID in AGMH/CMH: CB bit indicates the presence (CB equals ‘1’) or absence (CB equals ‘0’) of packing information in FPEH/RFPEH corresponding to the connection identified by FlowID in MAC header. CB bit shall be set to ‘0’, if FPEH/RFPEH corresponding to the connection identified by FlowID in MAC header is not present and EH bit is set to ‘1’ in MAC header.

MAC PDU with control connection FlowID in AGMH: CB bit indicates whether the MAC PDU payload is encrypted (CB equals ‘1’) or not encrypted (CB equals ‘0’).

	Extended header Group Length
	87
	The Extended header Group Length field indicates the total length of the extended header group, including all the extended headers and the Extended header Group length byte.

	Extended header Type
	4
	Type of extended header as defined in Table 662.

	Extended header Body
	variable
	The size of the extended header is determined by extended header type as specified in Table 662. The extended header including the extended header type is byte aligned.


Table 662 – Description of Extended Header Types
	Extended Header Types
	Names
	Description

	0b0000
	Fragmentation and packing extended header
	See 16.2.2.2.1

	0b0001
	Rearrangement Fragmentation and packing extended header
	See 16.2.2.2.x

	0b0010
	ARQ Feedback Extended Header
	See 16.2.2.2.y

	0b0011
	Polling Extended Header
	See 16.2.2.2.z

	0b0100
	MAC Control extended header
	See 16.2.2.2.2

	0b0000 0b0101
	Multiplexing extended header
	See 16.2.2.2.3

	0b0001 0b0110
	Message ACK extended header
	See 16.2.2.2.4

	0b0010 0b0111
	Sleep Control extended header
	See 16.2.2.2.5

	0b0011 0b1000
	Correlation matrix feedback extended header
	See 16.2.2.2.6

	0b0100 0b1001
	MIMO feedback extended header
	See 16.2.2.2.7

	0b0101 0b1010
	Piggybacked bandwidth request extended header
	See 16.2.2.2.8

	0b0110 0b1011 -0b1111 
	Reserved
	


[Change 2: Modify the section 16.2.2.2.1, page 28, lines 58-65 as follows]

16.2.2.2.1 Fragmentation and packing extended header (FPEH)
The MAC PDU shall include FPEH when fragmentation or packing is are applied to MAC PDU(s) with pay​load from a transport connection payload in a MAC PDU, or when a SN is applied to a MAC PDU with payload from a transport connection payload in a MAC PDU. The FPEH follows the last extended header (i.e., the extended header with Last = 1) if EH in AGMH is set to 1 or follows the AGMH if EH in AGMH is set to 0. The FPEH format is defined in Table 663. RI in FPEH is set to indicate that the payload contains ARQ sub-blocks. LSI and SSN shall be included in FPEH if RI bit set to 1.
[Change 3: Replace the table 663 on page 29, with table given below]

Table 663: FPEH Format

	Syntax
	Size (bits)
	Notes

	FPEH (){
	
	

	 Type
	4
	FPEH Type

	 FC
	2
	Fragmentation Control bits (see Table 664)

	 If (MAC Header == AGMH) {
	
	

	SN
	10
	SN is maintained per connection. For non ARQ connection, 'SN' represents the MAC PDU Payload Sequence Number and the 'SN' value increments by one (modulo 1024) for each MAC PDU. For ARQ connection, 'SN' represents the ARQ block sequence number.

	  }
	
	

	 else {
	
	

	  Reserved 
	2
	

	 }
	
	

	 If ( this FPEH corresponds to FlowID in MAC header and CB bit in first byte of EH group equals ‘1’) || (This FPEH corresponds to a FlowID in MEH and PI bit in MEH corresponding to that FlowID equals ‘1’)
	
	

	{
	
	

	   Do {
	
	

	Length
	11
	MAC PDU with single connection payload: 

This field indicates the length of SDU or SDU fragment in the MAC PDU payload. If the MAC PDU payload consists of 'N' SDU/SDU fragments, N-1 'Length' fields are present in FPEH. These represent the length of first 'N-1' SDU/SDU fragments in MAC PDU payload. The length of the last SDU or SDU fragment in the MAC PDU payload is = MAC PDU payload length (after decryption) - sum of 'N-1' length fields in FPEH. where MAC PDU payload length (after decryption) = Length of MAC PDU (given by length field in GMH & MLEH) - Length of GMH(2 bytes) – Extended header group length (if present) - Length of PN& EKS (3bytes, if present) - Length of ICV ( if present) 

MAC PDU with multiple connections payload: 

MAC PDU payload consists of multiple connection payloads. This field indicates the length of SDU or SDU fragment in the connection payload corresponding to this FPEH. If the connection payload consists of 'N' SDU/SDU fragments, N-1 'Length' fields are present in FPEH. These represent the length of first 'N-1' SDU/SDU fragments in connection payload. The length of the last SDU or SDU fragment in the connection payload is = Connection payload length (see table 666, MEH format) - sum of 'N-1' length fields in FPEH.

	End
	1
	Indication of more information

0 = Indicating another 'Length' and 'End' fields are followed

1 = Indicating no more 'Length' and 'End' fields are followed

	 } while (!End)
	
	

	  }
	
	

	Padding
	Variable
	For byte alignment

	}
	
	


[Change 4: Insert the following text after section 16.2.2.2.1]
16.2.2.2.x Rearrangement fragmentation and packing extended header (RFPEH)
The MAC PDU shall include RFPEH when a transport connection payload in a MAC PDU contains ARQ sub blocks. The RFPEH format is defined in Table xxx.
Table xxx: RFPEH Format

	Syntax
	Size (bits)
	Notes

	RFPEH (){
	
	

	 Type
	4
	RFPEH Type

	 FC
	2
	Fragmentation Control bits (see Table 664)

	 SN
	10
	SN is maintained per connection. For non ARQ connection, 'SN' represents the MAC PDU Payload Sequence Number and the 'SN' value increments by one (modulo 1024) for each MAC PDU. For ARQ connection, 'SN' represents the ARQ block sequence number.

	LSI
	1
	Last ARQ sub-block indicator

0 = indicating the last ARQ sub-block from the single ARQ block is not included in this MAC PDU

1 = indicating the last ARQ sub-block from the single ARQ block is included in this MAC PDU

	SSN
	8
	SUB-SN of the first ARQ sub-block

	 If ( this RFPEH corresponds to FlowID in MAC header and CB bit in first byte of EH group equals ‘1’) || (This RFPEH corresponds to a FlowID in MEH and PI bit in MEH corresponding to that FlowID equals ‘1’)
	
	

	{
	
	

	   Do {
	
	

	Length
	11
	MAC PDU with single connection payload: 

This field indicates the length of SDU or SDU fragment in the MAC PDU payload. If the MAC PDU payload consists of 'N' SDU/SDU fragments, N-1 'Length' fields are present in RFPEH. These represent the length of first 'N-1' SDU/SDU fragments in MAC PDU payload. The length of the last SDU or SDU fragment in the MAC PDU payload is = MAC PDU payload length (after decryption) - sum of 'N-1' length fields in RFPEH. where MAC PDU payload length (after decryption) = Length of MAC PDU (given by length field in GMH & MLEH) - Length of GMH(2 bytes) – Extended header group length (if present) - Length of PN& EKS (3bytes, if present) - Length of ICV ( if present) 

MAC PDU with multiple connections payload: 

MAC PDU payload consists of multiple connection payloads. This field indicates the length of SDU or SDU fragment in the connection payload corresponding to this RFPEH. If the connection payload consists of 'N' SDU/SDU fragments, N-1 'Length' fields are present in RFPEH. These represent the length of first 'N-1' SDU/SDU fragments in connection payload. The length of the last SDU or SDU fragment in the connection payload is = Connection payload length (see table 666, MEH format) - sum of 'N-1' length fields in RFPEH.

	End
	1
	Indication of more information

0 = Indicating another 'Length' and 'End' fields are followed

1 = Indicating no more 'Length' and 'End' fields are followed

	 } while (!End)
	
	

	  }
	
	

	Padding
	Variable
	For byte alignment

	}
	
	


16.2.2.2.y ARQ feedback extended header (AFEH)
AFEH shall be used to piggyback ARQ feedback for one or more flows in a MAC PDU. The AFEH format is defined in Table yyy.

Table yyy: AFEH Format

	Syntax
	Size (bits)
	Notes

	AFEH (){
	
	

	 Type
	4
	AFEH Type

	 ARQ Feedback IE
	variable
	See section 16.2.13.1.1

	}
	
	


16.2.2.2.z ARQ Feedback Polling extended header (APEH)
APEH shall be used to piggyback ARQ feedback poll for a ARQ connection in a MAC PDU. The PEH format is defined in Table zzz.

Table zzz: APEH Format

	Syntax
	Size (bits)
	Notes

	APEH (){
	
	

	 Type
	4
	APEH Type

	 FlowID
	4
	Identifier of ARQ connection 

	}
	
	


[Change 5: Modify the section 16.2.2.2.2, page 31, lines 1-47 as follows]

16.2.2.2.2 MAC Control extended header (MCEH)
The MCEH shall be used when MAC PDU contains payload from a control connection. The MCEH format is defined in Table 665.
Table 665: MCEH Format

	Syntax
	Size (bits)
	Notes

	MCEH (){
	
	

	 Type
	4
	MCEH Type

	 EC
	1
	Encryption Control indicator

0 = Payload is not encrypted

1 = Payload is encrypted

	Channel ID
	1
	Channel ID to identify separate fragmentation / reassembly state machines

0: channel 1

1: channel 2

	SN Indicator 


	1
	0 = no FC and sequence number

1= FC and sequence number are followed

	 If ( SN Indicator == 0)
	
	

	{
	
	

	   Reserved
	52
	For byte alignment

	}else
	
	

	{
	
	

	Polling
	1
	0 = no acknowledgement required

1 = acknowledge required upon receiving the MAC message

	    FC
	2
	Fragmentation control (see Table 664)

	    SN
	87
	Payload sequence number

	    reserved
	2
	For byte alignment

	  }
	
	

	}
	
	


[Change 6: Modify the section 16.2.2.2.3, page 31-32 as follows]

16.2.2.2.3 Multiplexing extended header (MEH)
The format of MEH is defined in Table 666. The MEH is used when payload from multiple connections as​sociated with the same security association are multiplexed in the same MAC PDU. The AGMH carries the Flow ID corresponding to the payload of the first connection. MEH carries the Flow IDs corresponding to remaining connections.
Table 666 – MEH Format

	Syntax
	Size
(bit)
	Notes

	MEH () {
	
	

	Type
	4
	MEH type

	Num Flows
	4
	Number of Flow information present in the MEH.

If ‘n’ connections are multiplexed, ‘n-1’ Flow IDs and Lengths are present. .

	for (i = 1; i <= num flows; i++) {
	   
	

	     Flow ID
	4
	Flow Identifier. The ‘i’th Flow ID indicates the Flow ID of the ‘i+1’th connection.

	     Length
	11
	Length of the connection payload.

The ‘i’th length field indicates the length of the payload of the ‘i+1’th connection.

The length of the payload of the first connection is given by “MAC PDU payload length (after decryption) – sum of ‘n-1’ Length fields”. Where MAC PDU payload length (after decryption) = Length of MAC PDU (given by length field in GMH & MLEH) - Length of GMH (2 bytes) – Length of extended header group (if present) - Length of PN& EKS (3bytes if present) - Length of ICV ( if present).

	FPEH_RFPEH_MCEH_indicator
	1
	1 = Indicates the presence of FPEH/RFPEH or MCEH corresponding to the ‘i+1’th connection. FPEH/RFPEH is present if ‘i+1’th connection is a transport connection. MCEH is present if ‘i+1’th connection is a control connection.
0 = Indicates the absence of FPEH/RFPEH or MCEH corresponding to the ‘i+1’th connection. FPEH/RFPEH is not present if ‘i+1’th connection is a transport connection. MCEH is not present if ‘i+1’th connection is a control connection.

	PI
	1
	Packing indicator
1 = indicates the presence of packing information in FPEH/RFPEH corresponding to ‘i+1’th connection
0 = indicates the absence of packing information in FPEH/RFPEH corresponding to ‘i+1’th connection

If FPEH/RFPEH is not present in MAC PDU corresponding to ‘i+1’th connection, this bit shall be set to ‘0’

	}
	
	

	 Reserved
	variable
	

	}
	
	


[Change 7: Modify the section 16.2.4.5, page 125, lines 4-20 as follows]

16.2.4.5 Encryption of MAC PDUs
When transmitting a MAC PDU on a connection that is mapped to an SA, the sender shall perform encryp​tion and data authentication of the MAC PDU payload as specified by that SA. When receiving a MAC PDU on a connection mapped to an SA, the receiver shall perform decryption and data authentication of the MAC PDU payload, as specified by that SA. 
The Advanced Generic MAC Header, Compact MAC header and extended headers shall not be encrypted.  The receiver determines whether the payload in the MAC PDU is encrypted or not from the Flow ID in the AGMH or CMH for the transport connections. In case of control connection, control connection payload in the MAC PDU is encrypted if the CB bit in EH group is set to ‘1’. Control connection payload in the MAC PDU is not encrypted, if the CB bit is set to ‘0’ or if the EH bit is set to ‘0’ in the MAC header of a control connection MAC PDU. The encryption information needed to decrypt a payload at the receiving station is present at the beginning and at the end of the connection payload. For e.g. in case of AES CCM, PN & EKS are present at the beginning of connection payload and ICV is appended at the end of the connection payload in MAC PDU as shown in Figure 394.
[Change 8: Modify the section 16.2.4.5, page 125, line 45-55 as follows]

If multiple connection payloads are transmitted in same burst and the connections are mapped to same SA then multiple connection payload may be multiplexed before encryption and multiplexed payload is encrypted together. The receiver shall perform the decryption and data authentication on the multiplexed payload, as specified by the SA. In a MAC PDU with multiplexed payload and with transport connection FlowID in AGMH, Tthe receiver determines whether the payloads in the MAC PDU is encrypted or not from the Flow ID in the AGMH for the transport connections. In a MAC PDU with multiplexed payload and with control connection FlowID in AGMH, the receiver determines whether the payloads in the MAC PDU is encrypted or not from the CB bit in the EH group. The encryption information needed to decrypt the multiplexed payload at the receiving station is present at the beginning of the first con​nection payload and at the end of the last connection payload. For e.g. in case of AES CCM, PN & EKS are present at the beginning of connection payload 1 and ICV is appended at the end of the connection payload n in MAC PDU as shown in Figure 395.
[Change 9: Modify the section 16.2.5.2.2, page 140, lines 17-21 as follows]

The MAC control fragment extended header is used only for management flows. The CB EC bit in the EH group Fragment extended header is used to indicate whether the PDU contains control message encrypted based on security level. Whether each control message is encrypted or not is decided based on the security level which the message is associated with.
[Change 10: Modify the section 16.2.5.3.3, page 153, lines 61-65 as follows].
The selective confidentiality protection over control messages is indicated by the CB EC bit in the EH group MCEH. Con​trary to the transport flows where the established SA is applied to all data, the SA is selectively applied to the management flows. CB EC bit in the EH group is used only for management flows to indicate whether PDU con​tains the control message that is encrypted based on control message type and its usage.
[Change 11: Modify the section 16.2.3, page 38, lines 1-15 as follows]

16.2.3 MAC Control messages
The peer-to-peer protocol of MAC layers in ABS and AMS communicate using the MAC control messages to perform the control plane functions. MAC control messages shall be carried in a MAC PDU to be trans​ported in broadcast, unicast or random access connections. There is a single unicast Control connection. HARQ shall be enabled for MAC control messages sent on the unicast Control connection. Encryption may be enabled for unicast MAC control messages. MAC control messages may be fragmented. Table 673 lists the MAC control messages that shall be defined in the ASN.1 format, as shown in <<<Appendix X>>>. The indication to the receiver whether the PDU is encrypted is indicated by the CB EC=1 in EH group MCEH extended header. Whether the encryption is applied on a MAC control message or not shall be determined by the message type and MAC procedure context, which is define in Table 673. A messages included in a PDU whose CB EC bit value does not match the combined message type and corresponding context defined in the Table 673 shall be discarded.
3 Reference

[1] IEEE P802.16m/D3, “DRAFT Amendment to IEEE Standard for Local and metropolitan area networks Part 16: Air Interface for Broadband Wireless Access Systems”
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