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Proposed change on AES-CCM input parameters for extended header protection(16.2.5) 

Youngkyo Baek, Youngbin Jang, Anil Agiwal
 Samsung Electronics
Introduction
This contribution suggests changing AES-CCM input parameters for extended header protection.
According to current CCM blocks construction, extended headers are not protected even for integrity. However CCM mode supports protection for the additional associated data(e.g. extended headers), we suggest updated CCM block construction to support extended header protection. 
Additionally the size of ICV is negotiated during key agreement procedure in Network entry. And initial CCM block B0 is defined depending on the size of ICV. But current text does not reflect changes.
Depending on the decision of whether 16m supports extended header protection, we should take either proposed text #1 or #2.

Proposed Text #1

[For consistency with ICV size variation and to protect Extended headers]

 Modify the sentences from line 5, page 241 as follows.

----------------------------------------------------- Start of Proposed Text #1--------------------------------------------------

The flag of initial CCM block B0 is decided based on some information such as size of an extended header group length(i.e., a) and the size of ICV(i.e., t) and size of length field Q(i.e, q).
'Tlen' shall equal 64 and t shall equal 8, meaning, the number of bytes in the message authentication field shall be set to 8. Consistent with the CCM specification, the 3-bit binary encoding [(t–2)/2)] of bits 5, 4, and 3 of the Flags byte field in B0 shall be either 001(if t=4) or 011(if t=8).
The size q of the Length field Q shall be set to 2. Consistent with the CCM specification, the 3-bit binary encoding [q-1] of the q field in bits 2, 1, and 0 of the Flags byte field in B0 shall be 001.

Consistent with the CCM specification, the bit 6 of the Flag field in B0 shall be either 0(if there exists no EH in the MPDU; i.e., a=0) or 1(if there exist some EHs in the MPDU). 

Bit 7 of the Flag field in B0 is reserved and set by 0.
For example, if t=8 and there is no EH then the Flag field is set to 0x19( see Table xxx)
The length a of the associated data string A shall be set to 0.
	a      t
	4
	8

	a=0
	00001001 (0x09)
	00011001 (0x19)

	a>0
	01001001 (0x49)
	01011001 (0x59)


Table xxx— Flag field in Initial CCM Block B0
………………………
………………………
	Byte Number
	0
	1                    13
	14                 15

	Byte significance
	
	
	MSB        LSB

	Number of bytes
	1
	13
	2

	Field
	Flag
	NONCE
	LQ

	Contents
	0x19 As specified in table xxx
	As specified in figure 402
	Length of plaintext payload


Figure 403—Construction of Initial CCM Block B0
Note the ordering of the LQ value is MSB first, consistent with the NIST CCM specification.
Consistent with the CCM specification, the CCM Blocks consist of B0 and EH blocks and payload blocks. If there is no extended header in the MPDU, then EH block shall be omitted. The last EH block and the last payload block are padded with zeros, if necessary, for 16 byte alignment. Those EH and payload block are sequentially named as CCM Blocks B0,B1,… Bn by 16-byte unit( see Figure yyy).
	Number of bytes
	Multiple of 16 byte(EH blocks)
	Multiple of 16 byte(payload blocks)

	
	1
	1
	extended header group length
	
	Length of plaintext payload
	

	Contents
	0x00
	extended header group length
	Extended Headers
	Padding the block with zero
	Plaintext payload
	Padding the block with zero


Figure yyy— Construction of sequential CCM Blocks B1|B2|….|Bn
----------------------------------------------------- End of Proposed Text #1---------------------------------------------------
Proposed Text #2

[evenif protection of extended headers are not supported, we have to take the propsed text #2 for consistency with ICV size variation]

 Modify the sentences from line 5, page 241 as follows.

----------------------------------------------------- Start of Proposed Text #2--------------------------------------------------

The flag of initial CCM block B0 is decided based on some information such as the size of ICV(i.e., t) and size of length field Q(i.e, q).
'Tlen' shall equal 64 and t shall equal 8, meaning, the number of bytes in the message authentication field shall be set to 8. Consistent with the CCM specification, the 3-bit binary encoding [(t–2)/2)] of bits 5, 4, and 3 of the Flags byte field in B0 shall be either 001(if t=4) or 011(if t=8).
The size q of the Length field Q shall be set to 2. Consistent with the CCM specification, the 3-bit binary encoding [q-1] of the q field in bits 2, 1, and 0 of the Flags byte field in B0 shall be 001.

The length a of the associated data string A shall be set to 0 and so bit 6 of the Flag field in B0 shall be 0.
Bit 7 of the Flag field in B0 is reserved and set by 0.
Consistent with the CCM specification, the Flag field in B0 shall be either 0x09(00001001; for t=4) or 0x19(00011001; for t=8). See the figure 403. 

………………………
………………………
	Byte Number
	0
	1                    13
	14                 15

	Byte significance
	
	
	MSB        LSB

	Number of bytes
	1
	13
	2

	Field
	Flag
	NONCE
	LQ

	Contents
	0x09 or 0x19 
	As specified in figure 402
	Length of plaintext payload


Figure 403—Construction of Initial CCM Block B0
Note the ordering of the LQ value is MSB first, consistent with the NIST CCM specification.
----------------------------------------------------- End of Proposed Text #2---------------------------------------------------














































































































































  


