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Clean up for CMAC calculation considering ASN.1 (16.2.5.2.3.2)
Youngkyo Baek,Youngbin Jang 
Samsung Electronics
1. Introduction
CMAC calculation clean up is required considering the ASN.1 format because current CMAC calculation scheme is described based on TLV format.
For example, per current D6[1] description, the entire control message, which CMAC tuple is not included in, is one of input parameters for CMAC derivation. But per ASN.1 since CMAC tuple is optional attribute, some other parts of the control message except CMAC tuple become different depending on whehter the CMAC tuple is included or not. (contrary to the ASN.1, in case of TLV format like 16e, inclusion of CMAC tuple does not effect on the other part of the control message.) 
Hence CMAC calculation can not be done before ASN.1 encoding.

We suggest a method to implement the CMAC value in the control message.

2. Solution
On ASN.1 encoding if CMAC tuple is required then the primitive control message is encoded with CMAC value 0. That is, CMAC tuple is included in the primitive control message but the CMAC value is fed up with 64bit of 0 transiently. Note that the CMAC value is the last attribute of the control message.
Then CMAC value is calculated based on the entire primitive control message, which includes CMAC value 0. A CMAC value derived is replaced with the CMAC value 0 in the primitive control message.
3. Text Proposal
Modify the table at page 255, line 25 as follows
======================== Start of Proposed Text =====================
16.2.5.2.3.2 Calculation of Cipher-based message Authentication Code (CMAC)

An ABS or AMS may support MAC control message integrity protection based on CMAC-together with the AES block cipher. The CMAC construction as specified in NIST Special Publication 800-38B shall be used.

The calculation of the keyed hash value contained in the CMAC Digest attribute and the CMAC Tuple shall use the CMAC algorithm with AES. The DL authentication key CMAC_KEY_D shall be used for authenticating messages in the DL direction. The UL authentication key CMAC_KEY_U shall be used for authenticating messages in the UL direction. UL and DL message authentication keys are derived from the CMAC-TEK prekey AK (see 16.2.5.2.1.4 16.2.5.2.1.1.3 for details).

The CMAC Packet Number Counter, CMAC_PN_*, is a 3-byte sequential counter that is incremented for each MAC Control Message which contains a CMAC Tuple or CMAC Digest TLV in the context of UL messages by the AMS, and in the context of DL messages by the ABS.

If STID is not assigned yet then STID '000000000000' should be used. The CMAC_PN_* is part of the CMAC security AK context and shall be unique for each MAC control message with the CMAC tuple or digest. Any tuple value of {CMAC_PN_*, CMAC_KEY_*} shall not be used more than once. TEither the reauthorization process or PMK update without reauthorization should be initiated (by ABS or AMS) to establish a new PMK/AK before the CMAC_PN_* reaches the end of its number space.

The CMAC value digest shall be calculated over a field consisting of the AK ID followed by the CMAC_PN_*, expressed as an unsigned 24-bit number, followed by the 12-bit STID and 4-bit FID on which the message is sent, followed by 2416-bit of zero padding (for the header to be aligned with AES block size) and followed by the entire ASN.1 encoded MAC control message with the exception of the CMAC tuple or digest.
The LSB 64-bit s of the value digest shall be used for CMAC value truncated to yield 64-bit length digest.

Note: This is different from the recommendation in NIST special publication 800-38B where the MSB is used to derive the CMAC value.

i.e., if CMAC_KEY_* is derived from CMAC-TEK prekey AK:
CMAC value <= Truncate(CMAC (CMAC_KEY_*, AK ID | CMAC_PN |STID|FID|24-bit zero padding | ASN.1 encoded MAC_Control_Message), 64) , where STID '000000000000' should be used if STID is not assigned yet.
Only CMAC_PN that arrives in order can be accepted. MAC control messages with out-of-order CMAC_PN shall be discarded.
============================== End of Proposed Text ===============
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