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1 Overview

1.1 Scope
The scope of the IEEE 802.21 (Media Independent Handover) standard is to develop a specification to optimize layer 3 and above handovers between heterogeneous media. This includes both wired and wireless media in the 802 family as well as cellular wireless media.
1.2 Purpose
The purpose of the IEEE 802.21 standard is to enhance user experience of mobile devices by supporting seamless handovers between heterogeneous networks. 
This document describes a proposal to satisfy requirements as outlined in [1]. The proposal can support handovers both for mobile as well as stationary users. For the mobile users handovers may occur due to change in wireless coverage as the user moves from coverage area of one network to another. For the stationary user handovers may become imminent when the environment around the user changes making one network more attractive than another. Specifically the described proposal:

· Describes the overall MIH Reference model for handovers between different heterogeneous networks.

· Defines the various Service Access Points (SAPs) that need to be supported in the above reference model.

· Defines the various procedures and primitives to support mechanisms that optimize layer 3 and above handovers. These are as follows.

· Media Independent Event service which helps to optimize detection of useable attachment point to a network through a set of events and triggers.

· Media Independent Information service which permits information exchange between mobile terminals and/or networks to enable mobile terminals and/or networks to make more effective handover decisions.
· Media independent transport so that the mobile terminal can access information in a standardized way from a network attachment point on which to base good and timely handoff decisions.
1.3 Design Guidelines

TBD

1.4 Media Independence

TBD

1.5 Media Dependence

TBD
2 References

2.1 Normative References

TBD
2.2 Other References

[1] 21-04-0087-12-0000 IEEE 802.21 Media Independent Handover Service Draft Technical Requirements, Sept. 21, 2004. 

3 Definitions

4 Acronyms and Abbreviations
3G



Third Generation

3GPP



3G Partnership Project

3GPP2



3G Partnership Project 2

AAA



Authentication, Authorization, and Accounting

AN



Access Network

AP



Access Point

AR



Access Router

BS



Base Station

BSC



Base Station Controller

BSSID   


Basic Service Set Identifier

BTS



Base Transceiver Station

ESS        


Extended Service Set

CN



Core Network

FA



Foreign Agent

FMIP



Fast Handover Mobile IP

GGSN



Gateway GPRS Support Node

GPRS



General Packet Radio Service

GSM



Global System for Mobile Communication

HA



Home Agent

HMIP



Hierarchical Mobile IP

IEEE



Institute of Electrical and Electronics Engineers

IETF



Internet Engineering Task Force

ICMP



Internet Control Message Protocol

IP



Internet Protocol

ISP



Internet Service Provider

ITU



International Telecommunications Union
L3MP



Layer 3 mobility protocol
L1                


Physical Layer (PHY)

L2


         
Medium Access Control (MAC)

LAN



Local Area Network

LLC            


Logical Link Control

MAC



Medium Access Control

MIH
          


Media Independent Handover

MIHO        


Media Independent Handover

MIHS        


Media Independent Handover Services

MIP



Mobile IP
MIIS



Media Indépendant Information Service
MLME        


MAC Layer Management Entity

MN



Mobile Node

MS



Mobile Station

MT

   

Mobile Terminal

NME



Network management entity

PHY            


Physical Layer

PLMN



Public Land Mobile Network

PLME



PHY Layer Management Entity

QoS



Quality of Service

RFC



Request for Comment

RNC



Radio Network Controller

SAP             


Service Access Point

SGSN



Serving GPRS Support Node

SNR



Signal Noise Ratio

SME



Station management entity

STA



Station
TCP



Transmission Control Protocol

UDP



User Datagram Protocol

UMTS



Universal Mobile Telecommunications System

WLAN



Wireless Local Area Network

WPAN



Wireless Personal Area Network

WMAN



Wireless Metropolitan Area Network
General Architecture
4.1 Introduction

The IEEE 802.21 specification defines services that enhance handovers between heterogeneous media. This is achieved through:

· A Media Independent Event service which provides access to MAC and PHY state changes and other network management events. These are described in section 6.
· A Media Independent Information service which includes an information model and a database. These provide information useful for making effective handover decisions. This is described in section 7.
· A Media Independent Handover (MIH) convergence layer above the LLC that crosses heterogeneous interface types, enabling policy enforcement, network selection, QoS parameter mapping and handover signaling between heterogeneous interfaces in multi interfaced systems. This is described in section 8.
· A layer 2 protocol operating over 802 style MSDUs, enabling the transport of events, handover related information and network detection between pairs of attached 802 and other systems. This is described in section 9.
A standard communication stack includes MAC and PHY layers. Depending on the media type, there may also be a management plane with MLME and PLME layers. An unspecified management function, the SME (in 802.11) or NME (in 802.16) provides coordinated management of the layers.
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Figure 1: MIH Reference Model for 802.11
[image: image10.wmf]Layer 

3 

or higher Mobility 

Protocol 

(

L

3

MP

)

SME

or

NME

LLC

MAC

PHY

PHY

_

SAP

MAC

_

SAP

MLME

PLME

MLME

_

PLME

_

SAP

M

L

M

E

_

S

A

P

P

L

M

E

_

S

A

P

LSAP

MIH

_

MAC

_

SAP

MIH

_

PHY

_

SAP

M

I

H

_

M

E

_

S

A

P

MIH

_

MAC

_

SAP

MIH

_

PHY

_

SAP

Media Independent 

Handover Layer 

(

MIH

)

MIH Event Service

MIH Information Service 

LSAP

802

.

21 

Scope

MIH

_

L

3

_

SAP

MIH

_

MGMT

_

SAP


Figure 2: MIH Reference Model for 802.16

4.3 Media Independent Event Service
The Media Independent Event service supports both local and remote events. In case of local events information propagates upwards from the MAC to the layer 3 mobility protocol (L3MP) within a local stack. In case of remote events information may propagate from a L3MP in one stack to a L3MP in another stack connected directly through the medium. Events can indicate state changes or predict state changes of the MAC and PHY layers. Events can also be used to indicate management actions on par of network or some such management entity.


The event service will typically be used to optimize handover signaling within the L3MP. For example an indication that the link will cease to carry MSDUs at some point in the near future may be used by the L3MP to prepare a new point of attachment ahead of the current point of attachment ceasing to carry frames. This has the potential to reduce the time taken to hand over between attachment points. 
In an asymmetric link, such as a STA-AP link in 802.11 or an SS-BS link in 802.16, the AP or BS might make a management decision, based on load conditions to require an attached node to handoff elsewhere to some other more favorable attachment point at some point in the future, allowing the node to prepare a layer 3 handover. For this reason, events may originate not only within the MACs or PHYs of the link, but also from the L3MP.

Events defined include Link Available, Link Up, Link Going Up, Link Down, Link Going Down and Event Rollback.

Events can originate from the MAC, the PHY or the MIH_SAP. The destination of any event may be the MIH_SAP within the local stack, the MIH_SAP of the remote stack at the other end of the link, or both. The destination of events is established dynamically with a registration mechanism that enables an endpoint to register its interest in particular event types.

Events may carry additional context data. For example a Link_Up event may carry an ARID. This enables a mobile station to determine whether or not a handover has necessitated a layer 3 handover immediate at the time of attachment. This can serve to improve the performance of layer 3 handovers.
4.4 Media Independent Information Service

The Media Independent Information service primarily provides a query/response type of mechanism for information transfer. This contrasts with the asynchronous push model of information transfer for the event service. The information may be stored within the MIH layer or maybe present in some information server from where the MIH layer can access it. The information is primarily made available at L2 though it could be made available at L3 as well. Information can be made available at L2 through both a secure and an insecure port. Information available through insecure port would typically be less sensitive and would allow the mobile terminal to make a quick handover decision before incurring the overhead of authentication and establishing a secure L2 connection with the network.
The Information service typically provides access to static information such as neighbor maps. Such information helps in network discovery. The service may also provide access to information which may optimize link layer connectivity with different networks. This could include link layer parameters such as channel information, MAC addresses, security information, etc. Information about available services in a network may also help in more effective handover decision making before actually attaching to any particular network.
The information provided by Information service conforms to structure and semantics specified within 802.21. The Media Independent Information service specifies a common (or media independent) way of representing this information across different technologies by using a format such as ASN.1. Further the MIIS provides ability to access this information about all heterogeneous networks in a geographical area from any single L2 network. MIIS uses network media specific transports and security mechanisms to provide access to the information. How this information is developed and deployed is outside the scope of the standard.

4.5 Media Independent Handover Function

In the case of a system with multiple network interfaces of arbitrary type, the MIH or L3MP can use the event service to determine the state of the underlying interfaces and select between them appropriately. The information service helps the MIH in network discovery and selection and thus helps in making effective handover decisions. In a system containing heterogeneous network interfaces of both 802 and non 802 types, the Media Independent Handover Function layer may contain procedures to couple services across heterogeneous network interfaces. Such procedures may include a signaling mechanism between MIH Function layer across different entities to query and reserve resources required for a handover operation between heterogeneous networks.
4.6 MIH Protocol 

The IEEE 802.21 standard supports the Media Independent Event service and Media Independent Information service. The packet payload for these services may be carried over management frames or data frames. Wireless networks such as 802.11 and 802.16 have a management plane and support management frames which could be suitably enhanced for carrying the above payloads. However the wired Ethernet network does not have management plane and can carry the above payloads only in data frames.

As such we need to define a L2 protocol with a new ethertype which can carry the above payload over normal data frames. The MIH ethertype is encoded in the SNAP header. At the same time 802 networks don’t support data frames in unauthenticated state. Hence the MIH Protocol cannot be used in this case. Only management frames can be used to transport information in this case.
The IEEE 802.21 standard should define the packet format and payloads in media independent manner in standard TLV format. Thereafter these packets can be encapsulated in a L2 MIH Protocol using MIH ethertype when the payload needs to be sent over normal data frames as in case of ethernet. In other cases the TLV based messages and payload can be directly encapsulated in media specific management frames.
4.7 Service Access Points (SAPs)

Figure 1 and 2 shows the MIH Reference model for 802.11 and 802.16 networks. The key MIH related SAPs are as follows:
· MIH_MGMT_SAP: This defines the interface between the MIH Function layer and the management plane of different networks. This SAP can be used for sending MIH messages between peer MIH entities. Messages based on management frames can be sent in the unauthenticated state as well. The MIH_MGMT_SAP defines primitives for MIES and MIIS.
· MIH_ME_SAP: This SAP defines the interface between MIH Function layer and the SME or NMS. This SAP can be the same as MIH_MGMT_SAP as well.
· MIH_L3_SAP: This SAP defines the interface between MIH and a L3MP. The interface between MIH and L3MP is a local interface which may depend on the choice of L3MP as well. The methods and other messages defined by this SAP result in local communication between peer layer entities. Messages defined by this SAP shall not travel the across the medium. Definition of this SAP is outside the scope of 802.21.
· MIH_MAC_SAP: This SAP defines the interface between MIH and media specific MAC. The interfaces defined by this SAP are primarily used to transfer data (MSDUs) between peer entities. No new interfaces and primitives need to be defined for this SAP. However the interfaces defined by this SAP can be used to deliver MIH protocol based payloads to peer MIH entities.
· MIH_PHY_SAP: This SAP defines the interface between MIH and media specific PHY. The MIH shall communicate with different media specific PHYs using the media specific MACs. As such no new interfaces or primitives need to be defined for this SAP as well.

· LSAP: This defines the LLC interface to MIH. The MIH can directly use the LLC interface to initiate connections and communicate with peer LLC entities and thus establish data path for sending MSDUs across different links. As such no new interfaces or primitives need to be defined for this SAP as well.
5 Media Independent Event Service

5.1 Introduction

The Media Independent Event service can support several types of events.

· State Change events
These events correspond to changes in MAC and PHY state. These events correspond to definite changes in state. For example Link_Up event is a case of a state change event.
· Predictive events

Predictive events express the likelihood of change in properties in future based on past and present conditions. For example, decay in signal strength of WLAN network may indicate loss of link connectivity in near future. Since they attempt to predict the future, they may be incorrect and hence there is a need to retract predictive events. Predictive events may carry predictive information including a time bound, specifying the time interval in which the event is expected to occur and a level of confidence that the event shall occur in the specified time bound.
· Management events
Management events help with overall management of the network. For example a BS or AP may force a MT to attach to a new attachment point when load balancing the network.
The following set of events is defined.
	Event Id

	Event Class
	Event Name

	
	
	

	1
	State Change
	Link Up

	2
	State Change
	Link Down

	3
	Predictive
	Link Going Down

	4
	Predictive
	Link Going Up

	5
	Management
	Link Event Rollback

	6
	Management
	Link Available

	7
	State Change
	Link Parameters Change

	8+
	Reserved
	Reserved


5.2 Event Flow Model

The figure above shows the event flow model.

[image: image1]
5.3 Event Primitives
5.3.1 MIH_Event_Register.request

5.3.1.1 Function

This primitive is used by a L3MP (the registrant) to register an interest in a particular or group of event types from a particular event origination point. The response indicates which of the requested event types were successfully registered. Event types not successfully registered will not be delivered to the registrant.
5.3.1.2 Semantics of service primitive

MIH_Event_Register.request

(

EventSource,

EventDestination,

RequestedEventList

)

	Name

	Type
	Valid Range
	Description

	EventSource


	EVENT_LAYER_TYPE
	N/A
	The origination point from where events are requested.

	EventDestination


	EVENT_LAYER_TYPE
	N/A
	The destination point where events need to be delivered.

	RequestedEventList


	Set of Event IDs
	1-7
	List of events that the requested endpoint would like to receive indications for from the EventSource


EVENT_LAYER_TYPE is defined as follows.

{ Local PHY, Local MAC, Local MIH, Remote PHY, Remote MAC, Remote MIH}.
5.3.1.3 When generated

This primitive is generated by a registrant L3MP that is seeking to receive event primitives from a point in the protocol stacks terminating either end of the link.
5.3.1.4 Effect on receipt

The recipient responds immediately with MIH_Event_Register.response primitive.

5.3.2 MIH_Event_Register.response

5.3.2.1 Function

This primitive returns the result of the registration request.
5.3.2.2 Semantics of service primitive

MIH_Event_Register.response
(

EventSource,

EventDestination,

ResponseEventList

)

	Name

	Type
	Valid Range
	Description

	EventSource


	EVENT_LAYER_TYPE
	N/A
	The origination point from where events are requested.

	EventDestination


	EVENT_LAYER_TYPE
	N/A
	The destination point where events need to be delivered.

	ResponseEventList


	Set of Event IDs and their Registration Status
	N/A
	List of events along with their registration status


5.3.2.3 When generated

This primitive is generated in response to a MIH_Event_Register.request primitive.
5.3.2.4 Effect on receipt

The recipient may examine the returned event list and learn about the registration status of different events.
5.3.3 MIH_Event.indication

5.3.3.1 Function

This primitive delivers event notification to a layered entity that had previously registered to receive such indication.
5.3.3.2 Semantics of service primitive

MIH_Event.indication
(

EventId,

EventSpecificParameters
)

	Name

	Type
	Valid Range
	Description

	EventId


	Event IDs
	1-7
	Identification of event for which notification is being delivered.

	EventSpecificParameters


	
	N/A
	Other event specific attributes and parameters.


5.3.3.3 When generated

This primitive is generated when an event notification is to be delivered.

5.3.3.4 Effect on receipt

The recipient may examine the event specific parameters and take event specific action.
5.4 Event Indications

The following are the event indications delivered by the event service.

5.4.1 Link_Up

This notification is delivered when a layer 2 connection is established on the specified link interface and when L3MP and other upper layers can send layer 3 packets. All layer 2 activities in configuring the link are expected to be completed at this point of time.

Event Type:
State Change

Event Source:
{Local MAC, Remote MAC}

Parameters:
	Name

	Type
	Description

	EventSource


	EVENT_LAYER_TYPE
	The origination point from where the event is generated.

	EventDestination


	EVENT_LAYER_TYPE
	The destination point where events need to be delivered.

	MacMobileTerminal
	MAC Address 
	MAC Address of Mobile Terminal

	MacOldAccessRouter
	MAC Address
	MAC Address of old Access Router (if any)

	MacNewAccessRouter
	MAC Address
	MAC Address of new Access Router

	NetworkIdentifer
	Media Specific
	Unique network identifier that can be used to detect change in subnet. (SSID+BSSID) serves as unique network identifier for 802.11 networks




5.4.2 Link_Down

This notification is delivered when a layer 2 connection is broken on the specified interface, and when no more layer 3 packets can be sent on the specified link
Event Type:
State Change

Event Source:
{Local MAC}

Parameters

	Name

	Type
	Description

	EventSource


	EVENT_LAYER_TYPE
	The origination point from where the event is generated.

	EventDestination


	EVENT_LAYER_TYPE
	The destination point where events need to be delivered.

	MacMobileTerminal
	MAC Address 
	MAC Address of Mobile Terminal

	MacOldAccessRouter
	MAC Address
	MAC Address of old Access Router (if any)

	ReasonCode
	
	Reason for why the link went down


5.4.3 Link_Going_Down

This notification is delivered when a Layer 2 connection is expected (predicted) to go down (Link_Down) within a certain time interval. 
Link_Going_Down event may be the signal to initiate handoff procedures. Different applications may have different requirements with respect to the time interval required to anticipate in advance a link going down. Hence the L3MP may actually configure the time interval in which a Link_Going_Down event may be delivered. This would allow the flexibility for the time interval to be in msecs, 100s of msecs or even seconds.
Event Type:
Predictive
Event Source:
{Local MAC, Remote MAC}

Parameters

	Name

	Type
	Description

	EventSource


	EVENT_LAYER_TYPE
	The origination point from where the event is generated.

	EventDestination


	EVENT_LAYER_TYPE
	The destination point where events need to be delivered.

	MacMobileTerminal
	MAC Address 
	MAC Address of Mobile Terminal

	MacOldAccessRouter
	MAC Address
	MAC Address of old Access Router (if any)

	MacNewAccessRouter
	MAC Address
	MAC Address of new Access Router (if any)

	TimeInterval
	Time in msecs
	Time Interval in which the link is expected to go down

	ConfidenceLevel
	%
	The confidence level for link to go down within the specified time interval

	UniqueEventIdentifer
	
	To be used in case of event rollback


5.4.4 Link_Going_Up

This notification is delivered when a Layer 2 connection is expected (predicted) to go up (Link_Up) within a certain time interval. Link_Going_Up is used in cases wherein the network takes a long time to initialize. In such cases the pending availability of a particular type of network may influence decisions related to Network Discovery and Selection at Layer 3.
Event Type:
Predictive

Event Source:
{Local MAC, Remote MAC}

Parameters

	Name

	Type
	Description

	EventSource


	EVENT_LAYER_TYPE
	The origination point from where the event is generated.

	EventDestination


	EVENT_LAYER_TYPE
	The destination point where events need to be delivered.

	MacMobileTerminal
	MAC Address 
	MAC Address of Mobile Terminal

	MacNewAccessRouter
	MAC Address
	MAC Address of new Access Router (if any)

	TimeInterval
	Time in msecs
	Time Interval in which the link is expected to be up

	ConfidenceLevel
	%
	The confidence level for link to be up within the specified time interval

	UniqueEventIdentifer
	
	To be used in case of event rollback


5.4.5 Link_Event_Rollback

Link_Event_Rollback is used in conjunction with Link_Going_Up and Link_Going_Down. In case of Link_Going_Down if the link is no longer expected to go down in the specified time interval, then a Link_Event_Rollback message is sent to the Event destination. Similarly in case of Link_Going_Up if the link is no longer expected to go up in the specified interval then a Link_Event_Rollback message is sent to the Event destination. The destination should disregard or rollback the changes associated with the event identifier in such cases.
Event Type:
Management
Event Source:
{Local MAC, Remote MAC}

Parameters

	Name

	Type
	Description

	EventSource


	EVENT_LAYER_TYPE
	The origination point from where the event is generated.

	EventDestination


	EVENT_LAYER_TYPE
	The destination point where events need to be delivered.

	MacMobileTerminal
	MAC Address 
	MAC Address of Mobile Terminal

	MacNewAccessRouter
	MAC Address
	MAC Address of new Access Router (if any)

	UniqueEventIdentifer
	
	Used to identify the event which needs to be rolled back.


5.4.6 Link_Available

Link_Available indicates a link is available for use. If the link indicated for use is the same as one being previously used then, a better network attachment point may be available than the one currently being used.
Link_Available specifies that the Mobile Node may have the possibility of attaching to another AP or Base Station which may have better link quality than the AP or Base Station to which the Mobile Node is currently attached. In some cases the mobile device may actively procure “Scan list” or “Neighborhood list” to figure out the list of neighbor APs or base stations. However the Link_Available trigger helps in notifying the higher layers the event when a specific AP or base station offers significantly better link quality connection than the current one used by the mobile device. There may be situations wherein layer 3 and above may need to make AP or base station selection for handoff on other factors, such as cost , availability of a particular service, etc. as well.
Event Type:
Management

Event Source:
{Local MAC, Remote MAC}

Parameters

	Name

	Type
	Description

	EventSource


	EVENT_LAYER_TYPE
	The origination point from where the event is generated.

	EventDestination


	EVENT_LAYER_TYPE
	The destination point where events need to be delivered.

	MacMobileTerminal
	MAC Address 
	MAC Address of Mobile Terminal

	MacNewAccessRouter
	MAC Address
	MAC Address of new Access Router (if any)

	MacOldAccessRouter
	MAC Address
	MAC Address of old Access Router (if any)


5.4.7 Link_Parameters_Change

Link_Parameters_Change indicates changes in link parameters have crossed specified threshold levels. This may include link layer parameters such as speed of the link, QoS, security settings, etc. The threshold level for each such parameter may have to be configured through a separate call.
Event Type:
State Change

Event Source:
{Local MAC, Remote MAC}

Parameters

	Name

	Type
	Description

	EventSource


	EVENT_LAYER_TYPE
	The origination point from where the event is generated.

	EventDestination


	EVENT_LAYER_TYPE
	The destination point where events need to be delivered.

	MacMobileTerminal
	MAC Address 
	MAC Address of Mobile Terminal

	MacAccessRouter
	MAC Address
	MAC Address of current Access Router (if any)

	oldValueOfLinkParameter
	
	Specify the old value of link parameter

	newValueOfLinkParameter
	
	Specify the new value of link parameter


6 Media Independent Information Service

6.1 Introduction

Some networks such as the cellular networks already have an existing means of detecting a list of neighborhood base stations within the vicinity of an area via the broadcast control channel. Other IEEE groups define similar means of detecting a list of neighborhood access points within the vicinity of an area via beaconing.
The Media Independent Information service provides a similar framework across the heterogeneous network environment to facilitate the discovery and selection of multiple types of networks existing within a geographical area. In the larger scope, the macro objective is to acquire a global view of the heterogeneous networks to facilitate seamless handover when roaming across these networks.
6.2 Information Flow
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6.3 Primitives
6.3.1 MIH_Information.request

6.3.1.1 Function

This primitive is used by a L3MP or MIH to request information using a specific network interface. The network interface is not explicitly specified in the primitive, but is rather implicitly selected based on the specific MIH_MGMT SAP that is selected.
6.3.1.2 Semantics of service primitive

MIH_Information.request

(

InfoQueryFilter,

InfoQueryParameters
)

	Name

	Type
	Valid Range
	Description

	InfoQueryFilter


	Combination of QueryFilterType

flags


	N/A
	A set of query filters which control the type and amount of information that is retrieved. 

	InfoQueryParameters


	
	N/A
	Query filter specific parameters which indicate the type of information the client may be interested in.

	QueryId


	Integer
	N/A
	A unique QueryId to help match requests with responses.


QueryFilterType: 

· FILTER_INFO_ALL_NETWORKS


Get Info about all networks
· FILTER_INFO_802_NETWORK


Get info about all 802 networks
· FILTER_INFO_802_11_NETWORK


Get info about only 802_11 network
· FILTER_INFO_802_16_NETWORK


Get info about only 802_16 network
· FILTER_INFO_GSM_NETWORK


Get info about only GSM network
· FILTER_INFO_CDMA_NETWORK


· ……

· …..

· FILTER_INFO_ALL_ELEMENTS


Get info about all elements

· FILTER_INFO_ELEMENT_MAC_ADDRESS

Get info about only the MAC Address

· FILTER_INFO_ELEMENT_SECURITY

Get info about only the security

· ….

· ….
6.3.1.3 When generated

This primitive is generated by a L3MP or MIH that is seeking to retrieve information.

6.3.1.4 Effect on receipt

The recipient tries to interpret the query request and retrieve the specified information. Once the information is retrieved the recipient responds with MIH_Information.response primitive.

6.3.2 MIH_Information.response

6.3.2.1 Function

This primitive is used by MIH to respond to a previous MIH_Information.request primitive.
6.3.2.2 Semantics of service primitive

MIH_Information.response
(

InfoQueryFilter,

MIH_REPORT,

status
)

	Name

	Type
	Valid Range
	Description

	InfoQueryFilter


	Combination of QueryFilterType

flags


	N/A
	A set of query filters which control the type and amount of information that is retrieved. 

	MIH_REPORT


	
	N/A
	Report consisting of information requested by the L3MP or MIH

	QueryId


	Integer
	N/A
	Used to match response with requests

	Status


	Success/Failure
	N/A
	Specifies whether the information was successfully retrieved or not.


6.3.2.3 When generated

This primitive is generated by MIH that is responding to a previous query retrieve information.

6.3.2.4 Effect on receipt

The L3MP or MIH tries to interpret the MIH_REPORT and take suitable action.
6.4 Information Elements

This section lists the information elements of the information service for the various types of network (e.g. IEEE802.11, IEEE802.16, and GSM). 
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(1) This Information Element (IE) provides the accurate location of the AP in determining the proximity of the APs in the neighborhood. 

(2), (6) This IE provides the ‘handover decision maker’ advanced knowledge of the type of wireless chip/physical layer supported at the APs in the neighbourhood. For example, if the client only supports 802.11a wireless standards, the ‘handover decision maker’ will only shortlist neighborhood APs with the 802.11a support.

(3) This IE provides the ‘handover decision maker’ the network that the client/user wishes to connect to.

(4) This IE provides the ‘handover decision maker’ the AP that the client/user wishes to connect to. This is relevant in the case of multiple BSSIDs configured on the AP to support services which offer QoS, authentication type, etc. For example, if user is on a voice conversation, the BSSIDs to associate with may be that configured for higher priority traffic for voice to provide QoS.

(5) This IE provides the client advanced knowledge of the new channel of the AP to associate prior to handover.

(7) This IE provides the ‘handover decision maker’ advanced knowledge of the data rates supported at the AP, e.g. 108 Mbps in 802.11a turbo mode, 11, 5.5, 2, 1 Mbps in 802.11b, etc. Based on certain pre-defined threshold of data rates, the ‘handover decision maker’ may select the appropriate AP for handover.

(8)  This IE provides the ‘handover decision maker’ if there is roaming occurred in handover to an AP belonging to a different service provider, region, or country and whether this is allowed.

(9) This IE provides the ‘handover decision maker’ advanced knowledge of the type pf security implemented at the APs. For example, if the client requires WPA authentication, the ‘handover decision maker’ will only shortlist neighbourhood APs with WPA support.

(10) This IE extends information on the 802.1x/WPA/WPA2 IE, and provides the ‘handover decision maker’ advanced knowledge of the type of EAP authentication supported at the backend network (Radius server), if the 802.1x framework is supported at the AP. This may be helpful as the client may support the 802.1x authentication framework but only specific types of EAP methods. For example, if the client only supports EAP-PEAP-MSCHAPv2, the ‘handover decision maker’ will only shortlist APs that are connected to the Radius servers with this support.

(11) This IE provides the ‘handset decision maker’ advanced knowledge if the AP supports Quality of Service for time-sensitive information or high priority traffic.
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(1) This IE provides the accurate location of the BS in determining the proximity of the BSs in the neighborhood. 

(2), (5) This IE provides the ‘handover decision maker’ advanced knowledge of the type of wireless chip/physical layer supported at the BSs in the neighbourhood. For example, if the client only supports 802.16d wireless standards, the ‘handover decision maker’ will only shortlist neighborhood BSs with the 802.16d support.

(3) This IE provides the client advanced knowledge of the new channel of the BS to associate prior to handover.

(4) This IE allows the ‘handover decision maker’ to identify the base station and obtain advanced information about the base station via the Serving_Cell_Channel (BCCH).

(6) This IE provides the ‘handover decision maker’ advanced knowledge of the data rates supported at the BS. Based on certain pre-defined threshold of data rates, the ‘handover decision maker’ may select the appropriate BS for handover.

(7)  This IE provides the ‘handover decision maker’ if there is roaming occurred in handover to an BS belonging to a different service provider, region, or country and whether this is allowed.

(8) This IE provides the ‘handover decision maker’ advanced knowledge of the type of security implemented at the backend network (e.g. EAP type supported at the backend network). For example, if the client only supports EAP-PEAP-MSCHAPv2, the ‘handover decision maker’ will only shortlist BSs that are connected to the Radius servers with this support.
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(1)  This IE provides the ‘handover decision maker’ advanced knowledge of the frequency band supported by the BSs in the neighbourhood. For example, if the handset only supports 1900MHz frequency band, the ‘handover decision maker’ will only shortlist the corresponding neigbourhood BSs.

(2)  This IE provides the ‘handover decision maker’ if there is roaming occurred in handover to a BS belonging to a different service provider, region, or country and whether this is allowed.

(3), (4), (5), (6) This IE allows the ‘handover decision maker’ to identify the base station and obtain advanced information about the base station via the Serving_Cell_Channel (BCCH).

(7) This IE provides the accurate location of the BS in determining the proximity of the BSs in the neighborhood.
6.5 Information Format

The information can be represented in various different formats such as XML, TLVs, Variants, ASN.1 etc. Other IEEE groups use ASN.1 based encoding and hence this particular information format is preferred.
7 Media Independent Handover Function

7.1 Introduction

TBD
7.2 MIH Signaling

TBD
7.3 Primitives

TBD
8 Media Independent Handover Protocol

8.1 Introduction

TBD
8.2 Description

TBD
8.2.1 New ethertype

TBD
8.2.2 Messages

TBD
9 Appendix

9.1 Handover Procedures

9.1.1 MIP based Handover Sequence Diagrams

9.1.1.1 802.x ( 802.y Handovers
In this scenario handover between 802.x and 802.y type network are covered. This could for example be a handover from an 802.16 network to 802.11 type network, e.g. user walking from the company campus to inside a building The scenario covers key aspects of Media Independent Information service and Media Independent Event service. The MIIS is used to discover presence of new networks and act as a trigger to initiate handover.
1. This represents the steady state connection between MT and the original network. At this point the Mobile terminal uses the MIH Information service and retrieves information about available networks. This includes information about neighbor graphs and other associated information which helps in network discovery and selection. 

2. This shows the basic flow to retrieve information using the MIH Information service.

3. Information can be retrieved in multiple steps using specific query filters etc. if required. The MT can first retrieve information about only the available networks, and then can retrieve details only about selected networks. Such details may include information such as MAC Addresses of different attachment points, link layer parameters for establishing connections, services available on the networks, etc. By selectively retrieving the details the terminal can manage the amount of information it chooses to retrieve. The terminal may choose to retrieve this information on a periodic basis in background. Depending on terminal mobility and network coverage area the terminal can continue to discover information about new networks.

4. Once information about a new network is available, the terminal may do a handover evaluation and link selection using specified user policies and properties of different available networks.

5. If the handover policy results in selection of a new link, the terminal may actually query the new link about availability of resources to support the current connection on the terminal. The MT in this case may send a MIH_Query to the MIH function of the existing network which in turn may forward the query to the MIH Function of the selected link. The terminal may in this way get a priori advance information about availability of resources at the selected network before actually connecting to it.

6. Once resources are available at the new link, the terminal may actually setup a L2 connection using the new link as part of a make before break operation. The terminal may already know the link layer parameters that can be used to establish the connection and this can reduce the time spent in media sense and discovery operations such as probing/scanning etc. 

7. However if the information specified by Information service is inaccurate, then the terminal may have to resort to more conventional methods of establishing connection. In this case once the terminal has identified appropriate link layer parameters for connection a Link_Available trigger event may be sent to the MIH Function.

8. Once the link layer parameters have been identified the terminal may attach to the new link using appropriate link attachment procedures. Once all the link attachment steps are completed and once the link is ready for sending L3 packets, a Link_Up trigger event may be sent to the MIH function both on the local and remote link.

9. Once the link has been appropriately setup based on connection requirements the MIH function may actually commit to handover.

10. The higher layer protocol FMIPv6 in this case can now prepare to initiate handover, obtain new Care of Address and carry out it’s binding update procedures.

11. FMIPv6 may actually send out a router solicitation to the old access router get a new CoA for the new Access Router. Once the new CoA is available since IPv6 is stateless, the old AR may actually send a Handover Initiate message immediately to the new AR. The terminal may also indicate it’s movement from the old AR by sending the Fast Binding Update message. On receiving the Binding Acknowledge, the tunnel between the old AR and new AR is established and the old AR can now start forwarding packets to the new AR.

12. The terminal may now disconnect the old link, which may result in the Link_Down event being delivered to the MIH Function on the terminal.

13. The terminal at this point is connected to the new Access Router which is also receiving packets from the old AR. Thus the end to end connection is established again and normal packet delivery resumes.
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Figure 3: MT Initiated FMIPv6 based Handovers between 802.x and 802.y
9.2 Actions by Higher layers on receiving Events

9.3 Media Independent Information Service

9.3.1 Development and Deployment

9.4 Media Specific Amendments
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GSM 





GSM ::= SEQUENCE {


Frequency_Band ::= ENUMERATED {900, 1800, 1900}


Operator_Code_MNC ::= INTEGER


Location_Area_Code_LAC ::= INTEGER


Cell_Identity_CID ::= INTEGER


BSIC ::= INTEGER


BCCH ::= REAL


Location_LatLong ::= REAL


			} 











802.16 





802.16 ::= SEQUENCE {


Location_LatLong ::= REAL


Standards ::= ENUMERATED {802.16a, 802.16d, 802.16e}


Channel ::= INTEGER


Cell_Identity_CID ::= INTEGER


Phy ::= ENUMERATED {OFDM}


Data_Rates ::= INTEGER


Service_Provider_Code ::= String


802.1x_PKM ::= ENUMERATED {EAP-PEAP-MSCHAPv2, EAP-TTLS-PAP, EAP-TTLS-CHAP, EAP-TLS, EAP-SIM, EAP-AKA}*


}














802.11





802.11 ::= SEQUENCE{


Location_LatLong ::= REAL


Standards ::= ENUMERATED {802.11a, 802.11b, 802.11g}


SSID_Network_Name ::= String (SIZE(1..32))


BSSID ::= NumericString (SIZE(8))


Channel ::= INTEGER


Phy ::= ENUMERATED {CCK, DSSS, OFDM}


Data_Rates ::= INTEGER 


Service_Provider_Code ::= String


Security ::= ENUMERATED {802.1x, WPA, WPA2, WEP, open, MAC Address}


802.1x_WPA_WPA2 ::= ENUMERATED {EAP-PEAP-MSCHAPv2, EAP-TTLS-PAP, EAP-TTLS-CHAP, EAP-TLS, EAP-SIM, EAP-AKA}*


Quality_of_Service :: = ENUMERATED {802.11e}


}














Network





Network_List ::= ENUMERATED {802.11, 802.16, GSM, GPRS, W-CDMA, cdma2000}
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