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3G Partnership Project

3GPP2
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Binding Update
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Fast Handover for Hierarchical Mobile IP
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Fast Handover Mobile IP
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Gateway GPRS Support Node

GPRS



General Packet Radio Service
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Higher Layer Convergence Function
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Home Agent
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Handover Initiate
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Hierarchical Mobile IP
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Handover

IEEE



Institute of Electrical and Electronics Engineers

IETF



Internet Engineering Task Force

ICMP



Internet Control Message Protocol

IP



Internet Protocol

ISP



Internet Service Provider

ITU



International Telecommunications Union

L1                


Physical Layer (PHY)

L2


         
Medium Access Control (MAC)

LAN



Local Area Network

LCoA



On-Link Care of Address

LLC            


Logical Link Control

MA



Media Access

MAC



Medium Access Control

MAP



Mobility Anchor Point

MIH
          


Media Independent Handover

MIHO        


Media Independent Handover

MIHS        


Media Independent Handover Services

MIP



Mobile IP

MLME        


MAC Layer Management Entity

MN



Mobile Node

MS



Mobile Station

MT

   

Mobile Terminal

NVSE 



Normal Vendor/Organization Specific Extensions

PDG



Packet Data Gateway

PHY            


Physical Layer

PLMN



Public Land Mobile Network

QoS



Quality of Service

RCoA



Regional Care of Address

RFC



Request for Comment

RNC



Radio Network Controller

SAP             


Service Access Point

SGSN



Serving GPRS Support Node

SNR



Signal Noise Ratio

STA



Station
TCP



Transmission Control Protocol

UDP



User Datagram Protocol

UMTS



Universal Mobile Telecommunications System

WAG



Wireless Access Gateway

WLAN



Wireless Local Area Network

WPAN



Wireless Personal Area Network
3 IEEE 802.21 Proposal

3.1 Scope of Proposal

According to 

"The purpose of 802.21 is to enhance user experience of mobile devices by supporting seamless handover between heterogeneous networks"

The solution supports service continuity and enables seamless handover.  This is accomplished through: 

· An architecture that enables transparent service continuity across heterogeneous networks.

· A set of functions and their allocation within the protocol stack and network as per the following:

· Information services (network discovery and optimal system access)

· Event indication (handover triggers classification)

· Media Independent Handover (MIH) functions (handover services)

3.1.1 Assumptions

Central to our proposal is the assumption that the mobile terminal (MT) is capable of supporting multiple radio interfaces. In addition, a wire-line interface is also assumed to be available to the mobile terminal and to be the preferred interface when the terminal is connected to a wire-line network.

The MIH function at the terminal is continuously supplied with information regarding the environmental conditions that are relevant to the access performance of the available heterogeneous networks. The MIH function receives the information through dedicated interfaces with the individual layers of  the protocol stack or by exchanging messages with the Information Services entity positioned in the home network.   

The home  WSP of the mobile subscriber provides the initial MIH policies. A mobile subscriber  is typically equipped  with a mobile terminal whose credentials enable  its access to the service provider RAN. The MIH functional framework also assumes that the mobile terminal includes a software driver  that enables seamless handover capabilities in compliance with the 802.21 standard.

Another key element of our proposal is the initial bootstrapping mechanism. During the bootstrapping stage the MIH driver in the mobile terminal is supplied with the initial WSP policies, which indicate  to the mobile terminal the initial preferred access technologies. The MIH driver in the terminal is associated with a WSP home network. The home network is the terminal’s MIH trusted environment where new policies can be found and updated. As data services are not free, the home WSP will attempt to collect most of the revenues associated with a user access. The home WSP may not own or operate all the access technologies that are available to a given user. Therefore, WSP policies will allow accessing visiting networks, or other service provider’s networks, only when revenue sharing agreements are in place between the home WSP and the visited provider. In visited networks where revenue sharing agreements are not established between the home WSP and the visited provider, a user will obtain MIH access services  only when the MIH policies of the home WSP allow it. Alternatively, the user can turn off the MIH function and directly subscribe to the available access technology provided by a visited network. Updates to SLA agreements between the home networks and the visited networks will extend and modify the policies provided to the terminal. Once bootstrapped, these updates can be obtained by either accessing the home IS database or by periodic MIH updates controlled by the home network.
3.1.2 Design Principles

The following design principles are considered:

· The Media Independent Handover layer (MIH) is provided, conceptually, across a vertical plane that allows access to both 802 lower layers and other technologies mobility management layers. The main MIH function is referred to as Media Independent Handover Function (MIH HO) and it is responsible for collecting and analyzing multi access technology notifications. MIH uses these notifications to determine whether a handover should be trigger or requested from one of the available access technologies known to the MIH function.
· Specific interfaces in the form of service access points are provided for interoperation towards other media access technologies. Two groups are identified: 1) 802 specific Service Access Points, encompassing service access towards 802.11 and 802.16 lowers layers and 2) Other Mobility Management Service Access Points encompassing interfaces  towards IP based mobility management entities Cellular based mobility management entities such as those defined within 3GPP technology.

· The current proposal supports both network-initiated and mobile station-initiated handover
· In order to support service continuity and to enable seamless handovers, handover procedures include both make-before-brake and brake-before-make mechanism.
· Transparency is envisioned when inter-working with legacy equipment; so 802.21-compatible devices should be able to co-exist with non-802.21 systems
3.1.3 Logical Architecture
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3.2 Media Independent Handover Architecture

3.2.1 Introduction

3.2.2 MIH Reference Model

In order to provide correct Media Independent Handover (MIH) operation, an MIH Handover entity (MIH HO) shall be present. The MIH HO is a layer-independent entity that that has direct service access to lower layers and upper layer participating in the handover process.” This entity is referred to as the MIH Layer.

The MIH reference model is designed to be generic. It is able to work independently as a handover management entity that generates notification towards other mobility management technologies and it is equally capable to process requests from them.

The MIH functions handle inter-technology handover related tasks by interacting with other technology over specific entities through the use of service access points.

The subsequent sections  illustrate this multi-technology interaction by defining a comprehensive reference model with precise Service Access Points.

The procedures and message definition required for triggering MIH handovers to and from other access technologies are defined in this standard. The specific procedures pertaining to the selection of resources required to accomplish the handover are addressed in the relevant access technology standard.

3.2.2.1 Terminal Side
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3.2.2.2 Network Side
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3.2.3 MIH State Machine

XXX shows a generic MIH state machine that can be applied to both network and mobile sides and whether the handover is network initiated or MS initiated. It consists of five states, namely, Init, Network Discovery/Update, MIH Steady State, MIH HO Prepare and MIH Handover Commit.

Init State: Handover configuration parameters are initialized in the init state and then make a transition to the Network Discovery Update.

Network Discovery/Update: After initialization, MIH layer uses the MIH Information Service in order to determine system conditions and network topology, including neighbor lists from different technology, system operator codes and general network capabilities. During operation within this state, the MIH Information Service continuously provides up to date network information and system condition status.
MIH Steady State: MIH steady state represents the state when link condition is good and there is no need to perform handover. However, both the Information Service and the Event Service are active in the background and can at any time provide system state and network information that might cause a state transition.

MIH HO Prepare: Upon receiving MIH handover request, if there is no intra-technology handover in progress, MIH request triggers a handover request without releasing the established link (make before break). If no response is received to the handover trigger, MIH remains in steady state until the current link cannot longer be maintained. However, if MIH is informed about the successful establishment of a new alternate link, the MIH can transit to MIH HO Commit as long as there is no intra-technology handover happening in the background.

MIH Handover Commit: If the MIH handover succeeded the MIH will make a transition back to MIH Steady State, but if it failed it will make a transition back to MIH HO Prepare.
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3.2.4 Service Access Points

3.2.4.1 General Definition

In a layered protocol system, the information flow across the boundaries between the layers can be described in terms of Service Access Points (SAPs), which are defined by primitives that represent different items of information and cause actions to take place. 

SAP Definition: In this proposal new SAPs are introduced when they pertain to the MIH layer. As such, MIH-SAP is introduced as a point of interface to the upper layers. All the triggers that are generated by the MIH, all the registration and deregistration primitives between the upper layers and MIH also belong to MIH-SAP. All inputs from lower layers into the MIH layer including the triggers are provided through the existing media specific SAPs such as MAC, PHY and LLC.  Triggers generated by MIH typically controlling the PHY and MAC handovers, are part of the media specific MAC/PHY SAPs and already defined elsewhere. The MLME and PLME are part of media specific SAPs (i.e., part of 802.11 SAPs) and are defined elsewhere.  In this MIH model upper layers need to register for events from lower Layers. This applies to upper layers registering for events from MIH and to MIH itself registering for events from media specific PHY and MAC. The reverse is not required. That is, lower layers do not register to events from upper layers as the MIH must be able to request a link switch to the lower layers. Switching requests given by the MIH to lower layers should not be ignored and therefore registration is not required. 
As specified about two main SAP groups are defined: 802 family-specific SAPs and External Mobility Management SAPs.

3.2.4.2 MIH SAP Specifics

3.2.4.2.1 802 Specific SAP

The MIH layer exchanges messages with other layers and functional planes using Service Access Points (SAPs). Each service access point consists of a set of service primitives that specify the information to be exchanged and the format of the information exchanges.

The specification of the MIH layer includes SAPs that are media-independent (i.e., insensitive to the interface types that the mobile terminal can support) and others that are medium-dependent.

Media-independent SAPs interface the MIH layer with the upper data plane layers, with the network management plane, and with the MIH Communication Module. Medium-dependent SAPs interface the MIH layer with the lower data-plane layers and with their respective management planes.

In this proposal new SAPs are introduced when they pertain to the MIH layer. As such, MIH_SAP is introduced as a point of interface to the upper layers. All the triggers that are generated by the MIH, all the registration and deregistration primitives between the upper layers and MIH also belong to MIH_SAP. All inputs from lower layers into the MIH layer including the triggers are provided through the existing media specific SAPs such as MAC, PHY and LLC. 

Triggers generated by MIH typically controlling the PHY and MAC handovers, are part of the media specific MAC/PHY SAPs and already defined elsewhere. The MLME and PLME are part of media specific SAPs (i.e., part of 802.11 SAPs) and are defined elsewhere. 

In this MIH model upper layers need to register for events from lower Layers. This applies to upper layers registering for events from MIH and to MIH itself registering for events from media specific PHY and MAC. The reverse is not required. That is, lower layers do not register to events from upper layers as the MIH MUST be able to command a link switch to the lower layers. Switching commands given by the MIH to lower layers can't be ignored and therefore registration is not required.
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Figure n: Media Dependant SAPs

The following media-independent SAPs are shown in

· MIH_SAP: This SAP defines the primitives that are used to deliver triggers generated by the MIH.  It contains primitives for event registration and deregistration as well as all triggers that convey MIH-originated events. The MIH_SAP can be accessed by upper layers that requires access to output MIH triggers.

· MIH_NET_SAP: This SAP defines the primitives that the MIH instance uses to receive notification of Information Service events and remote triggers.  

· MIHME_SAP: This SAP defines the primitives that the MIH instance uses to communicate with the network management system. It includes simple GET and SET functions to read from and write to the information base as well as TRAP indications for handover events.

Media dependent SAPs are defined elsewhere. In this reference model they are used by the MIH to send the link connect disconnect commands and to receive the unsynchronized triggers associated with the link changing conditions. The following Figure provides example of 802.11 and 802.16 SAPs.

· MIH_MLME_SAP: This SAP defines the primitives that the MIH instance uses to access the medium-specific management entities for the lower data-plane layers: the MAC Layer Management Entity (MLME) and the Physical Layer Management Entity (PLME).

· MIH_MSAP: This SAP defines the primitives that the MIH instance uses to obtain services from the medium-specific MAC layer. The primitives in this SAP are already defined as part of the interface specification for the particular MAC (e.g., 802.11_SAP in the figure). No new primitives need to be defined.  This SAP can be used to transport MI IS messages to destinations that are no more than one hop away (for destinations that are more than one hop away the messages must be transported in UDP/IP packets via the MIH_NET_SAP).
· MIH_PhSAP: This SAP defines the primitives that the MIH instance uses to interface with the medium-specific PHY layer. The primitives in this SAP are already defined as part of the interface specification for the particular PHY.  No new primitives need to be defined. 

· LLC_SAP:  This SAP defines the primitives that the MIH instance uses to interface with the LLC sub-layer for access media that include the LLC sub-layer in their protocol stack. The primitives in this SAP are already defined as part of the LLC sub-layer specification. No new primitives need to be defined.
3.2.4.2.2 3GPP

As per the current 3GPP standard, PHY and MAC SAPs would be used to communicate information to the RRC as shown in the figure below.  The RRC_SAP defines the interface to the 3GPP RRC layer and lists the desired attributes being exchanged. The exchange between the 3GPP RRC and PHY or MAC layers is left for the 3GPP organization to define. Most likely most of the desired information and attributes are already defined in the RRC layer and will be provided to the RRC_SAP when further defined by the 3GPP SDO.
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In the case of the MIH at the terminal, the PHY and MAC SAPs communicate to the RRC on the terminal, which in turn uses the 3GPP-RRC-SAP defined above to communicate triggers to the MIH, again on the terminal. That is, the PHY and MAC SAPs defined as per the 3GPP standard as well as the 3GPP-RRC-SAP all require local communication on the control plane within the terminal.

In the case of MIH within the RAN network, we propose that the MIH that receives the 3GPP-RRC-be co-located with the RNC. Within the network, the PHY and MAC would be at the Node_B whereas the RRC would be at the RNC. This means, the PHY SAP and MAC SAP would communicate triggers to the RRC across the Radio-Access Network (RAN) from the Node_B to the RNC. The mechanisms required for communicating the PHY SAP and the MAC SAP from the Node_B to the RNC is beyond the scope of this document. It should also be noted that on the network side, link specific triggers would mean that these triggers would be generated at the RRC and passed onto the MIH at the RNC on a per user terminal basis. The MIH at a RNC would thus gather information about the link status of all user terminals controlled by the RNC.
3.2.4.2.3 3GPP2

The LAC_SAP defines the interface to the 3GPP2 LAC layer and lists the desired attributes being exchanged. The exchange between the 3GPP2 LAC and PHY or MAC layers is left for the 3GPP2 organization to define. Most likely most of the desired information and attributes are already defined in the LAC layer and will be provided to the LAC_SAP when further defined by the 3GPP2 SDO.

In addition, within a CDMA2000 network standardized by 3GPP2, PPP provides a mechanism to establish a point-to-point link between the terminal and the PDSN and then encapsulate and transport IP packets over this link. The PPP layer within a standard 3GPP2 terminal could send information about the PPP link to the local MIH entity that resides within the terminal or in the case of the 3GPP2 network, the PPP layer on the PDSN could send information to the MIH that is located within the PDSN. The PPP triggers defined in this document are common to both the terminal and the PDSN. The figure above illustrates the 3GPP2-PPP-SAP from the PPP layer to the MIH.


[image: image7.wmf]MIH

LAC

MIH_SAP

IP

PPP

MAC

PHY (CDMA)

3GPP2_LAC_SAP

3GPP2_MAC_SAP

3GPP2_PPP_SAP

3GPP2_PHY_SAP

Control Plane

User Plane


3.2.4.2.3.1 PPP (Point-to-Point Protocol) Overview

The PPP link establishment between the 3GPP2 terminal and the PDSN goes through two phases. In the first phase, called the Link Control Phase, the establishment of the point-to-point link is negotiated through a sub-protocol called the Link Control Protocol (LCP) where LCP packets are used to exchange link specific parameters between the MN and the PDSN to configure, test and later terminate the data link. During this phase, the user is authenticated using an authentication protocol such as CHAP (Challenge Handshake Authentication Protocol) or PAP (Password Authentication Protocol). CHAP is three-way handshake protocol where the authenticator (PDSN) sends a “challenge” to the MN which then computes a “response” based on a one-way hash function (which is the secret key) and then returns the response to the PDSN. PAP is a clear-text authentication protocol based on username and password. 

In the second phase, called the Network Control Phase, a sub-protocol called the Internet Protocol Control Protocol (IPCP) is used to manage the specific needs of the IP packets that are transported over the PPP link. IPCP allows the PDSN to assign an IP address and DNS server IP address to the MN (in case of Simple-IP) and negotiate IP header compression algorithm to use on IP packets transported over the PPP link. The header compression algorithms normally used are VJ (Van Jacobson) compression for TCP/IP headers and ROHC (Robust Header Compression) for IP/UDP/RTP. In addition, the Network Control Phase consists of another sub-protocol called the CCP (Compression Control Protocol) that is responsible for configuring, enabling, and disabling data compression algorithms on both ends of a PPP link. The compression algorithm is negotiated for each direction. The algorithms used in CDMA2000 standard are MPPC LZS and Deflate. Once these two phases are complete, IP packets are encapsulated and transported over the PPP link. Thus, the four sub-protocols LCP, CHAP/PAP, IPCP and CCP, in that order, make up the different steps in the configuration of a PPP session. 
PPP triggers can be generated and sent to the MIH entity during both the Link Control Phase and the Network Control Phase of PPP link establishment. As illustrated within the PPP state machine shown below, the proposed triggers can be produced within the current PPP state machine implementation. We propose that PPP implementations provide the capability for these triggers to be generated and communicated to the MIH using the 3GPP2-PPP-SAP.
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3.2.5 Supported Remote Transport Options

Two transport mechanisms are used to convey MIH triggers from peer to peer: 

MIH Protocol over Ethernet: MIH Protocol Data unites encapsulated within a data frame and transported across LLC layers. MIH Protocol Data Units are delivered to the Service Access Point specified by the MIH ether type number XX. 

MIH Protocol over IP: MIH Protocol Data Unites are transported over UDP or TCP and delivered over an IP network to the MIH peer

Note that the MIH protocol itself is identical regardless of the transport mechanism used for delivery of Information Service and Remote Triggers.

A transport mechanism is required to facilitate the communication between the terminal MIH instance and the IS instance in the access network. When the IS instance resides in the network termination of the first access hop (e.g., the Base Station), the transport mechanism can rely on Ethernet MAC frames. In the more general and typical case where the IS instance is located deeper in the WSP home network, the transport mechanism is IP-based. 

3.2.5.1 MIH Capable broadcast mechanism

For interoperability requirements, the network must be able to indicate to the mobile terminal whether it is 802.21 enabled or not through the MIH broadcast mechanism, which may take the form of a broadcast field or a few bits. The indication can be carried on a small number of bits on medium-specific channels (e.g., beacon or pilot).  Since it cannot be assumed that the MIH capability necessarily implies the availability of the information services, the bits should separately indicate the presence of the MIH capability in the RAN, the availability of the information services, and the transport mechanism used.  If the bit indication is not possible, alternatively the network could send, via beacon, an information record containing network capability details.  

Three options can be envisioned for bootstrapping (i.e. configuring) the beacon/pilot carrying the 802.21 compatibility information:

1.
Bootstrapping through a configuration parameter (the default value of the configuration parameter indicates that the 802.21 services are not supported).

2.
Bootstrapping through an explicit indication going from the network MIH instance to the lower layers in the network element that controls the beacon/pilot (typically the BS).

3.
Bootstrapping through a management interface.

Similarly, the terminal should be able to indicate to the network its capability to support the 802.21 function. The related information should be carried on a medium-dependent access channel.
3.3 Triggers

The following triggers are supported at the MIH Layer. 

3.3.1.1  Trigger Set

	Triggers
	Source 
	Destination
	Local / Remote
	Description

	MIH_PHY.set
	MIH 
	PHY
	both
	MIH  configures PHY for information services

	MIH_PHY.get
	MIH 
	PHY
	both
	MIH  enquires configuration info

	MIH_PHY.reset
	MIH 
	PHY
	both
	MIH  resets PHY configuration

	MIH_MAC.set
	MIH 
	MAC
	both
	MIH  configures MAC for information services

	MIH_MAC.get
	MIH 
	MAC
	both
	MIH  enquires configuration info

	MIH_MAC.reset
	MIH 
	MAC
	both
	MIH  resets MAC configuration

	MIH_PHY.RRM
	PHY
	MIH 
	Local
	Link Measurments

	MIH_PHYEVENT.response
	MIH 
	PHY
	both
	Response for the above indication.

	MIH_MACEVENT.indication
	MAC
	MIH 
	both
	MAC measurement reports

	MIH_MAC.QoS
	MAC
	MIH
	Local
	MAC QoS report

	MIH_MAC.Network
	MAC
	MIH
	Local
	MAC Beacon message received

	MIH.MOB.Cost
	MM
	MIH 
	Local
	Network service fee “tariff”

	MIH.MOB_ROAM.Priorities
	MM
	MIH 
	Local
	Preferred network information

	MIH_MOB.User
	MM
	MIH
	Local
	User preference

	MIH_MOB.Application
	MM
	MIH 
	Local
	User application

	MIH_MACEVENT.response
	MIH 
	MAC
	both
	Response for the above indication.

	MIH_MACORDER.request
	MIH 
	MAC
	local
	MIH  request HO related MAC actions including connect/dis link, switch link, 

	MIH_MACORDER.confirmation
	MAC
	MIH 
	local
	MAC informs MIH  if the action is accomplished

	MIH_HANDOVER_PREPARE.indication
	MIH 

EMM


	EMM

MAC
	local
	MIH  and  inform external entities to prepare for handover

	MIH_HANDOVER_PREPARE.response
	EMM

MAC
	MIH 

EMM
	local
	Response for the above indication.

	MIH_HANDOVER_COMMIT.indication
	MIH 

EMM
	EMM

MAC
	local
	MIH  and  inform external entities to execute for handover

	MIH_HANDOVER_COMMIT.response
	EMM

MAC
	MIH 

EMM
	local
	Response for the above indication.

	MIH_SYSINFO


	MIH 
	MIH
	Remote
	MIH  informs HO of any system information update


Table 1 Triggers

3.3.1.2 Trigger Details

	Trigger Designation
	Trigger Type
	Registrar
	Originator
	Receiver
	Description

	MIH_HO_PREPARE
	Link_Down
	EMM
	MIH, EMM
	EMM, MIH
	Trigger is fired when L2 is not longer able to provide any service to L3 

	
	Link_Available
	EMM
	MIH, EMM
	EMM, MIH 
	Trigger is fired to indicate the establishment or the availability of a L2 connection

	
	Link_Required
	EMM
	MIH, EMM
	EMM, MIH
	Trigger is fired when the requirements established on a L2 link cannot longer be met

	MIH_HO_COMMIT
	LinkChange_Complete
	EMM
	MIH, EMM
	EMM, MIH
	Trigger is fired to indicate successful completion of a L2 handover

	
	LinkChange_Abort
	EMM
	MIH, EMM
	EMM, MIH
	Trigger is fired when L2 handover is aborted. L2 HO might be aborted either due to unsuccessful HO or recovery of link condition on original link 

	MIH_PPP
	Link Open
	MIH
	IPCP
	
	Indicates post authentication link available

	
	Link Closed
	MIH
	IPCP
	
	Indicate link close to upper layer


	
	Configure Failure 
	MIH
	IPCP
	
	Indicate link close to upper layer


	
	Timeout
	MIH
	IPCP
	
	Indicate link close to upper layer


	MIH_802.3
	Connect notification
	
	LLC
	
	Dl Connect indication

	
	Connect Confirm
	
	LLC
	
	

	
	Disconnect indication
	
	LLC
	
	DL disconnect indication

	
	Reset indication/confirm
	
	
	
	Reset LLC data bearer


Table 2: Trigger Breakdown

3.3.1.3 Triggers

3.3.1.3.1 MIH_PHY.set

3.3.1.3.1.1 Function

MIH  uses this trigger to request activation of the information service within the relevant 802 physical layers. The trigger conveys inter-technology configuration information that might be used by physical layers to determine when an event should be triggered.

3.3.1.3.1.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_PHY.set

(

event type

reporting period

inter-technology measurement channel numbers, frequency bands pair

technology specific performance thresholds

)

The request id provides a unique identifier that can be used to match this request with the associated confirmation message.

The event type is used to activate an event or a collection of events belonging to a predetermined category. E.g., events can be categorized as data throughput events or link quality related events.

The reporting period is used to specify how often an event should be reported, The reporting period can also be used to specify how often an event can be reported when a threshold has been crossed and the condition that triggered the event still prevails.

Technology specific performance thresholds are used to specify the minimum or maximum value that a measured system condition can take in order for an event notification to be triggered.

3.3.1.3.1.3 When generated

MIH  generates this trigger, when it configures and activates the event service at the physical layer.

3.3.1.3.1.4 Effect of receipt

The physical layer configures and activates the event service according to the system parameter provided in the trigger.

3.3.1.3.2 MIH_PHY.get

3.3.1.3.2.1 Function

MIH  uses this trigger to request information on the current configuration of the information service within the physical layer.

3.3.1.3.2.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_PHY.get

(

event type info

)

The event type info is used to request information on a particular event. In addition, it is possible to request information for all event types currently configured. E.g., events can be categorized as data throughput events or link quality related events.

3.3.1.3.2.3 When generated

MIH  generates this trigger, when configuration information for a particular event is required.

3.3.1.3.2.4 Effect of receipt

The physical layer provides information on the event or events specified by the event type information element. 

3.3.1.3.3 MIH_PHY.reset

3.3.1.3.3.1 Function

MIH  uses this trigger to initialize the configuration information service for a particular event of collection of them.

3.3.1.3.3.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_PHY.reset

(

event type info

)

The event type info is used to request initialization of configuration data for a particular event or collection of them. E.g., events can be categorized as data throughput events or link quality related events.

3.3.1.3.3.3 When generated

MIH  generates this trigger, when configuration information for a particular event or collection of them needs to be initialized.

3.3.1.3.3.4 Effect of receipt

The physical layer initializes configuration information on the event or events specified by the event type information element.

3.3.1.3.4 MIH_MAC.set

3.3.1.3.4.1 Function

MIH  uses this trigger to request activation of the information service within the relevant 802 MAC layers. The trigger conveys inter-technology configuration information that might be used by MAC layers to determine when an event should be triggered.

3.3.1.3.4.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MAC.set

(

event type

reporting period

inter-technology system operator parameters

measurement channel technology

measurement channel numbers and frequency bands

technology specific header compression parameters

technology specific performance thresholds

)

The event type is used to configure and activate an event or a collection of events belonging to a predetermined category. E.g., events can be categorized as data throughput events or link quality related events.

The reporting period is used to specify how often an event should be reported. The reporting period can also be used to specify how often an event can be reported when a threshold has been crossed and the condition that triggered the event still prevails.

Inter-technology system operator parameters might be used to specify e.g., the cellular system operator code or system id belonging to other access technologies available within the current network.

Measurement channel technology is used to specify the technology that a channel requiring inter-technology measurements belongs to.

Measurement channel numbers and frequency bands are used to specify the frequency band and channel numbers that a channel requiring inter-technology measurements belongs to.

Technology specific header compression parameter are used to configure a particular header compression scheme.

Technology specific performance thresholds are used to specify the minimum or maximum value that a measured system condition can take in order for an event notification to be triggered.

3.3.1.3.4.3 When generated

MIH  generates this trigger, when it configures and activates the event service at the MAC layer.

3.3.1.3.4.4 Effect of receipt

The MAC layer configures and activates the event service according to the system parameter provided in the trigger. This parameter might be set as an extension to the capability information field within a beacon or probe response message

3.3.1.3.5 MIH_MAC.get

3.3.1.3.5.1 Function

MIH  uses this trigger to request information on the current configuration of the information service within the MAC layer.

3.3.1.3.5.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MAC.get

(

event type info

)

The event type info is used to request information on a particular event. In addition, it is possible to request information for all event types currently configured. E.g., events can be categorized as data throughput events, link quality event or service related events.

3.3.1.3.5.3 When generated

MIH  generates this trigger, when configuration information for a particular event is required.

3.3.1.3.5.4 Effect of receipt

The MAC layer provides information on the event or events specified by the event type information element. 

3.3.1.3.6 MIH_MAC.reset

3.3.1.3.6.1 Function

MIH  uses this trigger to initialize the configuration information service for a particular event of collection of them.

3.3.1.3.6.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MAC.set

(

event type info

)

The event type info is used to request initialization of configuration data for a particular event or collection of them. E.g., events can be categorized as data throughput events, service events or link quality related events.

3.3.1.3.6.3 When generated

MIH  generates this trigger, when configuration information for a particular event or collection of them needs to be initialized.

3.3.1.3.6.4 Effect of receipt

The MAC layer initializes configuration information on the event or events specified by the event type information element.

3.3.1.3.7 MIH_MACINFO.indication

3.3.1.3.7.1 Function

The MAC layer uses this trigger to transfer MIH system information from the infrastructure information service. The trigger conveys inter-technology configuration information that that might be used by the MIH  to configure the specific event within the information service.

3.3.1.3.7.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MACINFO.indication

(

indication id

event type

inter-technology system operator parameters

technology specific header compression parameters

inter-technology measurement channel numbers, frequency bands pair

technology specific performance thresholds

)

The indication id provides a unique identifier that can be used to match this indication with the associated response.

The event type is used to activate an event or a collection of events belonging to a predetermined category. E.g., events can be categorized as data throughput events or link quality related events.

Inter-technology system operator parameters might be used to specify e.g., the cellular system operator code or system id belonging to other access technologies available within the current network.

Technology specific header compression parameter are used to configure a particular header compression scheme.

Inter-technology measurement channel numbers and frequency bands are used to specify the frequency band and channel numbers that a channel requiring inter-technology measurements belongs to

Technology specific performance thresholds are used to specify the minimum or maximum value that a measured system condition can take in order for an event notification to be triggered.

3.3.1.3.7.3 When generated

The MAC layer generates this trigger upon receipt of MIH information service detected within a Beacon or Probe response message.

3.3.1.3.7.4 Effect of receipt

MIH  categorized the event type and generates the relevant invent information trigger towards the MIH HO function. 

3.3.1.3.8 MIH_MACINFO.response

3.3.1.3.8.1 Function

The MIH  entity uses this trigger to indicate the result of a previously received indication message.

3.3.1.3.8.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MACINFO.response

(

indication id

)

The indication id identifies the indication message for which the response is being issued.
3.3.1.3.8.3 When generated

The MIH  generates this trigger as a response to the correspondent indication. 

3.3.1.3.8.4 Effect of receipt

The MAC layer might use the indication id to determine whether or not an indication message has been acted upon. 

3.3.1.3.9 MIH_INFO.indication

3.3.1.3.9.1 Function

The MIH function uses this trigger to inform the existence of the MIH plane, and coordinate with other intra-technology handover functions. 

3.3.1.3.9.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_INFO.indication

(

indication id

co-existence type

)

The indication id provides a unique identifier that can be used to match this indication with the associated response.

The co-existence type defines the co-existence mechanism between MIH and the technology specific handover mechanism. 

3.3.1.3.9.3 When generated

The MIH  or  generates the trigger as configuration message. 

3.3.1.3.9.4 Effect of receipt

L2 or L3 forwards the information to the technology specific handover management entities, and generates a response message. 

3.3.1.3.10 MIH_INFO.response

3.3.1.3.10.1 Function

The L2 or L3 entity uses this trigger to indicate the result of a previously received indication message.

3.3.1.3.10.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_INFO.response

(

indication id

)

The indication id identifies the indication message for which the response is being issued.
3.3.1.3.10.3 When generated

The L2 or L3 generates this trigger as a response to the correspondent indication. 

3.3.1.3.10.4 Effect of receipt

The MIH  or  might use the indication id to determine whether or not an indication message has been acted upon. 

3.3.1.3.11 MIH_PHYEVENT.indication

3.3.1.3.11.1 Function

The PHY entity uses this trigger to provide current measurement reports that can be used by the MIH entities to decide if a handover is necessary. 

3.3.1.3.11.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_PHYEVENT.indication

(

indication Id

event type

inter-technology channel measurement report

technology specific performance report

)

The indication id provides a unique identifier that can be used to match this indication with the associated response.

The event type is used to indicate nature of the event or a collection of events that triggered the event notification. E.g., data throughput performance threshold has been crossed.

The inter-technology channel measurement report provides an indication of the received signal strength on relevant channels belonging to one or several inter-technology systems within the neighborhood of the current serving network.

The technology specific performance report provides system measurements specific to an access technology.

3.3.1.3.11.3 When generated

The relevant PHY layer entity generates this trigger when system performance thresholds have been crossed. E.g., a RSSI measurement is received below specified threshold.

3.3.1.3.11.4 Effect of receipt

The MIH  filters and categorizes the information received in this trigger and it determines whether a mobility indication trigger is warranted.

3.3.1.3.12 MIH_PHYEVENT.response

3.3.1.3.12.1 Function

The MIH  entity uses this trigger to indicate the result of a previously received indication message. 

3.3.1.3.12.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_PHYEVENT.response

(

indication id

inter-technology channel resource 

)

The indication id identifies the indication message for which the response is being issued. 

The inter-technology channel resource information element provides technology specific channel resource information such as channel number, frequency band and channel synchronization information.

3.3.1.3.12.3 When generated

The MIH  generates this trigger as a response to the correspondent indication. The trigger might carry potential mobility management a resource management information that can be used to execute handovers across inter technology boundaries.

3.3.1.3.12.4 Effect of receipt

The PHY layer might use the indication id to determine whether or not an indication message has been acted upon.

3.3.1.3.13 MIH_MACEVENT.indication

3.3.1.3.13.1 Function

The MAC entity uses this trigger to provide system information that can be used in the selection of a new network. The trigger conveys system performance information that is used to determine when a mobility indication event should be triggered.

3.3.1.3.13.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MACEVENT.indication

(

event id

event type

technology specific performance report

technology specific header compression context parameters

)

The event id provides a unique identifier that can be used to match this indication with the associated response message.

The event type is used to activate an event or a collection of events belonging to a predetermined category. E.g., events can be categorized as data throughput events or link quality related events.

Technology specific header compression context information specifies the values of the header compression packet stream that requires to be transferred

Technology specific performance report specifies the values of the performance parameters that trigger the event. E.g., Retransmission counter has reached its limit. 

3.3.1.3.13.3 When generated

The MAC layer generates this trigger when a thresholds requiring event notification have been crossed.

3.3.1.3.13.4 Effect of receipt

The MIH  filters and categorizes the information received in this trigger and it determines whether a mobility indication request is warranted.
3.3.1.3.14 MIH_MACEVENT.response

3.3.1.3.14.1 Function

The MIH  entity uses this trigger to indicate the result of a previously received indication message. 

3.3.1.3.14.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MACEVENT.response

(

indication id

inter-technology channel resource vector

mobile ip routing

)

The indication id identifies the indication message for which the response is being issued. 

The inter-technology channel resource vector provides technology specific channel resource information such as channel number, frequency band and channel synchronization information.

The mobile ip routing information element provides mobile ip information such as default router or routers and associated CoA list. 

3.3.1.3.14.3 When generated

The MIH  generates this trigger as a response to the correspondent indication. The trigger might carry potential mobility management a resource management information that can be used to execute handovers across inter technology boundaries.

3.3.1.3.14.4 Effect of receipt

The MAC layer might use the indication id to determine whether or not an indication message has been acted upon. The MAC layer transfers the received information that might be used to generate handover targets.

3.3.1.3.15 MIH_MACORDER.request

3.3.1.3.15.1 Function

The MIH  entity uses this trigger to request handover operation from L2.

3.3.1.3.15.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MACORDER.request

(

request id

MIH request 

inter-technology channel resource

)

The inter-technology channel resource information element provides technology specific channel resource information such as channel number, frequency band and channel synchronization information.

3.3.1.3.15.3 When generated

The MIH  generates this trigger when MAC actions are required to accomplish the MIH HO decision. 

3.3.1.3.15.4 Effect of receipt

The MAC layer acts upon the MIH trigger for HO related L2 procedures. 

3.3.1.3.16 MIH_MACORDER.confirmation

3.3.1.3.16.1 Function

The MAC layer uses this trigger to indicate the result of a previously received request message.

3.3.1.3.16.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MACORDER.confirmation

(

 request id

)

The request id identifies the request message for which the response is being issued.
3.3.1.3.16.3 When generated

The MAC layer generates this trigger when the MIH request has been processed. 

3.3.1.3.16.4 Effect of receipt

The MIH  layer might use the request id to determine whether or not a request message has been acted upon.

3.3.1.3.17 MIH_HANDOVER_PREPARE.request

3.3.1.3.17.1 Function

The upper layer uses this trigger to indicate the availability of an alternate link or requirement for a new link.

3.3.1.3.17.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_HANDOVER_PREPARE.request

(

TriggerType 

Destination

Receiver

Source

Sender

ServiceReferenceIdList

)

TriggerType identifies the type of trigger conveyed with this indication 

Destination identifies the entity that is ultimately processing the trigger. 

Receiver identifies the entity that is receiving the trigger indication

Source identifies the entity originating the trigger 

Sender identifies the entity that sending the trigger to the next layer

ServiceReferenceIDList provides a list of unique identifier that describe the services supported through the current interface

3.3.1.3.17.3 When generated

The upper layer generates this trigger when it determines that a new link is required or to signal the availability of a new link.
3.3.1.3.17.4 Effect of receipt

MIH entity receiving this trigger determines whether a handover toward a new link can be initiated or a new link can be establish in order to relief the current link.

3.3.1.3.18 MIH_HANDOVER_PREPARE.indication

3.3.1.3.18.1 Function

MIH uses this trigger to provide upper layers with an indication regarding the conditions prevailing at the link layer supporting the current interface. 

3.3.1.3.18.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_HANDOVER_PREPARE.indication

(

TriggerType 

Destination

Receiver

Source

Sender

ServiceReferenceId

)

TriggerType identifies the type of trigger conveyed with this indication 

Destination identifies the entity that is ultimately processing the trigger. 

Receiver identifies the entity that is receiving the trigger indication

Source identifies the entity originating the trigger 

Sender identifies the entity that sending the trigger to the next layer

ServiceReferenceIDList provides a list of unique identifier that describe the services supported through the current interface

3.3.1.3.18.3 When generated

MIH generates this trigger when it determines that the current link interface is no longer suitable to satisfy the carried service.
3.3.1.3.18.4 Effect of receipt

The upper layer entity receiving this trigger might use this information to optimized handover procedures in accordance to it internal policies.

3.3.1.3.19 MIH_HANDOVER_PREPARE.response

3.3.1.3.19.1 Function

The upper layer entity delivers this primitive in reply to the associated indication as specified by the corresponding ServiceReferenceId. It provides information on the actions taken by the upper layer in response to the associated indication trigger.

3.3.1.3.19.2 Semantics of the service trigger

The parameters of the primitive are as follows:

MIH_HANDOVER_PREPARE.response

(

Destination

Receiver

Source

Sender

ServiceReferenceId

Result

)

Destination identifies the entity that is ultimately processing the trigger. 

Receiver identifies the entity that is receiving the trigger indication

Source identifies the entity originating the trigger 

Sender identifies the entity that sending the trigger to the next layer

ServiceReferenceID provides a list of unique identifier that describe the services supported through the current interface

Result specifies the outcome of the actions triggered by the associated indication message.

3.3.1.3.19.3 When generated

The upper layer entity generates this primitive based on the type of trigger specified within the correspondent request. The outcome of the request might also be provided.

3.3.1.3.19.4 Effect of receipt

MIH layer uses the result provided by the primitive to determine the availability of an alternate link.

3.3.1.3.20 MIH_HANDOVER_PREPARE.confirm

3.3.1.3.20.1 Function

MIH uses this trigger to confirm the receipt of a request to provide an alternate link or acknowledgement that a new link is available

3.3.1.3.20.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_HANDOVER_PREPARE.confirm

(

TriggerType 

Destination

Receiver

Source

Sender

ServiceReferenceId

)

TriggerType identifies the type of trigger conveyed with this indication 

Destination identifies the entity that is ultimately processing the trigger. 

Receiver identifies the entity that is receiving the trigger indication

Source identifies the entity originating the trigger 

Sender identifies the entity that sending the trigger to the next layer

ServiceReferenceID provides a list of unique identifier that describe the services supported through the current interface

3.3.1.3.20.3 When generated

The upper layer generates this trigger when it determines that a new link is required or to signal the availability of a new link.
3.3.1.3.20.4 Effect of receipt

MIH entity receiving this trigger determines whether a handover toward a new link can be initiated or a new link can be establish in order to relief the current link

3.3.1.3.21 MIH_HANDOVER_COMMIT.indication

3.3.1.3.21.1 Function

MIH uses this trigger to provide upper layers with an indication regarding the availability of a link previously reported as unsuitable to provide the relevant service.

3.3.1.3.21.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_HANDOVER_COMMIT.indication

(

TriggerType

Destination

Receiver

Source

Sender

ServiceReferenceId

)

TriggerType identifies the type of trigger conveyed with this indication 

Destination identifies the entity that is ultimately processing the trigger. 

Receiver identifies the entity that is receiving the trigger indication

Source identifies the entity originating the trigger 

Sender identifies the entity that sending the trigger to the next layer

ServiceReferenceID provides a list of unique identifier that describe the services supported through the current interface

3.3.1.3.21.3 When generated

MIH layer generates this trigger to indicate whether the current link is no longer supporting the requested service. 

3.3.1.3.21.4 Effect of receipt

The upper layer might use this information to modified the outcome of a L3 handover in accordance to its internal policies.

3.3.1.4 Internal Triggers

3.3.1.4.1 MIH_SYSINFO.indication

3.3.1.4.1.1 Function

MIH  uses this trigger to request transfer system information as configured by the information service. The trigger conveys inter-technology configuration information that might be used by physical layers to determine when an event should be triggered.

3.3.1.4.1.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_REGISTER.indication

(

event type

reporting period

technology specific performance thresholds 

inter-technology system operator parameters

measurement channel technology

technology specific header compression parameters

inter-technology measurement channel numbers, frequency bands pair

)

The event type is used to activate an event or a collection of events belonging to a predetermined category. E.g., events can be categorized as data throughput events or link quality related events.

The reporting period is used to specify how often an event should be reported, The reporting period can also be used to specify how often an event can be reported when a threshold has been crossed and the condition that triggered the event still prevails.

Technology specific performance thresholds are used to specify the minimum or maximum value that a measured system condition can take in order for an event notification to be triggered.

Inter-technology system operator parameters might be used to specify e.g., the cellular system operator code or system id belonging to other access technologies available within the current network.

Measurement channel technology is used to specify the technology that a channel requiring inter-technology measurements belongs to.

Technology specific header compression parameters are used to configure a particular header compression scheme.

Measurement channel numbers and frequency bands are used to specify the frequency band and channel numbers that a channel requiring inter-technology measurements belongs to

3.3.1.4.1.3 When generated

MIH  generates this trigger on receipt of new or modified system information that might trigger a mobility event.

3.3.1.4.1.4 Effect of receipt

MIH HO uses this information to set triggering parameter values and to determine whether a new system access is required.

3.3.1.4.2 MIH_REGISTER.response

3.3.1.4.2.1 Function

The MIH HO entity uses this trigger to indicate the result of a previously received request message.

3.3.1.4.2.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_REGISTER.response

(

indication id

)

The request id identifies the request message for which the response is being issued.

3.3.1.4.2.3 When generated

The MIH HO generates this trigger as a response to the correspondent request. 

3.3.1.4.2.4 Effect of receipt

The MIH  layer might use the request id to determine whether or not a request message has been acted upon

3.3.1.4.3 MIH_MOBILITY.request

3.3.1.4.3.1 Function

MIH HO uses this trigger to provide system information that might be used by the peer MIH HO to determine whether a handover should be triggered.

3.3.1.4.3.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MOBILITY.request

(

inter-technology channel measurement report

MIP routing

technology specific performance report

technology specific header compression context parameters

)

The inter-technology channel measurement report provides an indication of the received signal strength on relevant channels belonging to one or several inter-technology systems within the neighborhood of the current serving network.

The MIP routing information element provides details regarding current MIP routing configuration parameters. E.g., CoA list.

The technology specific performance report provides system measurements specific to an access technology specific header compression context information specifies the values of the header compression packet stream that requires to be transferred.

3.3.1.4.3.3 When generated

MIH HO generates this trigger when a compile mobility report message, made up of one or several event types, is deemed to be required based on predefined thresholds.

3.3.1.4.3.4 Effect of receipt

MIH  relays the content of the trigger to its peer.

3.3.1.4.4 MIH_MOBILITY.indication

3.3.1.4.4.1 Function

MIH  uses this trigger to provide system information that might be used to determine whether a handover should be triggered.

3.3.1.4.4.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MOBILITY.indication

(

inter-technology channel measurement report

MIP routing

technology specific performance report

technology specific header compression context parameters

)

The inter-technology channel measurement report provides an indication of the received signal strength on relevant channels belonging to one or several inter-technology systems within the neighborhood of the current serving network.

The MIP routing information element provides details regarding current MIP routing configuration parameters. E.g., CoA list

The technology specific performance report provides system measurements specific to an access technology

Technology specific header compression context information specifies the values of the header compression packet stream that requires to be transferred

3.3.1.4.4.3 When generated

The MIH  layer relays this trigger when it is required to transfer system information from the MAC layer to the MIH HO.

3.3.1.4.4.4 Effect of receipt

The MIH HO process the full content of the trigger in order to determine whether a handover shall be triggered towards a better point of attachment.

3.3.1.4.5 MIH_MOBILITY.response

3.3.1.4.5.1 Function

The MIH HO entity uses this trigger to provide details regarding the selected resource that shall constitute the new point of attachment.

3.3.1.4.5.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MOBILITY.response

(

indication result

inter-technology channel resource

mobile ip routing

)

The inter-technology channel resource information element provides technology specific channel resource information such as channel number, frequency band and channel synchronization information.

The mobile ip routing information element provides mobile ip information such as default router or routers and associated CoA list.

3.3.1.4.5.3 When generated

The MIH HO generates this trigger to provide details regarding the selected resource that shall constitute the new point of attachment. In addition, the trigger provides information regarding associated IP routing information. E.g., CoA associated to selected resource

3.3.1.4.5.4 Effect of receipt

The MIH  layer transfers this information to the peer for further processing.

3.3.1.4.6 MIH_MOBILITY.confirmation

3.3.1.4.6.1 Function

The MIH HO entity uses this trigger to provide details regarding the selected resource that shall constitute the new point of attachment.

3.3.1.4.6.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MOBILITY.confirmation

(

indication result

inter-technology channel resource

mobile ip routing

)

The inter-technology channel resource information element provides technology specific channel resource information such as channel number, frequency band and channel synchronization information.

The mobile ip routing information element provides mobile ip information such as default router or routers and associated CoA list.

3.3.1.4.6.3 When generated

The MIH HO generates this trigger to provide details regarding the selected resource that shall constitute the new point of attachment. In addition, the trigger provides information regarding associated IP routing information. E.g., CoA associated to selected resource

3.3.1.4.6.4 Effect of receipt

The MIH HO layer generates a HANDOVER orders to request packet stream relocation (if not already executed) and relocation towards a new point of attachment as determined by the provided channel resource.

3.3.1.4.7 MIH_REPORT.indication

3.3.1.4.7.1 Function

MIH  uses this trigger to provide system information that might be used by MIH HO to determine whether a handover should be triggered.

3.3.1.4.7.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_REPORT.indication

(

inter-technology channel measurement report

technology specific performance report

technology specific header compression context parameters

)

The inter-technology channel measurement report provides an indication of the received signal strength on relevant channels belonging to one or several inter-technology systems within the neighborhood of the current serving network.

The technology specific performance report provides system measurements specific to an access technology

Technology specific header compression context information specifies the values of the header compression packet stream that requires to be transferred

3.3.1.4.7.3 When generated

MIH  generates this trigger when a compile mobility report message made up of one or several event types is deemed to be required based on predefined thresholds.

3.3.1.4.7.4 Effect of receipt

MIH HO uses this information to determine whether a handover towards a new access network shall take place

3.3.1.4.8 MIH_REPORT.response

3.3.1.4.8.1 Function

The MIH HO entity uses this trigger to indicate the result of a previously received request message.

3.3.1.4.8.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_REPORT.response

(

indication id

)

The request id identifies the request message for which the response is being issued.

3.3.1.4.8.3 When generated

The MIH HO generates this trigger as a response to the correspondent request.

3.3.1.4.9 MIH_MACRELEASE.request

3.3.1.4.9.1 Function

The MIH  entity uses this trigger to request release of old layer 2 connection.

3.3.1.4.9.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MACRELEASE.request

(

request id

MIH request 

inter-technology channel resource

)

The inter-technology channel resource information element provides technology specific channel resource information such as channel number, frequency band and channel synchronization information.

3.3.1.4.9.3 When generated

The MIH  generates this trigger when MAC actions are required to release layer 2 connection. 

3.3.1.4.9.4 Effect of receipt

The MAC layer acts upon the MIH trigger for HO related L2 procedures. 

3.3.1.4.10 MIH_MACRELEASE.confirmation

3.3.1.4.10.1 Function

The MAC layer uses this trigger to indicate the result of a previously received request message.

3.3.1.4.10.2 Semantics of the service trigger

The parameters of the trigger are as follows:

MIH_MACRELEASE.confirmation

(

 request id

)

The request id identifies the request message for which the response is being issued.
3.3.1.4.10.3 When generated

The MAC layer generates this trigger when the MIH request has been processed. 

3.3.1.4.10.4 Effect of receipt

The MIH  layer might use the request id to determine whether or not a request message has been acted upon.

4 Annex A Informative
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Figure 1 System Access, 802.X and 3GPP inter-working (1/2)
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Figure 2 System Access, 802.X and 3GPP inter-working (2/2)

MIHHO Function receives system info via Beacon (MIH management in Network Discovery State)

1. At power up or system reselection the MS executes the scanning procedures (active or passive) to find a WLAN network. When beacon frames are detected the MS first identifies whether MIH information is supported and if so, the MS read its content. MIH specific information is set/updated either manually or dynamically by the AN MIH function. 

Any MIH information found within a beacon frame (e.g., system operator identity, W-APN, neighboring maps and system capabilities) is passed to the MIH function through a MIH_MACINFO message. 

2. The information is processed and the MS determines that WLAN system is a suitable candidate for system access. As a result MIH orders WLAN authentication and association through a MIH_MACORDER message.

3. WLAN specific authentication and associating procedures are executed on the chosen WLAN system.

MIH HO informs 3GPP side that handover is imminent (MIH management in HO Prepare State)

4. The AG MIH function triggers WLAN 3GPP authentication and authorization using EAP-AKA protocol. In addition MS MIH uses the MIH_SYS_INFO message to provides information with regards to the PDGs  (W-APN) supported by the WLAN system and their capabilities (e.g., SMS, IMS VOIP support).

5. The 3GPP component uses its assigned NAI (Network Access Id) to indicate the AG its associated 3GPP AAA server. Successful routing results in the establishment of an IPsec tunnel that carries EAP-AKA messages.

6. Upon successful authentication and authorization the MS obtains a local IP address from the local DHCP server. 

7. Using the selected PDG (-APN) the MS derives a Fully Qualified Domain Name (FQDN). And it uses it to determine the IP address of the relevant PDG. 

8. The MS uses the FDQN determine the IP address of the relevant using the local DNS server.

9. Once the PDG IP address is obtained, a tunnel can be established towards the PDG. Note that tunnel establishment can be done in three different way: 1) the MS established a tunnel directly to the PDG. 2) The MS establishes a tunnel to the WLAN Access Gateway (WAG) and a tunnel from the WAG to the PDG is further established. 3) The AG establishes a tunnel to the WAG and then a tunnel from the WAG to the PDG is further established. 4) The AG established a tunnel directly to the PDG.

10. Once a tunnel is established, the MS either receives an Agent Advertisement message from the PDG (acting as Foreign Agent) or it requests it using an Agent Solicitation message in accordance to RFC2002.

11. The MS uses the PGA router address to construct its CoA.

12. The MS registers its CoA with its Home Agent (HA).

13. Data destined for the MS will now be routed via HA through a new tunnel established between the HA and the FA based on the supplied CoA. 

4.1.1.2 System Access,802.X and 3GPP inter-working, Failure Case
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Figure 3 System Access, 802.X and 3GPP inter-working, Failure Case (1/3)
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Figure 4 System Access, 802.X and 3GPP inter-working, Failure Case (2/3)
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Figure 5 System Access, 802.X and 3GPP inter-working, Failure Case (3/3)

MIHHO Function receives system info via Beacon (MIH management in Network Discovery State)

1. At power up or system reselection the MS executes the scanning procedures (active or passive) to find a WLAN network. When beacon frames are detected the MS first identifies whether MIH information is supported and if so, the MS read its content. MIH specific information is set/updated either manually  (through a management system) or dynamically by the AG MIH function. 

2. Any MIH information found within a beacon frame (e.g., system operator identity, W-APN, neighboring maps and system capabilities) is passed to the MIH function through a MIH_MACINFO message. The MIH function determines that one or more values provided within the system information parameters does not satisfy the necessary condition for system access. E.g., the system operator is bared, the QoS is not adequate or there is a better candidate identified within a potential neighboring set provided in the message. This scenario represents the first failure case. This is depicted in Figure 12 with an encircled “1”.

3. If the MIH function determines that the parameters provided by the information service do not satisfy internal configured requirements, then the MIH function orders the MAC layer to return to the scanning phase.

4. Otherwise the MIH function triggers WEP authentication toward its MAC layer. Note that in order to determine whether the user requires further EAP-AKA authentication that will allow access to special services (e.g., 3GPP IMS), the MS might use a specific WEP default key. The AG might use a specific default key to determine whether it shall proceed further with EAPOL authentication or basic Internet access can be granted.

5. The MS is authenticated according to current 802.11 WEP procedures.

6. If WEP authentication fails, system access is denied. The MS might return to the scanning phase. This scenario represents the second failure case. This is depicted in Figure 12 with an encircled “2”.
7. MAC provides the MIH function with information regarding the key that was used for the WEP procedure. This allows MIH to determine, e.g., based on the default key used during WEP authentication, whether further authentication procedures are warranted. Note that WEP is not considered a secured authentication procedure. It this context it used primarily to identified specific users that require further authentication.

8. MIHHO uses MIH_SYSCAP to trigger EAPOL authentication procedures.

9. The AG executes EAPOL procedures. The AAA AG component will act as an authenticator between the supplicant (MS) and the authentication server (AAA). The AG uses the NAI provided during the initial message exchange in order to determine the AAA server that shall execute the authentication procedure. If the AG is not able to route the authentication request, it responds indicating the available AAA servers where request can be routed. If the MS determines that none of them is suitable, it might decide to return the scanning phase. This is depicted in Figure 13 with an encircled “3”.
10. The finds a suitable server using the NAI realm provided by the MS and it relays authentication messages between the MS and the relevant authentication server. 

11. If the MS fails the cellular authentication procedure, access to special services, such as 3GPP services, might be denied.  Alternatively, access altogether might be denied. The MS might return to the scanning phase. This scenario represents the forth failure case. This is depicted in Figure 13 with an encircled “4”.

12. Otherwise if the cellular AAA server MS successfully authenticates the MS, the MSproceeds to obtain a local IP address. E.g., from the local DHCP.

13. Using the W-APN, the MS constructs a Fully Qualified Domain Name (FQDN) and it attempts it request IP address resolution. If the DNS server cannot resolve the FQDN to any IP address, the MS cannot access a PDG within the existing WLAN network. The MS might choose to return the scanning phase or to settle for local WLAN services. This scenario represents the fifth failure case. This is depicted in Figure 14 with an encircled “5”.

14. Otherwise if the DNS returns a valid PDG, the MS established a tunnel towards the PDG (E.g., a L2TP tunnel) and listens for Agent Advertisement messages from the PDG. If no Agent Advertisement messages are received the MS send Agent Solicitation.

15. If no response is received, E.g., MIP not supported, the MS might use its local IP for transparent access to the Internet for basic ISP services. 

16. This scenario does not provide seamless mobility beyond the PDG domain and it represent the sixth failure case. This is depicted in Figure 14 with an encircled “6”.

4.1.1.3 Handover from 802.X to 3GPP
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Figure 6 MS Initiated and MS Controlled Handover from 802.X to 3GPP (1/3)
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Figure 7 MS Initiated and MS Controlled Handover from 802.X to 3GPP (2/3)
[image: image21.emf]802.X MA/AG 802.X/3 MS 802.3 MA/AG

MIP MIHHO MAC/PHY MAC/PHY MIHHO MIP MAC/PHY MIHHO MIP

802.3 PHY Connection Detected 

(E.g., carrier is sensed)

MIH_PHY_EVENT

MIH Processes Measurements 

(Continuously)

Handover 

Evaluation.

HO PREPARE STATE

MIH_HO_PREPARE

Obtain new IP address (via 

ARP or DHCP)

STEADY STATE

Data Path

MIH triggers 802.3 context 

tranfer and handover 

towards 802.3 AG

802.3 physical connection is established 

Trigger 802.X to 802.3 context transfer procedure and data forwarding

1

5

4

3

2

6

7

8

Context Transfer Activate

Context Transfer Data


[image: image22.emf]802.X MA/AG 802.X/3 MS 802.3 MA/AG

MIP MIHHO MAC/PHY MAC/PHY MIHHO MIP MAC/PHY MIHHO MIP

HO COMMIT STATE

MIH_HO_COMMIT

802.3 LL and HL 

connections 

established

MIH_MACORDER 

(Release 802.x)

Tear down old 802.x media 

(Optional)

Switch

CoN

Data Path towards 802.X network is established

CoN

Negotiate CoA based 

on 802.3 access router

DATA FORWARDING

9

14

10

11

12

13


Figure 8 MS Initiated and MS Controlled Handover from 802.X to 3GPP (3/3)
MIHHO Function Receives measurements (MIH management in Steady State)

14. The physical layer detects that set performance thresholds have been crossed and it generated an event indication towards the MIH HO function. 

15. The MAC layer detects that set performance thresholds have been crossed and it generated an event indication towards the MIH HO function.

16. MIH processes and filters MAC and PHY layers measurements. A combination of events such as signal quality and specific network characteristics (e.g., preferred PLMN) can be used to determine whether the handover process shall be triggered.

17. The MIH function determines that a condition (or a combination of them) has been met and therefore a handover attempt shall be triggered.

18. MIH informs the 3GPP component (through MIH_HO_PREPARE) that a handover is imminent on the 802.X side.

MIH HO informs 3GPP side that handover is imminent (MIH management in HO Prepare State)

19. The 3GPP side starts the 3GPP functions. The MS initiates cell selection and performs routing area update.

20. At this point both LL (radio connection) and HL (connections towards new SGSN) are established 

21. The new SGSN requests context transfer from the PDG

22. A “snap shot” of the current context is taken at the PDG for both uplink and downlink flows. 

23. The PDG transfers this information to the new SGSN. Right after PDP context is transferred, the PDG stops sending downlink packets towards the MS. Packets received (from GGSN) after this time are buffered. The PDG establishes a new GTP tunnel and sends a duplicate of every packet that is buffering, towards the new SGSN. This is done until a timer expires or the new SGSN is ready to start processing packets.

24. When the new network has successfully activated the PDP context, it is now ready to start processing packets.

MIH HO commit (MIH management in HO Commit State)
25. The PDP is context is updated at the GGSN and a new GTP tunnel can be established. Packets are now received directly from the GGSN toward the new SGSN. Upon successful PDP context transfer, the 3GPP component informs MIH that Handover has successfully completed (3GPP LL and HL connections are now established

26. . MIH can now order release of the 802.x radio connection (E.g., Disassociation).

4.1.1.4 Handover from 3GPP to 802.11
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Figure 9 MS Initiated Handover from 3GPP to 802.11
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Figure 10 MS Initiated Handover from 3GPP to 802.11 (2/4)
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Figure 11 MS Initiated Handover from 3GPP to 802.11 (3/4)
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Figure 12 MS Initiated Handover from 3GPP to 802.11 (4/4)

MIHHO Function Receives measurements (MIH management in Steady State)

1. The 3GPP component reads system information and it determines whether its content can be used for system reselection to a WLAN system.

2. The 3GPP component extracts relevant system information that can be used to determine whether a handover to a WLAN system might be warranted and it forwards this information to the MIH HO function. Alternatively, the 802.x component might execute periodic scanning, either continuously or when prompted by system information received from the 3GPP component 

3. Relevant 3GPP system information is forwarded to the MIH function. 

4. The MIH HO component determines that one or several WLAN networks might be suitable for re-selection, based on available information (e.g., Explicit indication, RF signature, geographical location, manual or automatic scanning, specific TMSI assignment).

5. The MIH function computes a list of potential candidates for handover selection.

6. MIH evaluates candidates based on several aspects such as system operator and known system capabilities.

7. The MIH HO finds a target candidate for handover and it triggers 802.x system access through MIH_MACORDER  

MIH HO informs 3GPP side that handover is imminent (MIH management in HO Prepare State)

8. The MS executes 802.x system association and authentication towards candidate WLAN system.  

9. When the MS is successfully associated and WLAN authenticated, then Extensible Authentication is used towards relevant 3GPP AAA in accordance to RFC 2284.

10. The MS uses the WLAN identity and the associated PLMN to construct a Full Qualified Domain Name (FQDN) and it uses it to obtain the associated PDG address (through DNS query). The MS uses this address to establish an end-to-end tunnel toward the PDG (e.g., using L2TP). Once the tunnel is established, the MS executes routing area update towards the PDG. 

11. The routing data update received at the PDG triggers a context transfer request towards the old SGSN. 

12. A “snap shot” of the current context is taken from the source RNC and tranfer to the PDG via old SGSN. Both uplink and downlink context information is captured

13. Right after PDP context is transferred, the RNC stops sending downlink packets towards the MS. Packets received (from GGSN) after this time are buffered. When the PDG is ready to start processing packets, the RNC establishes a new GTP tunnel and sends a duplicate of the packets that is buffering towards the PDG, via the old SGSN. This is done until a timer expires. 

14. The PDP is context is updated at the GGSN and a new GTP tunnel can be established (via Gn’ interface). Packets are now received directly from the GGSN toward the PDG

MIH HO commit (MIH management in HO Commit State)
15. 802.x Lower and Higher layers are now established. User data flow from MS to CoN through the 802.x network. 

16. MIH informs that the handover has completed, though a MIH_HO_COMMIT message
17. 3GPP might (optionally) proceed to release RAB resources.

4.1.2 Intra and Inter 802 Technologies Handover Procedures

4.1.2.1 MS Initiated 802.X to 802.3 Handover
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Figure 13 MS Initiated 802.X to 802.3 Handover (1/2)
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Figure 14 MS Initiated 802.X to 802.3 Handover (2/2) 

MIH detects 802.3 physical connections (MIH management in Steady State)

1. While an 802.X connection is up and a data path is established between the 802.X MS and the 802.X AG, an 802.3 physical connection is detected (e.g., RJ45 cable has been plugged)

2. Upon detection of an 802.3 physical connection by lower layers, a MIH_PHY_EVENT message is trigger towards the MIH function. This message provides characteristics of the physical link that  might be used to determine whether a handover operation should be executed

3. The MIH function continuously process and filters information provided by lower layers.

4. This information is categorized to determine whether one or more condition are present in order to trigger a handover procedure.

MIH triggers handover (MIH management in Prepare State)

5. The establishment of an 802.3 physical connection prompts the MIH function to trigger handover procedures.  These procedures include transfer of context information (e.g., header compression context, PPP context amongst others) and switching of user data. 

6. MIH uses MIH_HO_PREPARE in order to triggers both context transfer and MIP procedures at the MIP component. Note that only MIH_HO_PREPARE is par of 802.21. Context transfer procedures and MIP procedures are out of the scope of 802.21 they are shown here for completeness only.

7. The MS obtains a new IP address from the 802.3 AG, using the newly established physical connection.

8. Either using information coming from the MIH_HO_PREPARE message or using existing MIP message, the MS obtain the IP address of the new AG (i.e., 802.3 gateway). This allows the MS to contact the 802.3 AG to initiate context transfer procedures.

9. While context is being transferred to the new AG (802.3 AG), data is forwarded from the old AG (802.X AG). This allows the MS to receive user data before a new CoA is negotiated with the new 802.3 access router (within the 802.3 AG).

10. MS negotiates new CoA using existing MIP messages.

11. As the new CoA is ready and the lower layers connection is established, the user data path can now be switched from the CoN to the new AG.

12. User data is fully is now flowing entirely through the 802.3 network

MIH releases all connections (MIH management in HO Commit State)

13. A MIH_HO_COMMIT message is sent in order to inform the MIP side that the old CoA can now be de-registered.

14. MIH tears down the 802.X connection though a MIH MACORDER. Optionally MIH might leave the old 802.X connected up, in order to avoid re-associating procedures, should a handover back from 802. 3, be imminent. 

4.1.2.2 MS Initiated 802.3 to 802.X Handover
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Figure 15 MS Initiated 802.3 to 802.X Handover (1/2)
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Figure 16 MS Initiated 802.3 to 802.X Handover (2/2)

MIH detects 802.3 physical connections (MIH management in Steady State)

1. An  802.3 connection is up and both lower layers (MAC/PHY) and higher layers (E.g., IP/MIP) are established. User data is flowing between  the 802.3 MS and the 802.3 AG.

2. The MIH at the 802.3 AG might optionally provide system information to its peer. Information regarding potential neighbors and their system characteristics can be optionally provided peer to peer through a MIH_SYSINFO message.

3. In addition, some events such as availability of A.C. power supply might cause the MIH trigger simultaneous connection of both 802.3 and 802.X stacks. However, the assumptions is that only the 802.3 connection is delivering services to the MS

4. The MIH process the MIH_PHY_EVENT message and optionally it might determine that a 802.X system access should be triggered.

5. Therefore the MIH function issues an MIH_MACORDER message triggering association and authentication procedures. In order to facilitate transfer of context information, the MS might optionally provide information about the current 802.3 anchor point. An 802.3 anchor point is defined as the 802.3 AG holding context information for the current 802.3 connection. This information will be use by the 802.X AG to request context transfer should a handover be imminent.  

6. When the 802.3 connection is no longer available (E.g., RJ45 cable is un-plugged), an event is triggered by the lower layers through a MIH_PHY_EVENT message. The MIH function evaluates the conditions that might have generated the trigger (E.g., link is down) and it determines that a 802.X system access (if MS not already associated) and a request for transfer of context information should be issued

7. MIH uses an MIH_HO_PREPARE inform to alert the MIP component that a new access network should be used. This should trigger transfer of context information and forwarding of user data from the old AG (803.2) to the new AG (802.X). 

Note that details regarding protocols that handle context transfer and user data forwarding (E.g., CTP Context Transfer Protocol) should not be subject to standardization within 802.21. However provision of information that enables optimal transfer of context and data forwarding between AG, should be included with relevant MIH messages (IP address of new and previous access routers).

MIH triggers handover (MIH management in Prepare State)
8. The MS obtains a new IP address from the 802.X AG (Recall that MS is associated and authenticated in the 802.X AG). Note that this step might have been executed already. This could have happened when the MS first associated and authenticated with the 802.X AG. Once the 802.X IP address is available, the MS triggers the context transfer procedure and the data forwarding procedure from the old 802.3 AG to the new 802.X AG..

9. While context is being transferred to the new AG (802.X AG), data is forwarded from the old AG (802.3 AG). This allows the MS to receive user data before a new CoA is negotiated with the new 802.X access router (within the 802.X AG).

10. MS negotiates new CoA using existing MIP messages.

11. As the new CoA is ready and the lower layers connection is established, the user data path can now be switched from the CoN to the new AG.

MIH releases all connections (MIH management in HO Commit State)

12. A MIH_HO_COMMIT message is sent in order to inform the MIP side that the old CoA can now be de-registered.

4.1.2.3 MS Initiated MS Controlled Inter-802 Wireless Handover
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Figure 17 MS Initiated MS Controlled Inter-802 Wireless Handover (Mobile IP v4) – Part 1
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Figure 18 MS Initiated MS Controlled Inter-802 Wireless Handover (Mobile IP v4) – Part 2

MIH HO steady state:

1. A 802.X session is in progress. The data path is between the MS and the 802.X access network.

2. Measurements of MAC/PHY are sent to the MIH function via MIH_PHY_EVENT.

3. Remote measurements can also be forwarded to the MS. 
4. The MIH  is responsible to process the measurements. For example, it can average some measurements and compare them with certain thresholds, and create triggers to indicate MIH HO. 

5. MIH HO will decide if HO is necessary based on the information it gets from network information services and measurement reports. In order to make intelligent decision, the MIH HO maintains information from system information update, for example, the neighbor list and neighbor networks’ information. The MIH HO makes preventive handover decision in two steps, preparation and commit. Different thresholds and decision making algorithms are to be used for these two steps. 

MIH HO preparation state: 

6. After evaluating the MIH  reports, and if it decides a handover is imminent, it triggers the handover preparation procedures across the network by sending MIH_HO PREPARE to both Mobile IP and MAC/PHY. 
7. Both MIP and layer 2 can start to prepare HO, for example, get CoA and establish the tunnel. The MIH trigger contains routing info that the MIH function collected when it first accessed the system. This facilitates the acquisition of the new CoA. This example assumes “Multiple CoA registration” so at this point two IP streams are in place.

MIH HO commit state:
8. The PHY layer of the MS constantly makes measurements according to the MIH configuration.

9. MIH HO continues to process information and checks if a HO should be executed. 

When a HO decision is made at MIH HO, it sends a MIH_HO_COMMIT to MIP. The trigger is also sent to the MIH peer in the 802.X access network. 

10. Upon receiving the MIH HO commit command, the MIP at the MS side and the network side verify that the layer 3 HO is ready. 

11. The MIH HO orders layer 2 handover by sending MIH_MACORDER.

12. When layer 2 handover is finished, the data path should be switched to the new access network and the new MIP tunnel. 

13. Optionally, the old layer 2 connection can be tore down.  

4.1.2.4 Network Initiated Network Controlled Inter-802 Wireless Handover
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Figure 19 Network Initiated Network Controlled Inter-802 Handover (Mobile IP v4) – Part 1
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Figure 20 Network Initiated Network Controlled Inter-802 Handover (Mobile IP v4) – Part 2

MIH HO steady state:

1. A 802.X session is in progress. The data path is between the MS and the 802.X access network.

2. Measurements of MAC/PHY are sent to the MIH function in the 802.X access network via MIH_PHY_EVENT.

3. Remote measurements from the MS can also be forwarded to the 802.X network. 
4. The MIH  is responsible to process the measurements. For example, it can average some measurements and compare them with certain thresholds, and create triggers to indicate MIH HO. 

5. MIH HO will decide if HO is necessary based on the information it gets from network information services and measurement reports. In order to make intelligent decision, the MIH HO maintains information from system information update, for example, the neighbor list and neighbor networks’ information. The MIH HO makes preventive handover decision in two steps, preparation and commit. Different thresholds and decision-making algorithms can be used for these two steps. 

MIH HO preparation state: 

6. After evaluating the MIH  reports, and if the MIH HO decides a handover is imminent, it triggers the handover preparation procedures across the network by sending MIH_HO PREPARE to both Mobile IP and MAC/PHY. 
7. Both MIP and layer 2 can start to prepare HO, for example, get CoA and establish the tunnel. This example assumes “Multiple CoA registration” so at this point two IP streams are in place.

MIH HO commit state:
8. The PHY layer of the 802.X network constantly makes measurements according to the MIH configuration.

9. MIH HO continues to process information and checks if a HO should be executed. 

When a HO decision is made at MIH HO, it sends a MIH_HO_COMMIT to MIP. The trigger is also sent to the MIH peer in the MS. 

10. Upon receiving the MIH HO commit command, the MIP at the MS side and the network side verify that the layer 3 HO is ready. 

11. The MIH HO orders layer 2 handover by sending MIH_MACORDER.

12. When layer 2 handover is finished, the data path should be switched to the new access network and the new MIP tunnel. 

13. Optionally, the old layer 2 connection can be tore down.  

4.2 Analysis of Interaction with Mobile IP v6 Enhancements 

As stated in IEEE, the 802.21 technology shall focus on enhancing a mobile user’s experience by supporting “seamless handover between heterogeneous networks”. To this end, we outline the following objectives:

1. Identify a set of optimal mechanisms for routing to a new location 

2. Identify methods to efficiently and proactively discover neighbors 

3. Elaborate on suggested methods to minimize handoff latency

4. Evaluate the available options for proprietary signaling

4.2.1 Optimal mechanisms for routing to a new location

Amongst the various options listed, the Fast Handoff (FMIP) Protocol [9] seems to be one that presents a good approach to minimizing location update latency. Indeed, FMIP incorporates the main ideas of the “Reverse Tunneling” draft, which specifies a tunnel between the Previous CoA and the New CoA. This tunnel is established as soon as an MS sends a “Fast Binding Update” message to its Previous Access Router. This protocol requires the MS to send that update message while being connected to the Previous AR.   

On the other hand, the Hierarchical MIP draft [8] tackles the issue of location update latency from a different angle: it presents a solution that separates local from global mobility. This allows intra-domain handoffs to be performed “transparently to the MN’s external component hosts” [8]. In other words, the MS does not need to send its Home Agent or Corresponding Node’s binding updates.

Therefore, FMIP and HMIP are capable of providing efficient mechanism for routing to a new location.

4.2.2 Neighbor discovery

The Fast Handover Protocol encompasses Neighbor Discovery methods that allow the MS to acquire information about its new access router before moving to it. This provides a good backup in case a connection to one router fails or when the MS moves across multiple domains. Essentially, this is done via a pair of messages exchanged between the MS and the new (future) access router: Neighbor and Router Solicitation, Neighbor and Router Advertisements messages. The resulting information is thus stored at the MS level to allow the MS to keep track of neighboring APs identifiers and their associated router information.

Mobile IPv6 incorporates the above-mentioned fast-handover features and uses them to constantly keep track of neighbors that are reachable and those that are not.

4.2.3 Minimum Handover Latency

Inherently from its nature, HMIP provides means to reduce handoff latency: by locally handling updates as much as possible, it eliminates unnecessary updates of remote Home Agents. 

On the other hand, the “Low Latency Handoffs in Mobile IP” draft [7] proposes 3 methods to minimize handoff-related delays. In the Pre-Registration Handoff Method, the MS is allowed to perform a level 3 handoff before it completes level 2 handoff. This allows the MS to pre-built its registration state on the new (future) FA. The Post-Registration Handoff Methods is based on the essential principle of “Reverse Tunneling“ and uses level 2 triggers along with two-way tunnels between the new and old FA. This permits the MS to continue using its old FA while being connected to a new FA. 

4.2.4 Proprietary signaling

The RFC entitled “Mobile IP Vendor/Organization-specific Extensions” [10] proposes various extensions to allow inclusion of such information in the mobile IP messages. That RFC proposes the Critical (CVSE) and Normal (NVSE) Vendor/Organization Specific Extensions. It also defines error codes to deal with Registration denied by the Foreign Agent or by the Home agent.

4.2.5 Conclusion

After having analyzed these recommendations, we notice that a limited number of RFCs and Drafts are closely related to the essential objective of 802.21. These are “The Fast Handover Protocol” , “Hierarchical MIP” and “Low-Latency Handoffs in Mobile IP”. We must note at this point that Fast Handover, in fact, covers the idea of pre-registration, which is part of the “Low-Latency Handoffs in Mobile IP” draft.

Furthermore, in the “Low Latency Handoffs in Mobile IP” draft, it is evident that a combination of the proposed Pre- and Post-Registration Handoff Methods will be most effective in our context: the Pre-Registration Method should be the default one performed and the Post-Registration Method should be kept in backup. In fact, the draft mentions that the Post-Registration method is key to a seamless handover, which in effect constitutes a common goal with 802.21. 

4.2.6 Implementation with various MIPv6 Enhancements

4.2.6.1 Fast Handover [9] Implementation

In this section, we are attempting to implement the Fast Handover Protocol in the context of 802.21. 
Figure 21
 below outlines the various processes involved.

One of the objectives of Fast Handover is to overcome the latency due to MIP registration, and the basic idea is to anticipate movement with the help of link layer (triggers). This implies preparing the network in advance and requires anticipated handover initiated by the MS and the Network. As illustrated in figure 65, this is achieved by commencing the registration process slightly before the actual handover. The rectangles and the arrow in blue represent important milestones in the 802.21 proposal that were mapped into our fast-handover process. The dotted blue arrow represents an optional message.
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Figure 21 Inter-802 Fast Handover Message Flow (MS initiated)

Steps involved in the Inter-802 Fast Handover Message flow:

(1) The MS requests information about its neighbors. This is used to build an internal list (at the MS level) of neighboring APs. 

(2) The MS receives information pertaining to its surrounding APs such as IP and MAC addresses, operating frequency and ESSID information. The MS forwards that information to the MIH via a pre-established link between MIH and MIP (not shown on diagram).

(3) The FBU is a message from the MS instructing its (previous) AR to start directing its traffic to the new AR. The FBU is constructed using information extracted from the Router Advertisement Message, and is sent after receiving the 802.21 trigger called “MIH_HANDOVER_COMMIT.Indication”. The objective of the FBU message is to authorize the previous AR to bind the (previous) CoA to the new CoA

(4) Having received a FBU, the previous AR will start the procedures for Handover and Tunnel creation. The message sent in this step is a Handover Initiate (HI): this ICMPv6 (Internet Control Message Protocol) message is sent by the previous AR to the new AR to trigger the process of the MS’s handover

(5) The Handover Acknowledge (Hack) is a new ICMPv6 message that is sent by the new AR to the previous AR as reply to the HI message. The temporary tunnel has now been established between previous and new ARs

(6) The Fback (Fast Binding Acknowledge) message is sent by the previous AR to acknowledge receipt of the FBU message, only after the Previous AR receives the Hack message from the New AR

(7) The Previous AR sends the message in (6) to the MS as well for information purposes

(8) The previous AR then starts forwarding packets to new AR

(9) In order to announce itself to the new AR, and as soon as the MS re-gains connectivity, the MS sends a Fast Neighbor Advertisement (FNA) message. 

(10) The Handoff is complete: packets are now delivered to the MS from the new AR

4.2.6.2 HMIPv6 [8] Implementation

In this section we are implementing Hierarchical MIPv6. This localized mobility management proposal is aimed at reducing signaling load and handoff latency. To this end, the proposal specifies different sets of procedures for the management of local versus global events. 

The concept of global mobility refers to a situation where the MS moves from one MAP to another, thus changing its RCoA. A typical scenario in the case of local mobility would be a MS moving within a same MAP region, but changing from one AR to another. These types of local handoffs are managed locally and transparently to MS’s correspondent hosts. 

We will concentrate our analysis on global mobility. 
Figure 22
 below outlines the various processes involved for that purpose.
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Figure 22: Inter-802 HMIPv6 Message Flow (MS initiated)

Steps involved in the Inter-802 HMIPv6 Message flow:


Figure 22
 reflects global mobility management within HMIPv6. The solution assumes that MAP neighboring information was initially loaded into the MIH and can be dynamically updated as per .21 proposal. It is also assumed that the station performs regular measurements of its link strength and environing events.

(1) The MS receives a router advertisement from the new MAP to which he has moved. The MAP’s global address is included herein. Based on the prefix received in the MAP option, the MS forms the new RCoA (Regional Care of Address specific to its MAP). 

(2) The router advertisement, along with the Mobile’s measurement results, is forwarded to the MIH via a pre-established link between MIH and MIP (not shown on diagram). The MIH thus analyses these measurements as per .21 procedures and may decide to send a “MIH_HANDOVER_PREPARE.Indication” trigger to the MIP if the MIH’s measurements show that a handover is advantageous/necessary. The CoAs are herein computed.

(3) Upon receiving the “MIH_HANDOVER_PREPARE.Indication” trigger, the MIP initiates a pre-binding procedure called LBU with the previous MAP in order to reduce packet loss and to perform a rapid handoff. This is done in view of being consistent with the make-before-break principle. At this point, a “MIH_HANDOVER_COMMIT.Indication” trigger is sent by the MIH to the MIP.

(4) The MS, having received the .21 trigger indicating handoff, then sends a Binding Update to the new MAP. This message includes a “Home Address” option that contains the RCoA. This BU will bind the MS’s RCoA to its LCoA (On-Link Care of Address).

(5) The MAP sends a binding acknowledgement to the MS. A bi-directional tunnel is now established between the MS and the new MAP.

(6) As soon as registration is confirmed with the new MAP (right after step (5)), the MS registers its new RCoA with the HA by sending a BU specifying the biding to the HA.

(7) This ultimate step is part of the Mobile IPv6 “route optimization” method: a Binding Update similar to that in the previous step is also sent to the MS’s Corresponding Node. This will allow the later to establish a link with the new MAP for the purpose of transmitting packets directly to that new MAP.

Note: The HMIP draft specification does not include step (2) in the same sequence that we are proposing. Instead, it provides for data forwarding between previous and new MAP after step (4). In other words, .21 increases the overall handoff efficiency by having packets forwarded to the new MAP ahead of time.
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