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MIH Capability Discovery Mechanism
1. Background
MIHF capability discovery configures MIHF ID, the peer MIHF transport address, and MIHF capabilities at the same time. The reason why MIH user performs a combined MIH function and capability discovery is to reduce a number of protocol message exchanges which consumes valuable resources.  
Since MIHF sends protocol message which consumes network bandwidth already in the process of MIHF discovery, it was decided by 802.21 working group to perform MIHF discovery and capability discovery with one message. 

In the combined MIHF and capability discovery mechanism, broadcast mechanism is used in order for any MIH enabled network node to discover MIH Function and its capability. By using broadcast mechanism without knowing MIHF ID or transport address, combined MIHF and capability discovery can be performed. 
However, in the contribution 21-07-0156-00-0000, a couple of questions are asked related to combined function and capability discovery. 

1. What is the meaning of MIHF discovery? Is it discovering the peer MIHF transport address?

2. Is it discovering MIHF ID of a peer MIH? 

MIHF discovery shall be able to discover both MIHF transport address and MIHF ID. When MIHF ID and transport address is known somehow, e.g., pre-configuration, MIHF can use MIH_Capability_Discover messages to discover MIHF capabilities only. 

This contribution tries to clarify MIHF discovery mechanism at MIH level and discuss the possible solution. 

Fig 1 shows how MIH protocol messages are transmitted over data plane. When MIH function performs combined MIH Function and capability discovery, it is very likely to transmit MIH protocol message over data plane. First MIH user transmits MIH_Capability_Discover.request primitive to MIHF and MIHF will make MIH protocol message and transmit this over data plane. At this point, MIHF shall match MIHF ID which is received from the MIH user to transport address. Somehow, MIHF shall match MIHF ID to Transport addresses. This can be done by either MIHF or one of MIH_Users which manages transport for MIH. After mapping MIHF ID to transport addresses, MIH protocol message is delivered to the data transport over MIH_NET_SAP. From that point messages are taken care of by corresponding transport. 

[image: image1]
Fig 1. MIH function and capability discovery
2. MIHF ID
MIHF ID is an identifier that is required to uniquely identify MIHF end points for delivering the MIH services. For delivering the MIH messages, there are two types of MIHF IDs;Unique MIHF ID and Broadcast MIHF ID.
1)  Unique MIHF ID

Unique MIHF ID is normal MIHF ID used in unicast MIH services and every sender and destination MIHF IDs should be discovered by MIH function discovery or pre-configured prior to MIH message exchanges.
	Type
	Length
	Value

	TYPE_HDR_TLV_MIHF
	Variable
	MIHF ID of the sender from where the MIHF frame originated


MIHF ID Value
-For example, Transport MIHF-ID may be an FQDN or NAI of the sender of the registration request

2) Broadcast MIHF ID

Broadcast MIHF ID is used in case of discovering MIH function without knowing MIHF ID. Discovering MIHF function may employ broadcast MIH services such as MIH function and capability discovery. 
	Type
	Length
	Value

	TYPE_HDR_TLV_MIHF
	Variable
	Broadcast MIHF ID to be used for MIH function and capability


Broadcast MIHF ID Value
- Broadcast MIHF-ID shall be used to discover MIH Function and capabilities if an MS does not know the destination MIHF capable entity transport address and its MIHF ID.
- For example, Broadcast MIHF-ID may be an Unknown Value.
3. Broadcast mechanism in MIH Protocol (LB #1d, Issue11)
We show how broadcast mechanism can be used in combined MIH function and capability discovery however, how broadcast MIHF ID is mapped with broadcast transport address is remained as transport issue separately.

-MIH_Capability_Discover request 
An MIHF user invokes MIH_Capablility_Discover.request primitive to discover the capabilities of MIHF. For doing combined MIH function and capability at once, MIHF user may set broadcast MIHF ID as destination then MIHF generates MIH_Capability_Discover request message with source and destination MIHF ID. How broadcast MIHF ID is mapped to broadcast transport address is remained as open issue. After mapping broadcast MIHF ID to corresponding transport address, MIH_Capability_Discover request protocol messages is delivered to the transport through MIH_NET_SAP. 
When the MIH_Capability_Discover request is broadcasted through the broadcast domain, transport of MIH capable entity in the broadcast domain receives MIH_Capability_Discover request protocol message and delivers it to the MIHF through MIH_NET_SAP. After MIHF processes MIH protocol message, it delivers it to the MIHF user. Figure 2 below shows above mechanism. 
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Fig 2. MIH_Capability_Discover request
-MIH_Capability_Discover response 
Once an MIHF user on recipient side determines to response, it creates MIH_Capability_Discover.response primitive with its MIHF ID (Source B MIHF ID). Destination ID would be copied from source ID of the request. MIHF should generate response message including MIHF capabilities from the MIH user. MIHF ID and transport address mapping shall be performed before handing over to the transport through MIH_NET_SAP. MIH_NET_SAP delivers response MIH protocol message to the MIH_Capability_Discover request originator.
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Fig 3. MIH_Capability_Discover response
- Transport Issue
Unique MIHF ID and Broadcast MIHF ID should be mapped with either L2 or L3 transport address. In order for transport layer to deliver MIH data frames, MIH_NET_SAP primitives shall provide transport source and destination addresses. How MIHF provides transport addresses with MIHF ID is still remained as an open issue. 
7.  Proposed Text changes
6.1.2 MIHF discovery

The MIHF Discovery procedure is used by an MN to discover available peer MIHFs in the Network. MIHF Discovery can be done either at Layer 2 or Layer 3. However, Tthis standard only specifies how the MIHF Discovery is performed over control plane using media specific broadcast control message and over data plane using MIH protocol messages at Layer 2, when both MIHFs are located within the same broadcast domain. MIHF Discovery may be performed either through the MIH protocol (i.e., using L2 encapsulation such as LLC) or through media-specific Layer 2 broadcast messages (i.e., IEEE 802.11 beacons, IEEE 802.16 DCD). The detailed procedure of MIHF Discovery over data plane layer 2 is described in 8.2.3.5. MIHF Discovery at Layer 3 is outside the scope of IEEE 802.21. 

· MIH protocol description

……
· MIH Function discovery (Layer 2 only): The peer MIHF in a mobile node discovers which entity in the access network provides MIHF services. 

……

8.2.3.5 Combined MIH function discovery and capability discovery over data plane at layer 2
Combined MIH function discovery and capability discovery is performed to discover MIHF ID, the peer MIHF transport address, and MIHF capabilities at the same time. 
As stated in 6.1.2, MIHF Discovery can be implicitly performed using the MIH Capability Discovery at layer 2 when both MIHF nodes are residing in the same broadcast domain. If MIHF ID and transport address are known, e.g., pre-configuration, MIHF may use MIH_Capability_Discover messages to discover MIHF capabilities only. The following subclauses refer to the MIH Capability Discovery both as a means to discover the MIHF function and its capabilities.

8.2.3.5.1 Unsolicited MIH capability discovery

An MIHF may discover its peer MIH entities and their capabilities either by listening to media-specific broadcast messages or media-independent MIH capability broadcast message. 
For example, by listening to a media-specific broadcast message such as a beacon in IEEE 802.11 or a DCD in IEEE 802.16, link layers on an MN forward the received message to its MIHF. An MIHF may receive MIH_Capability_Discovery response message broadcasted over data plane periodically from an MIH entity. an MIHF on an MN can discover whether an access network is MIH capable.
8.2.3.5.2 Solicited MIH capability discovery

An MIHF (the requestor) may choose to discover its peer MIH functions and their capability by broadcast​ing or unicasting an MIH_Capability_Discover request message to either its broadcast domain or a known PoA MIHF ID and address, respectively. Only MIH network entity shall respond to broadcasted MIH_Capability_Discover request. MN shall respond to capability discovery requests from Network MIHF only.
In this case, a layer 2 data frame with MIH ethertype shall be used for the broadcasting. When a peer MIH function (the responder) receives the MIH_Capability_Discover request message, it shall unicast an MIH_Capability_Discover response message back to the requestor. The response shall be sent using the same transport type over which the request message was received. When the requestor receives the unicasted MIH_Capability_Discover response message, it learns the responder’s MIHF ID address by checking source ID of MIH_Capability_Discover response. the layer 2 data frame source address.

8.3.1 MIHF ID
MIHF Identifier (MIHF ID) is an identifier that is required to uniquely identify MIHF end points for deliver​ing the MIH services. MIHF ID is used during MIH registration and in all messages that are required to identify the end points. Use of MIHF ID also enables the MIH protocol to be transport agnostic. MIHF ID may be assigned to the MIHF during its configuration process. 
MIHF ID value of zero length string is defined as broadcast MIHF ID. Broadcast MIHF ID can be used when destination MIHF ID is not known to MIHF. When MIH protocol message with broadcast MIHF ID is transmitted over data plane, the MIH protocol message shall be broadcasted either L2 or L3 data plane. 
As described in earlier clauses, MIH registration enables two MIH entities to create an MIH pairing based on the policies configured in the MN or based on the information acquired from the capability discovery. MIH network entities may not be able to provide any MIH services to the MN without prior MIH Registra​tion. 

The MIHF ID is of type MIHF_ID (See Annex C.2.810).
· MIH protocol messages

This subclause specifies different MIH protocol messages in TLV form. The shaded areas represent the MIH protocol header (including both fixed and optional header fields), while the unshaded areas represent the MIH protocol payload. The payload consists of a set of identifiers in TLV form. 

All MIH messages carry MIHF ID TLVs for the Source and Destination Identifiers in the MIHF Variable Header part of the message. If  the Action Identifier (AID) of received message in MIH protocol header is MIH_Capability_Discover (AID=1) and destination MIHF Identifer is the broadcast MIHF ID, received MIH protocol message shall be processed. 
· MIH_Capability_Discover request

If a requesting MIHF entity does not know the destination MIHF entity’s MIHF ID address, the requesting MIHF entity fills its destination MIHF ID with broadcast MIHF ID and broadcasts this message over data plane, either L2 or L3.  source address field only and may broadcast this message. If a requesting MIHF entity knows the address of the destination entity but if it does not know whether the destination entity is MIHF capable, this message is delivered to the destination entity in a unicast manner. If a requesting MIHF entity knows the destination MIHF entity’s MIHF ID, the requesting MIHF entity fills its destination MIHF ID and unicast this message over data plane, either L2 or L3.  
If the generation of this message is invoked upon receiving MIH capability advertisement in unauthenticated state through media specific broadcast message, such as Beacon and DCD, destinaition MIHF ID is filled with broadcast MIHF ID and this message is transmitted over control plane using L2 management frame, such as 802.11 management action frame and 802.16 MIH MAC management message.
This message may contain the SupportedMihEventList, SupportedMihCommandList, SupportedISQueryTypeList and SupportedTransportList TLVs to enable  the receiving MIHF to discover recognize the sending MIHF's capability. Therefore, peer MIHF entities can discover recognize each other's MIH capability by one MIH protocol message transaction.
8.6.1.2 MIH_Capability_Discover response
Only an MIHF capable network entity shall respond with this message to the received MIH_Capability_Discover request with broadcast MIHF ID or send unsolicited MIH_Capability_Discover response periodically. When an MIH network entity broadcasts unsolicited MIH_Capability_Discover response to advertise its MIHF ID and capabilities, Destination ID shall be the broadcast MIHF ID.
This message may contain its own MIHF ID as source ID, SupportedMihEventList, SupportedMihCommandList, SupportedISQuery​TypeList and SupportedTransportList in the MIH message data. 
Only an MIHF capable entity may receive the MIH_Capability_Discover response.Upon reception of an MIH_Capability_Discover request, the MIH_Capability_Discover response is transmitted. Destination addresses are copied from the MIH_Capability_Discover request and source addresses are filled with their addresses. An entity with an MIHF may also broadcast unsolicited MIH_Capability_Discover response message to advertise its MIH capability. 



MIH function and capability discovery over the data plane
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