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1 Use case 3

A mobile device transitions between two networks of the same media type deployed in different administrative domains. 
The MN is attached to the serving authenticator and it has chosen a set of candidate authenticators. To attach to a candidate network, the MN must perform authentication with an authentication server via an authenticator deployed either at L2 or at L3. The target authentication server may be located as well as in the same local network as the target authenticator (local AS) as in other network (remote AS).
1.1 Use case 3.1
Assumptions:

1. There are roaming agreements between the serving and the target network.
2. The target authenticator and authentication server trust information forwarded or signed by an entity belonging to the serving network.
Requirements:
Accordingly to these roaming agreements trust relations should be established between the Serving Authenticator (SA) and the Target Authenticator (TA).

1.2 Use case 3.2
Assumptions:

1. There are no roaming agreements between the serving and the target network.

2. There are roaming agreements between one of the MN’s home networks and the target network. This situation is possible when the MN has subscriptions in multiples networks.
3. The target authenticator and authentication server trust information forwarded or signed by an entity belonging to the MN’s home network.

Requirements:

1. A way in that information about the target network is provided to the MN should be defined.
2. Protocols used for communication between entities of the MN’s home network and entities of the target network.

2 Use case 4

A mobile device transitions between two networks of different media types and deployed in different administrative domains, e.g. 802.16 and 802.11. 
Security signaling for handover between different media types is not equal in different directions.

2.2 Use case 4.1

Assumptions:

4. A mobile device transitions from either 802.16 or 3GPP to 802.11 access network. 
5. A mobile device has 802.11 network interface activated.
Requirements:

To perform the proposed solution [1] the TA must support pre-authentication.

3 Applicability of EAP pre-authentication


To optimize the security signaling for the inter-domain handover EAP pre-authentication was proposed [1], [2]. Two modes of EAP pre-authentication are defined: direct pre-authentication and indirect pre-authentication. This section provides a study of this approach applicability for defined use cases.
Issue 3.1 is related to management of pre-authenticated MNs. What is the lifetime for pre-authentication? The MN normally does not know the lifetime of a pre-authentication session. 
Issue 3.2 concerns the resource consuming: the MN makes use of different MIIS and pre-authenticates with every potential candidate authenticator while the pre-authentication result is already kept by the AAA server. When MN performs pre-authentication with all candidate networks, with growing number of mobile users and the high density of access networks in a geographical region the traffic overhead on authenticators and authentication servers extremely increases. 

3.1 Direct pre-authentication

The TA accepts direct pre-authentication.
In this case the SA is not involved in the pre-authentication signaling. The pre-authentication is performed either at L2 or at L3 depending on which layer the TA is deployed.

To perform direct pre-authentication, the MN requires support from 802.21 only in terms of providing information about the TA address and supported pre-authentication mode. 


Within this scenario the MN can send to the TA multiple consequent pre-authentication requests. After successful authentication the AAA server sets certain lifetime for the pre-authentication session. The MN is not aware of the session expiration time (Issue 2.1) that is why the MN can perform the pre-authentication having a valid non-expired pre-authenticated state. This situation is possible if 
1. The MN did not handover after pre-authentication and it aims to extend the pre-authentication lifetime;

2. The MN handovers to other CA and a new set of candidate authenticators may include the same authenticators than the previous set of candidate authenticators. 

Issue 3.1.1. The authentication server upon receiving a new pre-authentication request from a pre-authenticated MN performs a new pre-authentication. In such a way direct pre-authentication makes the TA vulnerable to DoS attacks:

· If the MN is an attacker it can send numerous pre-authentication requests to the same TA.

· An attacker can observe pre-authentication requests arriving in clear and after that it can impersonate a valid user by sending pre-authentication requests on behalf of him. As the attacker is not aware of MN’s credentials, the pre-authentication will fail and the state of the valid MN will change to “unauthorized”. When the valid MN will try to perform a fast authentication using the MSK generated as a result of the pre-authentication, it will not have a correspondent authorization and it will execute the full authentication exchange with the TA.

To eliminate the possibility of described attacks, the indirect authentication proposed in [3] may be implemented.

3.2 Indirect pre-authentication


The TA may process pre-authentication requests only from authorized nodes. In case of presence of roaming agreements between the serving and the target networks the serving authenticator can forward pre-authentication requests from the MN to one or many candidate authenticators.
In this case the infrastructure knowledge sharing and trust relations establishment are needed between authenticators belonging to different administrative domains. The following issues are revealed 
Issue 3.2.1 is related to the level of the authenticator deployment. For example, the SA may be implemented at L2 and the target authenticator – at L3 or vise versa. The pre-authentication problem statement draft [3] specifies that the indirect pre-authentication signaling is performed over L3. 

The L2 authenticator generally is not authorized to communicate with entities in other subnet or administrative domain. The deployment details of L2 authenticator or additional entities and relations with them should be defined to assure the possibility of communication between the serving and the target authenticators for reasons of pre-authentication. There are two possibilities to solve this problem:

1. Add functionality to the L2 authenticator. This solution leads to increasing the cost of deployment of the authenticator. 

2. Locate the forwarding function at the access router. In this case the transport and interfaces between the authenticator and the access router should be specified.


Issue 3.2.2: If MN performs indirect pre-authentication via the serving authenticator, the latter must distinguish the pre-authentication requests to be processed from pre-authentication requests to be forwarded to the target authenticator.


Issue 3.2.3: The functionality of SA for indirect authentication is defined only for 802.11.

3.3 Applicability to roaming agreements use cases
Roaming agreements specify what network entities may communicate with each other. 
Within use case 3.1 roaming agreements are established between the serving and the target networks and either direct (if supported by the TA) or indirect (if supported by both TA and SA) pre-authentication can be performed.
Within use case 3.2 roaming agreements are established between the serving and the MN’s home networks. The pre-authentication is possible in direct mode, if this mode is supported by the TA. 
Issue 3.3.1. Indirect authentication that involves the SA is not possible in this case even if the TA supports this pre-authentication mode. 
Possible solution. The AAA protocols (RADIUS and Diameter) can operate in a proxy mode forwarding authentication messages from the MN to the destination AAA server. The MN can perform the pre-authentication via its home network. If such candidate networks were chosen, indirect authentication can be accomplished by splitting pre-authentication signaling to MN – HA and HA – TA signaling. HA defines a dedicated authenticator in the MN’s home network. The effectiveness and performance of this approach are needed to be analyzed.
Requirements. Information provided by the MIIS must contain not only the address of the TA but also the address of the entity that is able to forward pre-authentication packets to the TA. For example, the address of the HA or the authenticator located in the third-party network. 

Issue 3.3.2. In several scenarios pre-authentication with the target authenticator is not possible. This may happen when:

1. The TA does not support direct pre-authentication for security reasons and the SA does not support forwarding of pre-authentication messages from the MN to the TA (see Table 1).

2. The TA does not support pre-authentication.

Table 1. Pre-authentication modes compatibility
	TA
	SA
	HA*
	Possibility of pre-authentication

	Direct
	All modes
	All types
	Yes

	Indirect
	Direct
	Direct
	No

	Indirect
	Indirect
	Direct
	Yes

	Indirect
	Direct
	Indirect
	Yes

	Indirect
	Indirect
	Indirect
	Yes


*HA may either the home or a third party proxy authenticator

4 Possible solutions

4.1 Pre-authentication with AAA server

This approach addresses Issue 3.3.1. To avoid the pre-authentication exchange with the MN and to decrease the traffic overhead the authentication server can response with “already authenticated” message if the pre-authentication session lifetime is not expired.

The pre-authentication result is cached on the AAA server and it may be pushed to an authenticator belonging to the same AAA domain. In other words, if there is a security association established between the AAA server and the authenticator, which is generally a case.
1. The MN is attached to the SA and it chooses a set of CAs.

2. The MN performs pre-authentication with all CAs.

3. The MN handovers to one of CAs that becomes the new SA.

4. The MN sends pre-authentication request to each of new CAs.
5. If the MN is already authenticated with a CAS and its authentication session lifetime is not expired, the AS does not allow new pre-authentication, indicating that the session is valid. It needed to be studied whether the remaining lifetime should be sent to the MN and what is the minimum remaining session lifetime to reject new pre-authentication. 
6. The CAS pushes the MSK to the trusted authenticator that forwarded the previous pre-authentication request.

7. The MN handovers to the TA that already have cached the MSK.
8. The MN and the TA negotiate session keys.
Figure 1 shows call flow for the proposed approach.
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Figure 1. Call flow for the pre-authentication with the CAS

Requirements:
1. AVPs to inform the MN about unexpired session shall be defined [5].

2. The threshold value for the remaining session lifetime should be estimated.

The service provider network may be interested to make only one (or a limited set of authenticators) authenticator publicly accessible for security reasons. 
Issues:

Pre-authentication latency with the target authenticator: 
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Pre-authentication latency with the target AAA server: 
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If the AAA server is not located in the access network (Remote AAA server) the RTT between the TA and AS is longer. Real data should be examined.
4.2 Using dedicated authenticator for pre-authentication

For security reasons an administrative domain may define pre-authentication support only for a small subset of authenticators (one at least). This dedicated TA serves to assure pre-authentication between the MN and the AS. When the MN handovers to the TA belonging to the same AAA domain the MSK generated as a result of pre-authentication is pushed to the TA, state of the MN changes to “authenticated” and MN and TA negotiate session keys.
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Figure 2. Call flow for the pre-authentication with using dedicated TA
Requirements:

1. The entity performing the functionality of an authenticator shall be defined
2. The transport between the MN and this authenticator shall be defined.

3. What transport should be used between the authenticator and the MN?

4. It is desirable to provide pushing of MSK to the TA before the MN handovers to the TA (proactive mode). What additional AVPs should be defined?

5. The mechanism for mapping between addresses of dedicated TA and TA should be defined.

6. The authenticator that forwards pre-authentication requests must be either trusted for the target AS or it must be able to communicate with the AS that can proxy requests to the target AS.
5 MIH level security

5.1 Choosing the MIIS


The current 802.21 draft says: “The Media-Independent Information Service provides a framework and correspondent mechanisms by which a MIHF entity may discover and obtain network information existing within a geographical area to facilitate the handovers. The obtained information may be used in conjunction with user and network operator policy.”

Issue 5.1.1 is related to the choice of the MIIS. The current 802.21 draft does not specify the location of the MIIS. Such a way, the IS may be located in the serving, candidate or home network or even it can be managed by the third party authority. To choose the set of candidate networks the MN must use only trusted and verified information. Authorities providing IS may compete. This scenario causes issues when a MN uses information provided by ISs in different candidate networks or the MN has multiples subscriptions.

Example: the MN is subscribed in two home networks. In the neighborhood of its current network of attachment there can be partners of both home networks. To make the optimal choice, the MN should have access to all provided information (the home network may not provide information about prices of services in the partner network).
The MN may receive contradictory or conflicting information. That is why it is desirable to define some trust rating for IS. This trust rating may be based on the previous experience: it is positive when the provided information was correct and it is negative if provided information was not correct. For handover decision making the MN chooses the set of IS with the highest rating.
Is the evaluation of trust to the IS is in the scope of the SG? May some score be added to the IS according to the quality of the previous information provided to the MN?
5.2 Network selection problem from security point of view
Issue 5.2.1: “It is important to note that, with certain access networks an MN should be able to obtain IEEE 802.21 related information elements before the MN is authenticated with the PoA. These information elements may be used by the handover policy function to determine if the PoA can be selected.” [3]

Requirements: 
1. The MN and the MIIS must be mutually authenticated before any exchange. 

2. Define, what kind of information must be shared to facilitate authentication process? 

3. Define, when should the MN start the pre-authentication process? 
Issue 5.2.2: It is desirable to maintain the same level of security for the MN when roaming across different authentication domains. What are security metrics used for candidate network selection? How security levels can be compared? Should just confidentiality and integrity protection be used as criteria?
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Annex
Broad Market Potential

The proposed Use Cases and Potential approaches aim to analyze the applicability security signaling optimization for inter-domain handover, which must independent of the media type and which must be suitable for multiple cases of presence of roaming agreements between different administrative domains.
Compatibility

1. The proposed approaches are considered to be compatible with 

2. Extensible Authentication protocol;

3. AAA protocols such as RADUIS and Diameter;

4. 802.11i and PANA.

Distinct Identity

Existing proposals for security signaling optimization for handover are specified within one particular technology (802.11, 3GPP) or within one administrative domain (UMA in 3GPP).
Technical Feasibility

Economic Feasibility

The proposals aim to limit modifications to AAA servers and access routers. Only protocols that allow extensions should be considered.
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