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1 Introduction
The base IEEE 802.21 draft provides a media independent solution for handover but does not address the security aspect involved. Security-related signaling can add significant delays to these seamless handover efforts and in many cases service continuity can no longer be met, which affects real-time applications in particular and impacts the user experience. This becomes even more problematic when handovers occur between heterogeneous networks e.g. inter-technology, inter-administrative domains scenarios. 

This document provides details of a use case for security optimizations for handover within the same administrative domain and where the mobile node transitions between WiFi and WiMAX networks. 
1.1 Scope

The scope of this document is to describe usage scenarios, potential approaches, call flows and an explanation on how the proposed Use Cases and Potential Approaches can meet the Five Criteria for the 802.21 Security Study Group technical requirements related to “Security signaling optimization during handovers”.
1.1.1 Security signaling optimization during handovers
Multi interface mobile devices with the following radios are considered in this document:

- IEEE 802.11 radio technology
- IEEE 802.16 radio technology
Each access network has its authentication scheme and key hierarchy. This report specifically looks at a fast and seamless transition scheme between networks for multiple radio devices. 

The document considers use cases whereby:

· A mobile device transitions between WiFi and WiMAX networks within the same administrative domain.
The document also provides potential approaches and call flows for the particular handover scenario.
1.2 References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.
[1]          IEEE 802.21-D7.1: "Draft Standard for Media Independent Handovers".
[2]
[EAP RFC 3748] 
[3]
[I-D:ietf-hokey-preauth-ps]
[4]          IEEE Draft Std 802.11r D7.0 – 2007

[5]          21-07-0127-00-0000-Hokey-802.21.ppt, ”Handover security in a heterogeneous Access Environment IETF HOKEY-IEEE 802.21 Integration”

[6]          21-07-0122-00-0000-Security_proposal.ppt, “Security Optimization During Handovers: 802.21 SG Proposal”. 
[7]          Draft-ietf-hokey-emsk-hierarchy-01
1.3 Definitions and abbreviations

1.3.1 Definitions
Administrative domain: a logical network that is administered by a single authority using its own authentication and authorization mechanisms 

Authenticator: EAP Authenticator [2]
Candidate Authenticator: The authenticator on a candidate PoA
EAP Pre-authentication:  The utilization of EAP to pre-establish EAP keying material on an authenticator prior to arrival of the peer at the access network managed by that authenticator.
Peer: EAP Peer [2]
Serving Authenticator: The authenticator on the serving PoA
Target Authenticator: The authenticator on the target PoA
1.3.2 Abbreviations
In addition to the abbreviations that are defined in the 802.21 draft specification, the following abbreviations are defined:
. 

MN: Mobile Node

SA: Serving Authenticator
CA: Candidate Authenticator
TA: Target Authenticator (same as candidate authenticator)
2 Security Signaling Optimization during Handovers
2.1 Use Case

2.1.1 General Requirements & Assumptions
· The Mobile node transitions between WiFi network and WiMAX network within the same administrative domain.

· The subscriber possesses a multi-interface MN which has access to 802.11 and 802.16 access networks.

· The MN shall support functionality, as specified by the IEEE 802.21 to perform seamless transition between the access networks to which it is allowed for access. Transition between networks shall be automatic and shall not require the manual intervention of the user. The Network and MN should work in tandem to provide the most optimal handover behavior.

2.1.2 Use Scenario 

Use Scenario - A mobile node transitions between WiFi and WiMAX networks within the same administrative domain.

[image: image1]
Figure 1. MN transitions between WiFi and WiMAX networks.
2.2 Potential Approaches
Applicability of EAP Pre-Authentication
EAP pre-authentication has general applicability to various deployment scenarios in which proactive signaling can take effect.  In other words, applicability of EAP pre-authentication is limited to the scenarios where candidate authenticators can be discovered and an accurate prediction of movement can be made.
The effectiveness of EAP pre-authentication is more significant for intra-technology and inter-subnet handover scenarios, and particular inter-technology handover scenarios where simultaneous use of multiple technologies is a major concern or where there is not sufficient radio-coverage overlap among different technologies. 
In this use case, we provide handover in a loosely coupled WiFi-WiMAX network architecture, which is shown in Figure 1. 


[image: image2]
Figure 1. WiFi-WiMAX network integration-loosely coupled architecture.

The WiMAX network reference model used is as shown in Figure 2. 


[image: image3]
Figure 2. WiMAX Network Reference Model

ASN = Access Service Network

CSN = Connectivity Service Network

The ASN architecture in Figure 2 is one of three possible architectures. In Figure 2, profile A is shown, where the ASN consists of the base stations and the ASN gateway on separate platforms. In addition, the Radio Resource Management (RRM) is split between the base station BS and the ASN gateway. 

Profile B of the ASN is where the base station BS and the ASN gateway are on a single platform.

Profile C is similar to profile A with the difference that the Radio Resource Management (RRM) is not split and is located in the base station BS. 
With respect to Profile A, we note that the functionalities of the BS and the ASN gateway are as follows:

Base station (BS):

1. Acts as an authentication relay.

2. Paging agent.

3. Key receiver.

4. RRA

ASN gateway:

1. Authenticator.

2. Key distributor.

3. RRC

4. DHCP proxy/relay

5. Mobile IP Foreign Agent. 

6. Location Register.

7. AAA client.

8. Paging controller.

2.2.1 Normal Un-optimized Approach
Normally, mobile node undergoes the procedure described below for authentication. The steps 1-3 are required for the L2 authentication and EAP based authentication between the MN and the WiFi Authenticator / AAA server. Step 4 is required for discovering a candidate network. Steps 5 is executed after the mobile node moves to the WiMAX network, which again involves L2 connectivity and EAP based authentication between the MN and the WiMAX Authenticator / AAA server.

1. The Mobile Node is authenticated and associated with the serving network’s Point of Attachment (WiFi network in this case).
2.  Mobile node then performs EAP message exchange between itself and the Authenticator / AAA server, starting with the “EAP request identity” message.

3. Post EAP message exchange, Master Session Key is derived and subsequently transferred to the Authenticator, from which session keys can be generated. 

4.  The MN decides on one or more candidate WiMAX network(s) in its neighborhood .

5. A mobile initiated or a network initiated handover is executed.

6.  The MN starts the authentication process with the WiMAX network , starting with the L2 association, followed by EAP message exchange resulting in an authentication state and establishment of keying material. 
2.2.2 Example Call Flow 1 – Un-optimized Authentication Scenario

[image: image4]
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Figure 3. Authentication scenario - 1. MS authenticates with the WiFi network and 2. MS transitions & subsequently authenticates with the WiMAX network.

2.2.2 Possible Optimization Approach

    The optimized pre-authentication approach for the above use case would minimize the authentication message exchange after a mobile node moves to the new network and thus reduce the handover delay time. We suggest possible approaches, described in the below sub-sections (Possible further detail in the next version, before/during the Atlanta meeting.)
There are two modes of operations to establish EAP pre-authentication depending on whether the pre-authentication signaling is transparent to the serving authenticator or not. Direct pre-authentication is the mode in which the pre-authentication signaling is transparent to the serving authenticator. Indirect pre-authentication is the mode in which the serving authenticator participates in the pre-authentication signaling. 
2.2.3 Call Flow 2 - Pre-authentication Scenario (IEEE 802.21based Mobile Initiated handover)

[image: image6]
Figure 4. Candidate network discovery using MIH services and Information Server and Pre-authentication to WiMAX network using EAP protocol.

In Figure 4, the MS discovers a candidate network (WiMAX), while still on the WiFi network using MIH services. The MS then authenticates with the WiMAX network authenticator (ASN gateway), and establishes a key (MSK) with the AAA server. Once the MS establishes L2 connectivity to the WiMAX network, it can use the established MSK to derive further keys such as PMK and AK as shown in Figure 3. The pre-authentication EAP messages in Figure 4 do not contribute to the handover time when the MS moves to the WiMAX network.
3 Conclusions

 In this document we’ve provided details of a pre-authentication use case where a mobile node transitions between IEEE 802.11 network and IEEE 802.16 network. Example call flow diagrams indicate the authentication message exchanged by the MS so as to pre-authenticate with the candidate network and establish the authentication key prior to establishing the L2 connectivity with the new network. 
4 Recommendations
This section suggests a list of requirements, with respect to the pre-authentication scenario in section 2, and call flow as in Figure 4, for potential contribution to the Security Study Group Technical requirement document:
1. Use the established authentication at the serving network to optimize the authentication message exchange after moving to the target network. 
2. Either the Mobile Node or the serving Authenticator should be able to learn about the destination / target authenticator to communicate for the purpose of pre-authentication.  

Ps – More recommendation would be included in the next version, before/during the face to face meeting.

Annex

1. Broad market potential

The increasing popularity of high rate data services has lead to the development and deployment of WiMAX (large area coverage) and WiFi (over local hotspots) services. The data service providers need to accommodate as many users with guaranteed quality of service (QoS). A user may have an application running over the WiFi network and may want to switch to a larger coverage area network such as the WiMAX network. A handover mechanism such as the IEEE 802.21 standard may be used here. The user may want to transfer a secure session over to the WiMAX network. The specific scenario described in this document addresses this requirement, while minimizing the handover delay time. 

Multiple vendors are expected to provide wireless data connectivity, supporting both WiFi and WiMAX networks in a given region. With the seamless and secure mobility across networks, service providers can expect to gain from the number of users. 

2. Compatibility

Consideration will be made to ensure that compatibility is maintained with 802 security mechanisms and that existing security is not compromised.

The security signaling mechanism described in this document is compatible with networks supporting the EAP protocol for authentication. Both the WiFi and WiMAX network architectures support EAP based authentication, hence the pre-authentication mechanism described in this document supports authentication across multiple wireless LAN networks. 

3. Distinct Identity

Currently, pre-authentication methods are used in handover across access points within a WiFi network, or across base stations within a WiMAX network.   The pre-authentication method described here is applicable to handover across heterogeneous networks, with different link layer technologies. The handover is aided by the IEEE 802.21 standard specifications. However, pre-authentication methods and security related signaling is not specified in the 802.21 standard. 

4. Technical Feasibility

System feasibility

A prototype implementation of the IEEE 802.21 standard specification has been done. A handover across heterogeneous networks is performed easily using the media independent handover (MIH) services. The AAA server is used to authenticate nodes. In a single administrative domain, a single AAA server is assumed to manage multiple networks. A pre-authentication can be performed between the mobile node and the AAA server before it moves to the target network using L3 signaling. 

5. Economic Feasibility

Since only a software implementation is required for supporting a media independent handover, as well as for security related signaling, the operating costs and equipment costs are minimal. The pre-authentication mechanism will reduce the handover delay time when a mobile node moves across heterogeneous networks. This will ensure seamless connectivity for the user during handover and maintain the user satisfaction with the service provider. The pre-authentication security related signaling is performed using the existing infrastructure in place to support handover across heterogeneous networks. Hence there is minimal additional cost involved in implementing authentication mechanisms for this mobility scenario. 
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