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Much knowledge and experience has come from Europe,
where screened cabling has been deployed for many years.
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11 Screening practices

11.1 General

This clause applies when screened cables or cables with screened elements or units are
used. Only basic guidance is provided. The procedures necessary to provide adequate
earthing for both electrical safety and EM performance are subject to national and local
regulations, always to proper workmanship in accordance with ISO/IEC TR 14763-2, and in
certain cases to installation specific engineering. Some cabling employs components that
utilise screening for additional crosstalk performance and is therefore also subject to
screening practices. Note that a proper handling of screens in accordance with
ISO/IEC TR 14763-2 and suppliers’ instructions will increase performance and safety.

11.2 Electromagnetic performance

Cabling screens should be properly bonded to earth for electrical safety and to optimise EM
performance. All cabling components which form part of a screened channel should be
screened and meet the screening requirements given in Clauses 9 and 10. Screened cabling
links shall meet cabling screening requirements given in 6.4. Cable screens shall be
terminated to connector screens by low impedance terminations sufficient to maintain screen
continuity necessary to meet cabling screening requirements. Suppliers’ instructions as how
to make low impedance terminations shall be asked for and observed. Work area, equipment
cords and the equipment attachment should be screened and if so, shall provide screen
continuity.



ISO/IEC 11801 Clause 9 (Cable) & Clause 10 (Connector) Screening Requirements

9.2.2.7 Coupling attenuation

Refer to 3.3.9 of IEC 61156-5 with the additional requirement, that for screened cables type Il
shall be met.

9.2.2.8 Transfer impedance

Screened cables shall meet the requirements of grade 2 in table 2 of IEC 61156-5.

Table 53 — Transfer impedance (screened connectors only)

Requirement
Electrical characteristics Fre'?/l?_'ezncy Connector category Test standard
5 6 7
Maximum transfer 1t0 10 0,1 703 0,103 0,05 0.3
impedance
Q 10 to 80 0,02 1 0,02 1 0,01 1
Maximum transfer 1 0,10 0,10 0,05 IEC 60512-25-5
impedance at key
frequencies 10,0 0,20 0,20 0,10
Q 80,0 1,60 1,60 0,80




11.3 Earthing

Earthing and bonding shall be in accordance with applicable electrical codes or IEC 60364-1.
All screens of the cables shall be bonded at each distributor. Normally, the screens are
bonded to the equipment racks, which are, in turn, bonded to building earth.

NOTE High working frequencies and/or high frequencies of parasitic currents or fields require earthing with low
impedance, which may be realised with a meshed system.

The bond shall be designed to ensure that

a) The path to earth shall be permanent, continuous and of low impedance. It is
recommended that each equipment rack is individually bonded, in order to assure the
continuity of the earth path.

b) The cable screens provide a continuous earth path to all parts of a cabling system that are
interconnected by it.

This bonding ensures that voltages that are induced into cabling (by any disturbances from
power lines or any other disturbers) are directed to building earth, and so do not cause
interference to the transmitted signals. All earthing electrodes to different systems in the
building shall be bonded together to reduce effects of differences in earth potential. The
building earthing system should not exceed the earth potential difference limits of 1 V r.m.s.
between any two earths on the network.
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7.9

7.9.1 General

Segregation of information technology cabling and mains power cabling

This subclause specifies segregation requirements and recommendations for unscreened and
screened cables in accordance with the IEC 61156 series (together with other balanced and

unbalanced,

including coaxial,

cables) with respect to electromagnetic interference from

mains power supply cabling. Where appropriate, the requirements and recommendations are
specific to particular cable specifications.

Table 8 - Classification of information technology cables

Information technology cable
Screened Unscreened Coaxtalitwinaxial
Coupling attenuation ToL Screening attenuation Segregation Class.
al (3010 100) MHz | at (30 10 100) MHz | i (30 to 100) Mz
@ @ ®
=80 - =85
(see Note 1) 70 t0xler (see Note 5) ¢
55 o N
(seo o 2) 260 101g 7 255
=40 250~ 1019 y
(see Note 3) (see Note 4) 0 °
a0 <50~ 10x1g a0 a

NOTE 1 Calogory 5.6, 6.7 an 7, cables meeiing the Type Ia coupling alenualion requirements of
£ 8T Tb s and G 611566 mest seqreanion Closs

NOTEZ  Gatogory 5, . 6, 7 and 7, cables meeling tho Type Il coupling atenuation recuirements of
IEC 61156-5 and 1EC 611566 meet segregation Class

NOTE3  Category 5 and 7, cables mesting the Type Il coupling aftenuation requirements of
TE ST TE s Ind TG 611566 mest seqreamion e b

NOTE 4 Gatogory 5.6, 6, 7 and 7, cables meeting he Lavel 2 TCL requirements of IEC 61156:5 and
EC S5 ol segregation Gl - Thove cabos may deive eriomence o soaregaton
Glass *c” or "d" provided that the relevant requiremens are also met

NOTE 5 Cables in accordance with IEC 61196-7 (ISO/IEC 15018, Category BCT-C) meet segregation
Class “d

Table 9 - Minimum separation S

Containment applied to Information technology or
mains power cabling
Segregation | Free space separation | Open metallic | Perforated metallic | Solid metallic
las: i.e. withou N
electromagnetic barrier) NOTE 1 NOTE 2, NOTE 3
(from Table &) o oo ) ¢ ) ¢ )
mm mm mm mm
d 10 8 5 0
< 50 38 25 0
b 100 75 50 0
a 300 225 150 0

a The upper surface of installed cables shall be at least 10 mm below the top of the barrier,

NOTE 1 Screening performance (DC to 100 MHz) equivalent to welded mesh steel wire mesh cable tray of
mesh size 50 mm x 100 mm _(excluding cable ladders). This screening performance is also
achieved with a steel cable tray of less than 1,0 mm wall thickness and/or more than 20 % equally
distributed perforated area.

NOTE2  Screening performance (DC to 100 MHz) equivalent to a steel cable tray of at least 1,0 mm wall
thickness and no more than 20 % equally distributed perforated area. This screening performance
is also achieved with screened power cables that do not meet the performance defined in Note

NOTE 3  Screening performance (DC to 100 MHz) equivalent to a steel conduit of 1,5 mm wall thickness.
Specified separation is in addition to that provided by any divider/barrier.

Table 10 - Power cabling factor P

Electrical circuit type Quantity of circuits Power cabling factor “P"
(see *°?) (see ?)
20A 230V 1-phase 103 02
4106 04
7109 06
101012 08
131015 1.0
16 10 30 2
311045 3
46 t0 60 4
611075 5
~75 6
* The power cabling factor shall be used as a multiplier for the calculation of distance A from
Table 9.
®  3-phase cables shall be treated as 3 off 1-phase cables.
© More than 20 A shall be treated as multiples of 20 A
¢ Lower voltage AC or DC power supply cables shall be treated based upon the their current
ratings, i.e. a 100 A 50 V DC cable = 5 off 20 A cables (P = 0,4),

Segregation Class = “a
(from Table 8)

”

Select containment
(from Table 9)

/

Determine S
(from Table 9)

Determine P
(from Table 10)

CLF

Separation
A=SxP

®J

mains power cabling

information technology cabling



7.10.3 Screened cabling

The cabling shall be terminated in accordance with 8.10.3.

The screen shall be continuous at and between connectors providing the connection to the
application-specific equipment via a cabling channel.

8.10.3 Screened balanced cabling

Cable screens shall be terminated at each termination point. Balanced cabling screens shall
be terminated in accordance with the connecting hardware manufacturer’s instructions to
maintain the intended performance of the cable screen termination to the connecting
hardware.

Where instructions for termination of cables are not available from the manufacturer/supplier
of the connecting hardware, the conductive surface of the cable screen shall be terminated to
conductive surface of the connector screen.
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4.7.1.2 Screened cabling

The installation of the cabling shall be in accordance with 5.3.6.3.
The screen shall be continuous from the transmitter to the receiver.

The planning of the installation shall consider the effect that the earthing of the cabling screen has on the
electromagnetic performance of the screened cabling. Independent of earthing for the purposes of safety:

a) where the screen is earthed at one end only the screening effectiveness for low frequency electrical
fields depends upon the performance of the cable screen;

b) additional screening effectiveness is provided against high frequency electromagnetic fields if the screen
is earthed at both ends.

NOTE 1 The connection of equipment to installed screened cabling which has been earthed at one end only may result in the system
becoming earthed at both ends.

Special materials (e.g. u-metal, Permalloy etc.) are typically required to improve screening performance at
very low frequencies magnetic fields (e.g. 50 Hz).

NOTE 2  Further information is provided in Annex A.



5.3.6 Jointing and termination of cables
5.3.6.1 General

Cables shall be jointed or terminated in accordance with the instructions provided by the
manufacturer/supplier of the connecting hardware. If special tools are required for jointing or termination,
then only those recommended by the manufacturer shall be used.

Cable elements not terminated within connecting hardware shall be treated as detailed in the installation
specification.

Sharp bending that would compromise transmission performance of cables shall be avoided.

Following jointing or termination, the cable elements shall be arranged within the closure in a manner that
allows access to individual connectors, joints and cable elements with minimal disruption to neighbouring
components during subsequent repair, expansion or extension of the installed cabling.

The presentation of cable elements within joints, terminating and connecting hardware and closures shall be
in accordance with the installation specification.
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5.3.6.3 Screened cabling

The cable screen shall totally surround the cable along its entire length (a screening contact applied only
through the drain wire has little effect at high frequencies).

Cable screens shall be terminated at each termination point to maintain the intended performance of the
cable screen termination of connecting hardware. Where instructions for termination of a specific cable are
not available from the manufacturer/supplier of the connecting hardware:

a)

b)

c)
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special attention shall be paid to the assembly of connection elements. The screen contact shall be
applied over 360 degrees according to the Faraday cage principle. The screening connection shall be of
a low impedance design;

the screening shall continue through an appropriate screen connection; normal pin contacts alone shall
not be used;

discontinuities in the screening shall be avoided: e.g. even small holes in the screen, pigtails or loops;
NOTE Discontinuity dimensions of the order of 1 % to 5 % of the wavelength can reduce the overall screening effectiveness.

screen connections shall be firmly fixed, for instance by strapping or clamping;

screens shall not be used as a strain relief;

screens shall be bonded in accordance with the installation specification and additional planning
information (see 4.7);

screen connections shall be safeguarded against corrosion and a good electrical contact between all
parts is ensured (maintenance periods may be dependent upon the environment, see EN 50174-1).
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Where to Obtain Copies?

http://webstore.iec.ch

https://www.iso.org

http://webstore.ansi.org




