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Objectives
• We are interested to study the Undetected Error Probability (Pue) of the 802.3 

CRC used to compute the FCS field of the Ethernet frame

• We will show that the 802.3 CRC behaves pretty well as a proper CRC code, 
therefore, the Pue is bounded by Pue ≤ 2-32 for any input bit error probability 0 
< p ≤ 0.5 and length of Ethernet frame ≥ 64 bytes

• This property of the 802.3 CRC code will be used for MTTFPA analysis of 
coded-modulations for GEPOF

2



IEEE 802.3bv Task Force - January 2015

PO
F

Knowledge Development 

CRCs - background
• Cyclic redundancy check (CRC) codes are shortened binary cyclic codes that 

are widely used for error detection on digital communication links and data 
storage

• In order to detect errors in an information block of k bits                            , a 
block                              of m parity bits is added (the CRC field), yielding a 
codeword c = [i, r] consisting of n = k + m binary digits

• The block r of parity bits is computed from i, using a linear feedback shift 
register (LFSR) in such a way that                                            ,                      
where                                             and                                                  are the 
information and parity bits, respectively, interpreted as polynomials, and 
where g(x) is the generator polynomial of the code implemented in the LFSR

• Error detection at the receiving end is made by computing the parity bits from 
the received information block, and comparing them with the received parity 
bits. An error is declared to have occurred if the received CRC and computed 
CRC values are not equal

3

i = [i0,i1,...,ik−1]
r = [r0,r1,...,rm−1]

r(x) ≡ (xm ⋅ i(x))modg(x)
i(x) = i0 + i1x + ...+ ik−1x

k−1 r(x) = r0 + r1x + ...+ rm−1x
m−1
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Error detection properties of CRCs
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• To measure the degree of goodness of an (n,k) CRC code C generated by g(x) 
we have to investigate about two properties:
• Minimum distance (dmin) of the code: Minimum Hamming distance between all distinct 

pair of codewords     codewords differ in at least dmin positions
• A code with minimum distance dmin can detect all error patterns of weight less than or equal to (dmin-1)

• Undetected error probability (Pue): Probability that an error occurs during transmission 
that cannot be detected by the decoder
• An undetectable error pattern e can also be viewed as one transforming a given codeword c into a 

different codeword c’ = c + e. This is only possible when the error pattern is a codeword by itself 
(because of the linearity of the code)

• The undetected error probability is thus the probability that channel noise produces an error pattern 
equal to a nonzero codeword of the CRC code

• For a binary symmetric channel (BSC) with bit error probability p, the probability of undetected errors 
for the code C is given by:

• On a low-noise BSC, which tends to produce low-weight error patterns more frequently than error 
patterns with a large Hamming weight, it thus appears reasonable to use a CRC code that has a 
maximum minimum distance       dmin does dominate the undetected error probability on low-noise 
BSCs                                                                                                                        

→

Pue(C, p) = Aj p
j (1− p)n− j

j=dmin

n

∑ , where Aj is the number of codewords of weight j

→
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Undetected error probability of CRCs (1/2)
• The most important expectation from a CRC code is a very low probability for 

undetected errors
• Pue is the popular appraisal parameter to decide whether CRCs are good or proper

• The probability for undetected errors depends on the generator polynomial 
g(x), the bit error probability p and the codeword length n
• Choice of generator polynomial g(x) is a critical parameter for the performance of a CRC

• To compute the exact value of Pue we need to know the weight distribution of 
the code. Unfortunately the determination of this distribution is a 
computationally hard problem and it is known only for a very small number of 
codes.

• If the errors on the channel occur randomly with p = 0.5, then Pue is equal to 

• This stems from the fact that with p = 0.5, all     received words are equally likely and out 
of them          will be accepted as valid codewords although they are different from the 
codeword transmitted  

5

 2−(n−k ) − 2−n ∼ 2−(n−k )

2n
2k −1
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Undetected error probability of CRCs (2/2)
• In general, it is not necessary true that                                     for p<0.5

• CRC codes do not necessarily obey the             bound

• A CRC code is said to be proper if Pue is monotonically increasing in p for 

6

2−(n−k )

Pue(C, p) ≤ Pue(C,0.5)

0 ≤ p ≤ 0.5
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IEEE 802.3 CRC CODE (1/4)
• According to the IEEE Ethernet Standard 802.3, a 32-bit CRC is calculated 

and appended to an Ethernet frame prior to transmission

• The generator polynomial of these codes is

which is a primitive polynomial of degree 32

• The code length n should be a multiple of 8 with                          bits for the 
frame format of MAC (Media Access Control) sublayer of the data link layer 
for the Ethernet

• Fortunately, the error detecting capabilities of the CRC-32 IEEE 802.3 have 
been well studied in the literature:                                   for          

7

g(x) = x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5 + x4 + x2 + x +1

512 ≤ n ≤12144

Pue(C, p < 0.5) ≤ 2
−32 512 ≤ n ≤12144
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IEEE 802.3 CRC CODE (2/4)
• dmin profile for the standard 802.3 CRC-32 code [Fujiwara89] [Koopman02]

8

code length n dmin(n)
3007,...,12144 4
301,...,3006 5
204,...,300 6
124,...,203 7
90,...,123 8
67,...,89 9
54,...,66 10
45,...,53 11
43,...,44 12
33,...,42 15
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IEEE 802.3 CRC CODE (3/4)
• Pue(n) versus n for the IEEE-802 code on the BSC’s with                and 

[Castagnoli93]

                             

9

p = 10−3 p = 10−6

890 IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 41, NO. 6 ,  JUNE 1993 

l o - loo  - 
l o - l l o  - 

, O - l a o  

TABLE VI 
&,in(.) VERSUS n FOR THE CODE CRC-3216 

I , n  

TABLE VI11 
d,,, ( 12 ) VERSUS 71 FOR THE CODES CRC-3214 AND THE STANDARD IEEE-802 

4" CRC-3216 

20 33 
18 34;. . .35 
16 36 
14 37 
12 38. . . . . 43 
10 44; . . ,56  
8 57.. . , 306 
6 
4 

307. . , . , 32 768 
32 769.. . . . 65 534 

2 265  535 

TABLE VI1 
d , ; , ( R )  VERSUS R FOR THE CODES CRC-3215.1 AND CRC-3215.2 

dmin IEEE-802 CRC-3215.2 

17 
15 
14 
13 
12 
11 
10 
9 
8 
7 
6 
5 
2 

33,. . ' . 35 

36.. . . , 49 
50;. . ,  53 
54.. . ' . 59 

60.. . . 90 
91,. . ' .  113 

114 :... 1092 
1093,. . . 65 537 

265  538 

33, ' ' ' , 34 

35 
36:.., 38 

39, . . , 52 
5 3 , . . . ,  68 
6 9 , . . .  . 80 
81 :... 110 
I l l ; . .  . 266 

267,. . 1 1029 
1030,. . . . 65 535 

265  536 

for the code CRC-32/5.1. Note that also for p = 16 [8] and 
p = 24, the best Zetterberg code is slightly better than the best 
code in the corresponding class of CRC codes whose generator 
factors into two irreducible polynomials of the same degree. 

The code CRC-32/4 is the best code that resulted from an 
optimization of the dmin profile of some 47000 CRC codes 
with a generator that factors into ( E  + 1) times a primitive 
polynomial of degree 31. Since there are 2 . (230 - 1)/31 
primitive polynomials of degree 31 in GF(2)[x] ,  it was im- 
possible to test all CRC codes of this class. Our CRC-32/4 
code has dmin = 6 up to the block length n = 5275. Its dmin 
profile is given in Table VIII. 

The standard code IEEE-802, whose generator polynomial 
was suggested by Hammond et al. [ l l ]  and which is used 
in the IEEE 802.3, 4, 5, and 6 protocols (Ethernet, Token 
Passing Bus, Token Ring, and the Metropolitan Area Network) 
as well as in the FDDI protocol, was also investigated for 
reasons of comparison. Its generator is a primitive polynomial 
of degree 32, and thus has dmin = 3 up to n, = 232 - 
1 = 4 294 967 295 z 4.3.  lo9,  which safely exceeds any frame 
length ever to be encountered in practice. Its dmin profile is 
contained in Table VIII, and its P,, performance on a quite 
noisy BSC and on a low-noise BSC is given in Fig. 2. The 
IEEE-802 code was investigated earlier by Fujiwara et al. [12]. 

Table IX contains a list of all CRC codes with 32 parity 
bits that are treated in this paper, and in Fig. 3 we give typical 
values (see Note 1 below) of undetectable-error probabilities 
P,, of CRC-32 codes with various dmin at all block lengths. 

dmin IEEE-802 CRC-3214 

18 33 
16 34.. . ' .  38 
15 33.. . . . 42 
14 39;.. . 40 
12 43.. . ' . 44 4 1 , . . . ,  52 
11 
10 54;. , . 66 53; . . .79  
9 
8 90.. . . , 123 80. . . , 209 
7 
6 204.. . , 300 210.. . , , 5275 
5 

45, ' . ' , 53 

67.. . . . 89 

124.. . . . 203 

301,. . . . 3006 
4 3007. ' . , za 5276.. ' '  ~ Z3' - 1 
3 s + i . . . . , 2 3 2 -  1 
2 2232 2231 

a~ 2 64000. 

l 1  
10-10 

10-20 

10-50 I I I I I n  

10' 1 o2 1 o3 1 o4 1 o5 
Fig. 3. P,,(n) versus R for CRC-32 codes with various minimum distances 

&,in on the BSC's with E = lop3 and lop6 .  

The values of P,, are given for a quite noisy BSC (crossover 
probability t = lop3) and a low-noise BSC ( E  = 

Note 1: In Figs. 1-3, we have presented Pue(n) as com- 
puted via the dual code's weight distribution according to 
[13]. The values for P,, have therefore not been obtained 
by any approximation. However, it should be emphasized that 

I 1 -  

code-word length (bits)
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• Pue(p) versus p for the IEEE-802 code on the BSC’s for             with                
and n = 12144 [Fujiwara89]

988 IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 31, NO. 9, SEPTEMBER 1989 

The Probability of 
undetectable error 

. -232 

n 

Bit-error rate E 
The probability that a received vector contains an undetectable error pattern, denoted P,(C,, e),  for a binary symmetric channel with bit-error rate e. 

Fig. 1, 

The Probability of 
detectable error 

pd(cn,  E)  
I 

1 

10'1 

n =  

n =  
n =  

512 

1024 
2048 

n =  4096 
n =  8192 
n =12l44 

1 0 3  - 
10-5 10-4 103 10-2 10-1 ID 

Bit-error rate E 
Fig. 2. The probability that a received vector contains a detectable error 

pattern, denoted P,(C,, E ) ,  for a binary symmetric channel with bit-error rate E .  

The remaining problem is to determine d, for 55 5 n < 
512 and 2048 < n < 4096. It follows from (3, (6), and (10) 
that 

4 s d n s 5 ,  for 2M8<n<4096 (1 1) 

5 s d n s 1 0 ,  for 55sn<512.  (12) 
Let n ( d )  be the minimum code length of C,'s which have the minimum distance d or less. For each d with 4 5 d 5 9, we 
compute n ( d )  by the method shown in the Appendix. In Table 11, we show d, for 33 5 n 5 12 144. It takes 77 s to compute n ( d )  for 4 5 d 5 9. 

TABLE I1 
MINIMUM DISTANCE OF c, 

code length 
n 

minimum distance 
dn 

4 

5 
6 

7 

a 
9 

10 

11 

12 

15 

IV . DOUBLE-BURST ERROR-DETECTING CAPABILITY 
When a shortened cyclic code with generator polynomial of degree m is used for error detection, it is known [4] that 
1) any single-burst error pattern of length m or less can be detected, and 
2) the ratio of undetectable single-burst error patterns of 

length b with b > m to all the burst error patterns of length b is 
a) IDrn- ' ,  if b = m +  1 
b) 1/2", otherwise. 

In this section, we consider double-burst error patterns. A 
double b-burst error is an error pattern consisting of two single-burst error patterns of length b or less. Any double b- burst is detectable if and only if any single-burst error of 
length b or less can be corrected. For a positive integer b, let nb be the maximum code length such that Crib has the capability of correcting any single-burst error of length b or less. We 
compute n b  for 9 5 b 5 16 by using the algorithm in [5]. The 
results are shown in Table 111. 

APPENDIX 

A METHOD FOR COMPUTING n ( d )  
From (6) and (lo), we have that 

55~n(d)~409 6, for 4 5 d S 9 .  
Let h be a predesigned integer. For 4 5 d 5 7, we chose h 

= 2, and for 8 5 d 5 9, we chose h = 3. For integers n, d ,  and h , define the following sets of polynomials: 
&(n, d ,  h)={l+XJl+Xj2+...+XJd-h-2+X"-': 

0 < j, < j2 < * < j d - h - 2  < n}, 
&(n, h )  = { Xi, +X'2+ * * +Xih: 

O <  il < i2< - < ih< n - l}. 
Then n (d) is the smallest n such that there is a polynomial pair 
q ( X )  in Sl(n, d, h )  a n d p z ( X )  in Sz(n, h )  which satisfy 

PI(W mod ~ ( X ) = P ~ ( X )  mod g ( X )  
and the number of nonzero coefficients of polynomial p1 ( X  ) + pz(X) is d. Hence, for each polynomial p l ( X )  in Sl(n, d, h )  with n L 55, by checking whether or not there is such a polynomialp2(X) in S2(n, h), we can find n(d) .  This can be 

IEEE 802.3 CRC CODE (4/4)

10

n = 2i 9 ≤ i ≤13

Deviation respect proper
bound is very small

Pue ≃ 2-32 for any n and
p > 0.5·10-3 



IEEE 802.3bv Task Force - January 2015

PO
F

Knowledge Development 

Conclusion
• The 802.3 CRC approximates pretty well the performance of a proper CRC 

code, therefore, the undetected error probability (Pue) is bounded by Pue ≤ 2-32 
for any input bit error probability 0 < p ≤ 0.5 and length of Ethernet frame ≥  
64 bytes

11
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Questions?


