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Introduction

* Mean Time to False Packet Acceptance (MTTFPA) is targeted to be longer than

Age of the Universe.

* As IEEE 802.3 CRC32 and self sync scrambler do not share common factors,
CRC32 burst error detection capability is maintained although the descrambler
multiplies the errors by 3 times. CRC32 can detect the following errors for
Ethernet packets up to 9K Bytes [2].

 Up to three random errors
 Two bursts of up to 8 bits
* One burst of up to 32 bits

* However CRC32 burst error detection capability can be compromised,
 |If 64B/66B block sync head or type field is corrupted, or

« |If there is error spill-in/spill-out. In case of error spilling, 4-bit hamming
distance of CRC32 has been certified by exhaustive simulations.
walker 1 0100.pdf
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Introduction

An Ethernet packet:

LL Pad
Preamble | Ot | pa|salT/L| BC Payload *“ | Fcs | PG
Delimiter (OPT) (opt)

o] ] e

The frame from DA to FCS is checked by CRC32.
A basic Ethernet frame is between 64 to 1518 octets.

After 64B/66B coding, a 64-octet frame consists of 10 blocks.
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4 ™
64B/66B Code Overview

Pure data block has a “01” sync head and eight 8-bit data.
(1] DO | DI | D2 | D3 | D¢ D5 | D6 | D7

* Pure command block has “10” sync head, one 8-bit type field and 8 7-bit
commands.

ol 70 [ |2 a7 s s | 77

Mixed command/data block has “10”, one 8-bit type field and 8 7-bit field.
Start of packet (SOP) and end of packet (EOP) are implicitly transmitted. The
following two blocks have EOP at different locations:

oloxsr |0l o[22 | el s Lo L7

1ol oxs9 | o0 |1 72 || a5 | 2o 7

“00” or “11” are invalid sync heads.
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64B/66B Blocks in 10GBASE-R

Input Data ? Block Payload
c
Bit Position:] 0 1] 2 65
Data Block Format:
Dp D4 Dz Da/Dg Ds Dg DA 01 Dg Dy | Dy ‘ Dy | Dy ‘ D | Dg | Dy
Control Block Formats: E;;Ek Type

CgCyCaCalCaCsCaCrl 10| Oxile Cy C Cs Ca Cs | Cg | Ca ‘ C7
CpCyCaCy/0s D500 10| Dxd Co Cy Cs Ca Os Dg Dg Dy
CoCiC2CaS4DsDg D7 | 10| 0x33 Co Cy Cy Ca Ds Dg Dy
OpDy Dy D9Ss D5 D D7 | 10| oxe6 Dy D2 D3 Op Ds Dg D;
0Dy D2Dx/0s D50 07| 10 [ Ox55 Dy Dy Ds Op | Os Ds Dg D7
SpD4 Dy D904 D505 0-[ 10| 078 D D, D, Dy Ds Ds O,
OgDy Dy D9fC4 C5CeCy] 10|  Dmdb Dy Dy Dy og | Ca Cs Cg Cy
TpCiCaCalCaCsCaCr | 10| mma7 | | | | ‘ ‘ | [ Cs Cq Ca Cs Cg C;
DpT{CaCa/CaCsCaCr[ 10| Dxaa Dyg | ‘ ‘ | | Ca Cs Ca Cs Cq C7
DpDy T2 Co/CaCeCaCr | 10| Dxaa Dy Dy | | Ca Cq Cs Cq Cy
DDy Ds TafCy CsCaCr [ 10| Oxbd Dg Dy Ds ‘ | | Cy Cy Cq Cy
DgDyDeDafT4 CsCsCr | 10 Oxce Dg Dy D2 Da Cs Cg Cy
DpDyDaDaDy T5CaCr | 10| oaz Dg D D2 Da Da Ca Cr
DoDyD2DyDsDsTeCr | 10| Oxet Dg Dy Dy Da Dy Ds Cr
DgDyD; D904 D50 T | 10|  0ucit Dyg D; Dy Dy Dy Ds Dg

» Block type field has 4-bit hamming distance.
» Errors on type field could corrupt frame structure.

* 64B/66B validity is checked in PCS
IEEE P802.3by 25 Gb/s Task Force
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A 64-octet Frame with Minimum IPG

IDEDEIEREEEEEREREE-—— rreamble/srD
oft| Do | Di | D2 | D3 | D+ DS5| D6 | DT
o[t/ oo |oi| 2|3 [De]Ds|D6| D7
oft| Do |pi | D2 | D3 D] DS5| D6 | DT
oft| Do |pi | D2 | D3 D] DS5| D6 | DT

/1] Do Dt | D2 | D3 |D4|D5 | D6 | DT
0/ 1] Do [ Dt | D2 | D3| D4 D5 | D6 | DT
0/1] Do | DL D2 | D3 |D4|D5 | D6 | DT
o[1] Do | D1 D2 ] D3 D4|D5 | D6 | DT
NN E R A A EAEZE—— Terminate block containing 7 idles

Frame

PCS checks 604 bits for a 64-octet frame:
10 bits in the start block
66*8 bits in the data blocks
66 bits in the terminate block. (Invalid control codes are marked as errors)

‘ IEEE P802.3by 25 Gb/s Task Force May 2015

/




e

MTTFPA for Random Errors

IS not considered.

 Due to the error multiplication effect o
the descrambler, the “packet size” for
the error rate calculation is roughly:
64-octet frame: 58+66*9=652 bits
1518-octet frame: 12648 bits

« MTTFPA s not a problem when there
IS no DFE error propagation.

a IEEE P802.3by 25 Gb/s Task Force
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MTTFPA (years)

A conservative estimation can be made by assuming any four or more errors will
generate a false packet acceptance event (walker 1 0300).

» Walker’s result is conservative by 232 as CRC32 random error detect capability

MTTFPA
—1518-octet Frame
— 4-octet Frame
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MTTFPA with DFE EP

« Adding DFE error propagation in

Walker’s analysis as in 802.3ap [3,

5]. Not conservative by 2"32.

* Gilbert error propagation model is
used to DFE error propagation
analysis. Suppose parameter “a”
(Pgp) can be constraint to 0.35 for
no-FEC operations. [6]

« At DER=1e-12, MTTFPA is
5.25e6 years for “a”=0.1 and
1.23e5 years for “a”=0.35.

° IEEE P802.3by 25 Gb/s Task Force

MTTFPA {years)
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MTTFPA Estimation for 64-octet Frames
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MTTFPA Calculation Analysis

- MTTFPA calculation on slide 8 is conservative because bursts longer than 4bits can
be detected in most cases if there is no 64B/66B sync head/type field corruption.

« CRC32 burst detection capability is maintained after the self sync descrambler

if all the errors are contained in the same frame.

« When there is error spilling, 4-bit burst detection capability is conservative. In

this case, only certain error patterns are undetectable [4].

« Aburst caused by a 1-tap DFE contains only all 1°s. Exhaustive simulations for
bursts up to 32 bits have been performed and show that this kind of burst is

always detectable even with error spilling.

@ IEEE P802.3by 25 Gb/s Task Force
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Errors on Transcodes/Type Fields

 Type field has hamming distance 4. Errors on sync head/type field could corrupt
the structure of a frame. Therefore, CRC32 detection capability may be
comprised. There are mainly 4 cases:

1. If the sync head of a data block is corrupted to “10” and the type field happens
to be valid. A data block could become a terminate block and a packet is
“shortened”.

2. If the sync head of a terminate block is corrupted to “01”. A terminate block
becomes a data block.

3. Type field corruption of a start block could change the location of the SOP

between SO and S4.
4. Type field corruption of a terminate block could change the location of the
EOP.
e IEEE P802.3by 25 Gb/s Task Force May 2015
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64B/66B Validity Check:

» Some transcode and type field errors can be detected by validity check in PCS.

« Case 1, if a data block is corrupted to a terminate block. Its following block is a
data/terminate block instead of a control/start block. This block is invalid.

« Case 2, a corrupted terminate block do not cause a problem as the following
block is a control block. A control block inside of a packet is invalid.

 Case 3, changing the location from sO to s4 would create 4 control characters
that must valid, so it very unlikely. Changing from s4 to sO requires changing
type field from 0x33 to 0x78. This is not possible for a simple burst (caused by
a 1-tap DFE), but possible for a burst from a unconstrained DFE.

 Case 4, a shorten framed is not a problem for the same reason in case 3.
However elongated packet is a problem.

@ IEEE P802.3by 25 Gb/s Task Force May 2015
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Case 4.

» There are 8 possible cases that a packet can be elongated by a simple burst

4°b1111 and still valid.

« Due to the 3x error multiplication effect of descrambler, the probability for this
to happen is: P-=DER*3*P,"3*(1-Pg,)*8/8

B oo
10101010
10110100
11001100
11010010
11100001
1111111

10101010
10110100
11001100
11010010
11100001
11111111

10110100
11001100
11010010
11100001
11111111

@ IEEE P802.3by 25 Gb/s Task Force

11001100

11010010

11100001

11111111

11010010
11100001
11111111

10000111 10011001 10101010 10110100 11001100 11010010 11100001 11111111

11111111
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MT TFPA Estimation for 1-tap DFE:

 Asingle burst up to 32 bits is always ) —
detectable. N i [
10 ; _:_ Age'of u?e Universe [
« All frame structure corruptions can be
detected by PCS except case 4. e

- MTTFPA achieves AOU when DER=1e-15.
MTTFA at DER=1e-12 for “a”=0.35 is
4.05e7 years; for “a”=0.1 is 1.25e9 years.  «

MTTFP 4, (y ars)

At DER=1e-12, “a”=0.35 and 0.1 are T I R B
corresponding to normalized DFE
coefficients 0.54 and 0.44. DFE coefficient
limit 0.5 in Table 110-10 indicates “a”=~0.35
due to the existence of multiple taps. [6]

* To meet MTTFPA at DER=1e-12, “a” needs
to be ~0.05 corresponding to DFE tap value

0.41.
@ IEEE P802.3by 25 Gb/s Task Force May 2015




4 ™
DFE Coefficient Constraints

« DFE coefficient constraints are needed to guarantee MTTFPA but this may
Impact DER.

« We tried test case 1 and 2 in COM model. All settings are default for CR4
except DER, is set to 1e-12.

 Considering there are multiple DFE taps, DFE coefficients are constrained to
0.35 for bmax(1) and 0.1 for bmax(2...n).

 For DFE with feedback taps [0.35, 0.1], the probability to have 4-bit bursts at
DER=1e-12 is about le-4. This is similar to a single tap DFE with tap value
0.41 (“a”=0.05).

@ IEEE P802.3by 25 Gb/s Task Force May 2015
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4 ™
TE 3m Cable Results

awG | DFE
\\ :
Constains 0l b DEE bl

3.436 0.547 2.674  0.449
3.119 0.34 2.678 0.32

2.178 0.485 1.335 0.450
1.764 0.35 1.129 0.35

28

» Without constraints, DFE coefficients are larger than the limit.

* There is ~0.3dB COM loss due to the constraints.

e The victimis P2_TX2 in [7].
@ IEEE P802.3by 25 Gb/s Task Force May 2015
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4 R
Amphenol 3m Cable Results

DEE
RX :
Constraints DFE b DEE bl

2.720 0.61 1.943 0.45
2.372 0.35 1.790 0.35

2.874 0.51 1.983
2.542 0.35 1.833 0.35

P1RX1

P1RX3

* Without constraints, DFE coefficients are out of the limit for MTTFPA.

e COM loss due to the constraints is ~0.3dB.

G IEEE P802.3by 25 Gb/s Task Force May 2015
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4 ™
MT TFPA Improvement

« |f we add length check in PCS, case 3 and 4 no longer can be caused by a
single burst.

 MTTFPA is dominated by double bursts and is not a problem.

* On PCS TX side, extra 14 length information bits need to be inserted after EOP
to replace 2 idles. PCS validity check needs to be changed for length check
Instead of idles for these two control codes after EOP. For example, the
terminate block of the 64-octed frame needs to be changed to:

L0124 25 L2 | r-

« Alternative, 16 bit length information can be added before EOP. Type field
needs to be changed. PCS validity check rule stays the same.

CTOTAR o~ oo [ 2 125 L | -

@ IEEE P802.3by 25 Gb/s Task Force May 2015 /
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MT TFPA Improvement

Alternatively we can add another layer of CRC:

« With CRC8, MTTFPA = 4.05e7*2"8=1.04e10 Years for a=0.35 and
MTTFPA=1.25e9*2"8=3.20e11 years for a=0.1.

 With CRC16, MTTFPA = 4.05e7*2"16=2.65e12 Years for a=0.35 and
MTTFPA= 1.25e9*2716=8.19e13 years for a=0.1.

A unscrambled CRC 8 has been adopted in 10GBase-T clause 55.

As in the length check, extra 8 orl4 CRC parity bits need to be inserted after
EOP to replace 1 or 2 idles. 64B/66B validity rule needs to be modified for the
control codes after EOP.

0TS T cuclcnc L [ 2 25 | 20 | 27—

CRC8 or CRC16 parities can also be added before EOP to keep 64B/66B
validity check rules. But type field content needs to be changed.

0 ES R e i A A A A
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Conclusions and Proposals:

» DFE error propagation has a huge impact on MTTFPA. DFE shape is
suggested to be constrained to guarantee MTTFPA at certain DER.

« MTTFPA at DER=1e-12 is not a problem if there is no DFE error propagation.

« With DFE error propagation, MTTFPA fails at DER=1e-12. We suggest to take
one of the following actions for no-FEC operations.

1. Add extra length or CRC check.
2. Set COM parameters: bmax(1)<0.35 and bmax(2...n)<0.1.
3. Set DER target to 1e-15.

@ IEEE P802.3by 25 Gb/s Task Force May 2015
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