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• Review MACsec/802.1X basics including support for 
shared media

• Outline options for MACsec on SPMD
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Goals

IEEE 802.3da SPMD TF



3

MACsec Basics
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https://1.ieee802.org/security/802-1ae

https://1.ieee802.org/security/802-1ae
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802.1X Basics
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https://1.ieee802.org/security/802-1x/

https://1.ieee802.org/security/802-1x/


• MAC Security Entity: SecY
• Key Agreement Entity: KaY
• Secure Association Identifier: SAI
• Connectivity Association: CA
• Secure Channel: SC
• Security Association: SA
• Secure Association Key: SAK
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MACsec terms
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MACsec & Shared Media
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• 4 member LAN (e.g. SPMD mixing segment)
• Secure communications between 3 of the members
• Each SC provides unidirectional point-to-multipoint communication
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MACsec & Shared Media example
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802.1X and Shared Media
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• MACsec/802.1X natively support multidrop
• Options on how to model communications

• Any to any (Single CA with per node point to multipoint SCs )
• Point to point switch to end device and point to multipoint 

switch to end devices for multicast/broadcast
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MACsec & SPMD
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• MACsec can be used to provide secure 
communications on multidrop networks such as 
802.3da

• 802.3da does not need anything extra to support 
MACsec

• Multiple options available for modelling 
communication.
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Conclusion
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