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F(90,50) =
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41dbμv/m for ATSC UHF
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Channel 54 in the Eastern US

A Grade B contour is the 
geographic area in which it is 

predicted that a consumer 
with an outdoor rooftop 

receiving antenna can pick up 
a signal of Grade B intensity 

from the local network 
broadcast station

F(90,50) =
90% of time

50% of locations
41dbμv/m for ATSC UHF
64dbμV/m for NTSC UHF
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Transition Channels 14 – 59                     All Blocked                  10+ Free

Broadband Communities
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Cognitive Radio

source: Steve Shellhammer, IEEE 802 EC SG
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Remember . . .
Part 15 Rules Provide Few Rights

• 15.5(a) Persons operating radiators have no right to continued use of any frequency by virtue of prior 
registration or certification of equipment

• 15.5(b) No harmful interference is caused, and interference must be accepted that may be caused by the 
operation of an authorized radio station

• 15.5(c ) The operator of a radio frequency device shall be required to cease operating the device upon 
notification by a Commission representative that the device is causing harmful interference

----> just like Wi-Fi!!
And TV gets priority . . .
• The FCC has protected all existing licensed uses:

(A) Digital TV stations, 

(B) Digital and analog Class A TV stations,

(C) Low power TV stations,

(D) TV translator and booster stations, 

(E) Broadcast Auxiliary Service stations,

(F) Cable TV headends, 

(G) TV translator station receive sites, 

(H) Sites where low power auxiliary, including wireless microphones and wireless assist video devices are used, and their schedules for operation

• The FCC has protected some TV band Private Land Mobile Radio Services/Commercial Mobile Radio 
Services in 13 metro areas

• TV white space at a location is the unused TV channels at that location at that time (wireless 
microphones come and go)

• Licensed uses continue to be protected to their full extent of operation

source: Peter Ecclesine, IEEE 802.11 WNG

Stephen G. Rayment (BelAir Networks) et al

March 2009
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Current Digital Dividend Consultations

There are two relevant Digital Dividend consultations out at the moment:

Digital Dividend : Clearing the 800 MHz Band closing date 20/04/09

http://www.ofcom.org.uk/consult/condocs/800mhz/

Digital Dividend : Cognitive Access closing date 01/05/09

http://www.ofcom.org.uk/consult/condocs/cognitive/

NEXT STEPS

Ofcom would welcome input either as individual companies or as IEEE 802 or both!

March 2009
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It may take years to fully complete the process

• This consultation closes at the end of April
• Depending on the responses, further consultation may be needed, 

particularly on geolocation
• In parallel work at a European level to develop a harmonised approach 

– timescales unclear
• In due course issue a Statement and Statutory Instrument (exempting 

cognitive devices from licensing) as appropriate
• This timing is appropriate because

– Caution is needed before allowing devices that might interfere
– The industry is still some way from producing consumer devices

NEXT STEPSMarch 2009
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Opportunity
• Every person and device on the planet to communicate using 802 standards
• Insufficient spectrum exists to accommodate all possible use cases 

– Creative refarming of spectrum allocated for other purposes
– exploit "unused" spectrum, ie White Space and the 3650-3700MHz band

• Regulators are offering a trade off;
– More Spectrum
– More Complex Management

• TV White Space and 3650 are likely just the beginning
• General approach to the extended MAC

– Radios have to identify "available" spectrum"
– Availability is a function of both primary use and other potential White Space users
– The specific species of 802 devices must coordinate between themselves to 

interoperate in accordance with regulatory policies and avoid interference with the 
Primary Users

– Radios may want to coordinate between themselves in response to environmental (in 
the largest sense) changes. 

• Beyond control (sun spots, multipathing, etc.) 
• Potentially controllable (other 802 species & non 802 radios)

2



Generalized Whitespace Use Cases

• Generalized Use Cases
– 4W generally for rural/suburban

• 4W to 100mW for Long Range Rural/Suburban 
With Extension

• Asymmetric (4W Downlink & 100mW Uplink) 
– Congested Suburban / Urban (100mW)
– Congested Urban (Sensing Only)
– Short Range

• Use Case group used FCC power levels for 
use case descriptions

3



• Outdoor use outside the TV protected contour (41dBμV/m) and 
beyond the keep-out distance of all TV channels used in the area 
and their adjacent channels
• Towns, villages
• Rural areas, Farms
• Suburbs

4W Fixed

• Grain Elevator Enterprise
• Slaughterhouse Enterprise
• Waterpark Enterprise
• Hunting Lodge
• Fishing Lodge
• Agriculture Enterprise
• Military Equipment
• Public Safety Equipment
• All Business Enterprises

• Light Residential/Suburban
• Farming & Agricultural

• Ranching
• Mountainous

Fixed Registered Master
• Database Access
• Cell Towers Installable
• Private Comm. Systems
• Emergency Services
• Water Towers
• 20-30km Coverage
• Suburban
• Consolidated Access 
(MDU/MTU)
• Military Operations
• Public Safety

Fixed Devices

Fixed Devices

Fixed Devicesstar/tre
e/mesh

1/20/20094



4W to 4W fed by 100mW

• Onboard
• Roaming computing devices
• Internet Access
• VOIP

• Mobile
• Push to Talk
• Internet Access
• VOIP• Movable Systems

• Internet Access
• Onboard Tractors
• VOIP
• Broadcast Radio

4W Fixed Master
• Database Access
• Cell Towers Installable
• Private Comm. Systems
• Emergency Services
• Water Towers
• 20-30km Coverage
• Suburban
• Consolidated Access (MDU/MTU)
• Military Operations
• Public Safety
• Private Radio Station

• Indoor or outdoor use outside of both the protected contour
(41dBμV/m) and also the keep-out distance of all channels or adjacent 
channels in use in the area of operation
• Towns, villages
• Rural areas, Farms
• Suburbs

100mW Personal/Portable 
Devices

100mW Personal/
Portable Devices

100mW Personal/Portable 
Devices

star/tre
e/mesh

Access point 
(Portable TVBD or 

Wi-Fi)

≤4W 
Fixed 
CPE

1/20/20095



• Indoor or outdoor use outside of both the protected contour
(41dBμV/m) and also the keep-out distance of all channels or adjacent 
channels in use in the area of operation

• Towns, villages
• Rural areas, Farms
• Suburbs
• Urban/Metropolitan – only where spectrum is available
• Download bandwidth > Upload bandwidth

4W to portable 100mW

• Onboard
• Roaming computing devices
• Internet Access
• VOIP

• Mobile
• Push to Talk
• Internet Access
• VOIP

• Movable Systems
• Internet Access
• Onboard Tractors
• VOIP
• Broadcast Radio

4W Fixed Master
• Database Access
• Cell Towers Installable
• Private Comm. Systems
• Emergency Services
• Water Towers
• 20-30km Coverage
• Suburban
• Consolidated Access (MDU/MTU)
• Military Operations
• Public Safety
• Private Radio Station

100mW Personal/Portable 
Devices

100mW Personal/
Portable Devices

100mW Personal/Portable 
Devices

star/tre
e/mesh

Personal/Portable Devices 
are directly connected at
100mW near the Fixed Master

1/20/2009 6



100mW
• Indoor or outdoor use outside of both the protected contour
(41dBμV/m) and also the keep-out distance of all channels or adjacent 
channels in use in the area of operation
• Suburban Neighborhoods
• Farm
• Wireless device access in a residence or farm or neighborhood
• Areas of weak TV broadcast signals
• Access Points – may or may not be for broadband Internet access
• Unlicensed Voice Applications – ex: Femtocell-like
• Point-to-Point Wireless 
• Physical Area
• LAN 100m
• Residential
• Neighborhood or farm

Registered Master

Personal/Portable 
Devices

star/tre
e/mesh?

Personal/Portable Devices

Personal/Portable Devices



50mW (Sensing Only)
• Indoor or outdoor use outside of both the protected contour
(41dBμV/m) and also the keep-out distance of all channels or adjacent 
channels in use in the area of operation
• Access Points
• Unlicensed Voice Applications – ex: Femtocell-like
• Point-to-Point Wireless (ie Peer to peer/DLS)
• Portability
• Body Area Networks (BAN) – may not be broadband Internet access
• Area
• Indoor Networks
• PAN
• 10m

Registered Master

Personal/Portable 
Devices

Personal/Portable Devices

Personal/Portable Devices



≤ 40mW
• In-building outside the protected contour (41dBμV/m) and beyond the 
keep-out distance of all channels being used in the area
• Body Area Networks (BAN) – may not be broadband Internet access
• Protection Beacons and Microphones
• In-home backhaul
• Network Sensors/Control Devices
• Smart Utility Networks
• PANs 

Personal/Portable Devices Personal/Portable DevicesPersonal/Portable Devices



Use Case ADHOC Conclusions..
• FCC’s TVWS Rules will see “fixes”..

– Current rules do not completely address all potential problems..
– TVWS proceeding is on going thanks to a number reconsideration filings..
– Many Non-US Regulatory bodies watching US TVWS proceeding intently 

• Use of any White Space spectrum will be part of a larger Wireless eco-
system
– And will be driven by Market demands, Policy requirements, & Service Rules

• The most common “use cases scenarios” will likely be hard to predict.. 
– Initial “uses cases” will be driven by existing market forces
– US “legacy regulatory environment” means “innovative uses” may lag 

• TVWS & 3650 are just the beginning of opportunistic spectrum use
– Other approaches being considered in other bands, both here & abroad 

• Other non-802 SDO’s are likely to define Standards to use White Space
• For white space use, 802 might consider..

– Fostering cooperation/liaison's between 802 Standards & Non-802 Standards
– A “more direct, formal, & timely” liaison process with other SDO’s
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Abstract

• This presentation contains the Coexistence 
material for the TV white space Tutorial to be 
given at the March 2009 Plenary Session
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Coexistence Tutorial Outline

• Terminology
• Coexistence Scenarios
• Coexistence Metrics
• Possible Coexistence Mechanisms

March 2009
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Coexistence Terminology
• TV Band Device – An unlicensed wireless device operating in the TV 

white space, according to the FCC R&O
• Coexistence – Effective common use of the spectrum among 

networks of TV band devices
• Primary User Protection – Methods of ensuring that the TV band 

devices do not cause harmful interference to licensed services
– An important topic but distinct from coexistence between TV band devices

• Coexistence Scenario – A description of the two (or more) networks 
of TV band devices including location, power, MAC/PHY layer, and
other information to describe the “problem”

• Coexistence Metric – A measure of how well two (or more) networks 
coexist.  Examples include changes in throughput and latency

• Coexistence Mechanism – A technique to provide effective sharing of 
the spectrum between networks of TV band devices.  Examples 
include DFS, TPC, listen before talk, TDMA, Message-based 
Spectrum Contention, etc.
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Network Class Definitions in this Document
• WRAN

– Fixed outdoor base station serving fixed clients (e.g. 802.16, 802.22)
• WMAN

– Fixed outdoor base station serving indoor and outdoor portable clients
• Could include 802.11 and 802.16 type networks

• WLAN
– Mode II portable Access Point (AP) serving Mode I portable clients
– AP must have Internet access and geo-location

• Could include either an 802.11 and an 802.15 type network

• WAHN (Wireless Ad-Hoc Network)
– Portable Mode I devices

• No Internet Access
– Sensing Only operation

• Could include either an 802.11 or an 802.15 type network 
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Interference mitigation and related parameters 
• Wall isolation

– Between 10-30 dB depending upon wall structure
• Adjacent channel rejection

– Depends of masks and receive filters; 20…55dB
• Receiver blocking

– Beyond the first adjacent channel; degradation of sensitivity levels
• Cause: transmissions of other devices:

– Are not attenuated sufficiently by the receiver filter (receive filter selectivity problem)
– Effects of the out-of-band emissions at relatively low distances (transmitter mask 

problem)
• 6dB degradation in sensitivity starting at relatively low interference levels: -

60dbm
• Receiver saturation

– Nonlinear effect of saturating the RF front-end
– WLAN/WAHN devices are designed for better resistance to saturation, but 

higher sensitivity levels
– WRAN/WMAN devices have lower resistance to saturation

• Due to better sensitivities intended for large area deployments; 802.16: -30 dBm; 
802.22: -8dBm
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A Few Coexistence Scenarios
• Scenario Limited to Geometry and Class of Networks

Coexistence 
Scenario

Network A Network B

1 WRAN WMAN

2 WRAN or WMAN WLAN or WAHN

3 WLAN WAHN
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Coexistence Scenario 1
• WRAN and WMAN base stations similar TX power and 

antenna gain
WRAN Client

(Fixed)
WMAN Client

(Portable)
TX Power 26 dBm 20 dBm
Antenna Gain 10 dB 0 dB
Building Penetration 0 dB 15 dB

• WRAN has approximately 30 dB better uplink
• WRAN has a much larger cell size
• Coexistence problems:

– Un-synchronized down-link and up-link operation
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Coexistence Scenario 1
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Coexistence Scenario 2
• WRAN or WMAN outdoor base stations
• Either

– WRAN outdoor client
– WMAN indoor client
– WMAN outdoor client 

• WLAN or WAHN
– Indoor clients
– Indoor Access Points
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Coexistence Scenario 2

• The CPE is a terminal in the WMAN cell
• In its vicinity operates a WLAN cell

– Both AP and STA interfere with the receiver of the WMAN/WRAN cell
– Interference problems: on the same channel, from adjacent channels, from 

blocking in other channels, from saturation in the entire band

1km

WMAN Cell

WLAN CellCPE

AP
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Coexistence Scenario 3 

• WLAN indoors
• WAHN indoors
• Possible wall penetration between networks

– Adjacent apartments
– Another room in the home
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Coexistence Metrics
• Hidden node probability

– Clear channel assessment may not detect all nodes
• Change in mean throughput

– Throughput with no interference from other network 
minus throughput with interference from other network 
normalized by throughput without interference from other 
network

• Change in mean latency
– Latency with interference from other network minus 

latency without interference from other network 
normalized by latency without interference from other 
network
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Possible Coexistence Mechanisms
• DFS (Dynamic Frequency Selection)

– Limited by number of available channels and inter-channel interference
• Transmit power control
• Listen-before-talk behavior
• Time division multiplex different 802 technologies

– Based on 802.16h
– Synchronization with the GPS clock entity or IEEE 1588 or IETF network time 

protocol entity
– Long enough to let every technology work
– Variants may be designed for specific pairs of interfering technologies

• Message-based on-demand Spectrum Contention
– Adopted in IEEE 802.22 draft standard.
– Based on coexistence beaconing that carries coexistence messages.
– Designed for fair, low-overhead, QoS-aware spectrum sharing.

• Control through a centralized coexistence manager using either 
802.21-like concepts or 1900.4 concepts
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Time Division Multiplex Mechanism

• A specific technology will not be interfered by other 
technology during its Master slot

• During the Common operation only the technology not 
suffering from interference will be active 

• During the Master time slot the coexistence mechanisms 
are according to the MAC approach of each technology
– 802.11 – Contention based
– 802.16, 802.22 – Scheduled

Technology 1 - Master Technology 2 - Master Common operation
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Interference Control using Messaging
• Inter-system communication based on messages

– Higher layers messaging
– Common PHY/MAC may be costly
– Media specific messaging to a common network server

• Transmitter identification
– MAC and/or Network address

• Interferer identification
• Power reduction request
• Channel change request
• Coexistence data-base

– In relation to the FCC-defined data-base
– To be added: MAC / Network address of each fixed transmitter
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Message-based Spectrum Contention

• Multiple TVBD cells share a TV channel on a dynamic (on-demand) 
basis. 

• Each TVBD cell has an exclusive access to a set of data frames 
within a super-frame.

• TVBD cells exchange contention messages, containing random 
contention numbers, to determine their rights of data frame access. 
– The winner of a contention (i.e. comparison of contention numbers) will 

occupy a target data frame.
• Spectrum contention messages are exchanged in the synchronized 

coexistence beaconing windows or through the backhaul.

March 2009
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Conclusions
• Support for coexistence mechanisms so that multiple 

technologies can effectively utilize the spectrum is 
important

• Recommendation
– Assign to the 802.19 TAG the task of studying possible 

coexistence mechanisms in the TV white space, and that any 
person attending the TAG meeting be allowed to vote on motions 
relating to this matter
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Challenges
• FCC/OFCOM/EC allocation of TV Whitespace

• New form of license exempt spectrum management (Master 
Data Base+Sensing)

• Growing Requirements
– Increasing wireless traffic requirements
– Multiple services using multiple 802 standards inside 802 community
– High variety of services inside 802 community
– High variety of use and business cases

• Cross 802 Technical Challenges
– Fundamental differences between 802 technologies

• 802.16, 802.20, 802.22 are time based and need synchronization
• 802.11 and 802.15 are power and frequency based and are Listen Before Talk 

(LBT)
– Database Approach
– End-to-End Security
– Interfaces to higher layers Richard Paine, Self; Mark Cummings, enVia
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Cross 802 and WhiteSpace (WS)
• ALL 802 groups affected by cross 802 

approaches
• Groups affected by wireless 802 Whitespace:

– .1  (common MAC functionality across 802)
– .11 (license exempt use of WS frequencies for WLANs)
– .15 (license exempt use of WS frequencies for WPANs)
– .16 (license exempt use of WS frequencies for WMANs)
– .20 (license exempt use of WS frequencies for cellular 

WMANs)
– .21  (Mechanism for WS Media Independent Handover)
– .22 (licensed or license exempt use of WS frequencies for 

WRANs)

• Cross 802 Sphere of Influence
– Public and Standards Perceptions of 802 PHYs and MACs

E d t E d S it (i l di d t t f FCC WS

Feb. 2009

Slide 3 Richard Paine, Self; Mark Cummings, enVia
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Cross 802 Functionality Not Addressed 
Yet

• WS DB Information Requirements
– Location information (802.11 has location in 11k, 11y, and 

11n)
– Technology used
– Linkage between MAC and Network address
– RF parameters
– Channel center and width

• End-to-End Security (802.21 working on layer 2 
security presently, not addressing PHY security)

• Secure Database Access
• Database Privacy Protection 
• Radio PHY - Time vs Frequency/Power

Feb. 2009

Slide 4 Richard Paine, Self; Mark Cummings, enVia



sg-whitespace-09-0046-01-0000

Submission

Feb. 2009

Slide 5

E2E for Interface to Higher Layers
• Problem

– 802 has limited itself to lower levels (PHY and MAC) in past
– Interface between the MAC to Data Link and Network layer not 

defined
– Cooperation with IETF, SCC41 is possible but:

• Long time scales
• Eventually will happen after ending the specific 802 project

– Broken link

Modem Modem
802.1x, etc.

OS-Internetworking OS-Internetworking
IPSec, HIP, etc.

Physical
Medium

Media Media

802.1x, etc.

Discontinuities including both Wireless media (802.11/802.15/802.16/802.22) and Wired media (802.3/802.5

Richard Paine, Self; Mark Cummings, enVia
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Conclusions
• Cross 802 Technical Aspects

– Examine WS cooperation between 802 devices
– Examine 802 End-to-End security responsibilities (PHY and MAC)
– Cross 802 FCC WS approach for 802 technologies

• Secure Datastore
• Media Independence

• Common Organizational Aspects – two 
recommendations
– Create 802 Next Generation TAG for defining cross 802 cognitive 

detection, low level radio coexistence, and End-to-End security
• Liaison with non-802 standards organizations for PHY and MAC

– 802 IEEE/IETF Task Force for higher layer protocols 
• Interface to higher layers with IETF
• DB Access Design
• End-to-End Security

Feb. 2009

Slide 6 Richard Paine, Self; Mark Cummings, enVia
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Challenges
• New form of LE spectrum management (FCC Master Data Base)
• No more free spectrum

– Therefore, we need to use “available" spectrum allocated for COMMON usage
• FCC rules mix the data-base approach with spectrum sensing

– Data-base approach – industry and FCC clearly prefers this approach
– Sensing is still required in 15.711 (a)(2) “and shall rely on spectrum sensing to 

identify available television channels to provide interference protection to all other 
operations”

• Multiple services using multiple 802 standards inside 802 community
• High variety of use and business cases
• To solve:

– Use the TVWS new spectrum efficiently
– Optimally accommodate all the provided services and business cases



March, 2009

Mariana Goldhamer, AlvarionSlide 3

doc.: IEEE sg-whitespace-09/0039r3

Submission

Desired E2E common functionality for 
future standardization

• Support for the FCC required spectrum sensing and future 
cognitive devices
– Synchronized silence intervals
– Cognitive beacon design

• Inter-system coexistence 
– Media access procedures for interference separation
– Technology-independent information and protocols

• Inter-system Coexistence Protocol, assuming distributed communication
• Centralized information source including radio parameters
• Support for centralized TVBD manager

• Access to the FCC-defined data-base
– Protocol and security
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Enablers for spectrum sensing – Silence and 
Beacons

• Synchronized silence
– GPS or Network–based synchronization: IEEE 1588, 

Network Time Protocol (NTP)
• Cognitive beacons

– 802.22 is the natural focal point for this activity
• There is an interaction between the Silent Slots 

design and Beacon design
– Synchronization
– Duration
– Repetition interval     

• Process and objectives
– Define cross—802 silence and beacons 
– Higher interaction in 802 for accommodating all the 

intended services by all the interested groups
– Common meetings
– Shared file access 

Operation OperationDVBD Silence

Mics. OperationBeacon Operation

time
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Coexistence between TVBDs

• Scope
– Allow ALL the 802 technologies to optimally serve

their markets
– Optimally use of the spectrum

• High interference environment
– Relatively lower path loss and building penetration
– Reduced number of free channels in dense geographies

• Approach
– Cooperation and coordination

• Coordinated MAC approach for interference avoidance
• Technology-independent Coexistence Protocols
• Centralized Server for distribution of TVDB deployment 

information
• Centralized TVBD Manager
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Interference avoidance – Medium Access

• Dynamic Channel Selection (DCS/DFS) first
– May not resolve the problem in dense area
– Does not resolve the harmful interference to WMAN+WRAN interference 

created by WLANs
• Enhanced Protocols for Medium Access

– LBT not good enough
• Energy detection levels are at least 10dB higher than 

sensitivity levels
– Synchronized time-frequency slots with reduced interference to protect 

WRAN/WMAN applications
• Similar time-division approach in 802.16h and 802.22

• Process for a common standardization of the TVBD Medium Access 
protocol
– Requires a new frame-work in 802
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Technology-independent Coexistence Protocol 
based on distributed inter-BS/AP communication
• Coexistence Protocol 

– Experience in 802.16h, 802.22
• 802.16 has defined the M-SAP, C-SAP and PRIMITIVES for the higher layer Coex. 

Protocol
– Information distribution

• Occupied channels and location
• RF and deployment parameters
• Active coexistence information

– Control messages
• Channel resource negotiation
• Interferer identification and power control
• Coexistence Frame related
• Pro-active coexistence scheduling

– Access to a common data-base
– TVBD Manager support

• Process for standardization
– Required a new frame work in 802 for defining higher-layer coexistence 

protocols
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FCC data-base, Shared Server, TVBD 
Manager

• Protocol at Network layers
– Real-time access to FCC data-base
– Shared Server to enforce cognition related to 802 TVBDs
– TVBD Manager may assign channels, time-slots, etc.

• Security problems
– Denial of service - attacks
– False data-base entries which can block an operational channel, etc.

• 802 End-to-End Considerations
– Coordinating cross 802 for management and control procedures and

SAPs, MIBs, etc.
– Developing End-to-End interfaces to eventual external standards 

organizations (IETF, etc.) or an 802-designated WG
• Process for standardization

– Requires a new frame-work in 802 for coordinating cross-802
• Designate an 802 Group (802.1 or 802.21 ?)

– Focal point for cooperation with external standard organizations
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E2E solution for cross-802 Coexistence 
support

• Problem
– 802 limits itself to lower levels
– Cooperation with IETF is possible but:

• Very long time scales, starting AFTER 802 approval
• Broken link

– Has IETF expertise in coexistence protocols ?
– Does IETF want to deal with Coexistence ?

• Process
– Assign a WG for dealing with these issues

• Primitives to be provided by the interested WGs
– 802.16h has already defined an extensive set

• Add headers for IP encapsulation
– 802 should not broke an E2E solution for a trivial technical issue



March, 2009

Mariana Goldhamer, AlvarionSlide 10

doc.: IEEE sg-whitespace-09/0039r3

Submission

Conclusions – technical aspects

• There is a clear requirement for examining 
cooperation between 802 devices

• Synchronized operation is suitable for supporting 
sensing, WMAN/WRAN applications and beacon 
detection
– This approach is in conflict with the existing 802.11 

operation in which the Beacons from different APs are not 
synchronized

• Coexistence at low layers should use an 802 
coordinated approach
– For some protection of WRAN and WMAN applications

• New EC Study Groups may be needed
– Cross 802 Coexistence
– Higher layer protocols, including security aspects
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Conclusions – organizational aspects

• New EC Study Group should be created
– The EC should create a Study Group specifically to 

indentify possible protocol solutions for TVBD 
coexistence protocols at low and higher 
levels. Solutions sets would be identified in adequate 
detail to allow the EC to evaluate creation of 
subsequent specification activity (PAR and Criteria).

• EC should give guidance
– Cross-802 framework for defining the higher level 

protocols
• Coexistence protocols

– May include access to specific Data-bases and TVBD 
Control Servers

• FCC Server access, TVBD Data-base access, TVBD 
Control Server
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Abstract

• This presentation contains the Security 
material for the TV white space Tutorial to be 
given at the March 2009 Plenary Session

Alex Reznik, InterDigital; Ranga Reddy, US Army;
Michael Williams, Nokia; Richard Paine, Self



sg-whitespace-09/0045r1

Submission

Outline

• Top-level security goals in whitespaces and a general 
approach

• High-level threat analysis

• Ad-hoc recommendations

March 2009

Slide 3 Alex Reznik, InterDigital; Ranga Reddy, US Army;
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• Within the context of white spaces, security design needs to focus 
on two goals:

– Primary goal: Protection of incumbents
– Secondary goal: Protection of unlicensed users

• The number of issues and technologies is larger than with protection of incumbents
• Requires a comprehensive approach

• Approach to Security
– The ad-hoc recommends that an end-to-end security analysis be used in 

developing security aspects of white space technologies
– Within 802 this means a focus on the following

• The interfaces required for support of higher-level security technologies, such as 
data/application security, secure identity protocols, device security, etc.

• Support of security technologies as discussed below

Security Goals and General Approach

March 2009
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• Illegal Use of Spectrum
– Causing harmful interference to incumbents

• Denial of Service between Secondary Users
– Threats to coexistence protocols between secondary devices

• e.g. Stealing/hogging spectrum
• Unauthorized disclosure or modification of “sensitive user/location” information

– Disclosure of user location
– Modification of database info

• “Sensitive user/location” information is not correct
– Registered incumbent or secondary user location
– Database info poisoning

• Sensitive user/location information may include
– User location information
– User identity
– Database registration/authentication parameters
– Sensor measurements reported to the database by user
– Interference report from the database
– Etc.

Threat Analysis: High Level Threats

March 2009

Slide 5 Alex Reznik, InterDigital; Ranga Reddy, US Army;
Michael Williams, Nokia; Richard Paine, Self



sg-whitespace-09/0045r1

Submission

Threat Analysis
Mapping Use Cases to Threats – Master Devices
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Use 
Cases/Threats

4W 
Fixed

4W-4W fed 
by 100mW

4W-100 
mW

100 mW
(Registered 
Master)

100 mW
(Un -
registered 
Master)

50 mW 
(Sensing 
Only)

≤ 40 mW

Illegal Use of 
Spectrum X X X X X X
DoS between 
Secondary 
Users

X X X X X X X
Disclosure/
Modification 
of “Relevant“
Info

X X X X X
“Relevant”
Info Not 
correct

X X X
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Threat Analysis
Mapping Use Cases to Threats – Client Devices
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Use 
Cases/Threats

4W 
Fixed

4W-4W fed 
by 100mW

4W-100 
mW

100 mW
(Registered 
Master)

100 mW
(Un -
registered 
Master)

50 mW 
(Sensing 
Only)

≤ 40 mW

Illegal Use of 
Spectrum X X X
DoS between 
Secondary 
Users

X X X X X X X
Disclosure/
Modification 
of “Relevant“
Info

X X X X X
“Relevant”
Info Not 
correct

X X X
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• For the “50mW (Sensing Only)” and “≤ 40mW” the 
Disclosure/Modification of Relevant Info & Relevant Info Not Correct
threats, are not applicable as those devices will not make use of the 
database.

• The “≤ 40mW” use case is not affected by the Illegal Use of Spectrum
threat due to low power. Devices can operate in adjacent channels. 

• Client devices cannot pose the Illegal Use of Spectrum threat in some 
use cases because the master chooses the spectrum, polls the database, 
and bears the responsibility for violation. The exception is when the 
master device is unregistered.
– Given that registration for the lower power devices is not required. This also 

may be applicable for lower power networks operating in a mesh or peer to peer 
topology, where every device would be considered a master.

Threat Analysis: Caveats
March 2009
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• Further Work
– Present recommendation represents the best that could be accomplished with a limited time-

span of this SG
– The contributors and other security ad-hoc participant recognize the need for a much more 

detailed analysis resulting in
• A detailed use-case based threat analysis
• Detailed recommendation for addressing identified threats

– 802 should plan to further pursue this topic either in a separate SG or as part of other 
whitespace activities

– Device security is an important requirement for protection of incumbents.  Further study is 
needed to determine whether device security has an impact on 802.

– Support for low-layer security should be investigated further
– Support for sensor and location measurement security should be investigated further.  

• Protection of database information
– Protection of database information on the device and its transmission over the air interface links 

is recommended and appropriate techniques should be supported by 802

• Privacy of Location and Identity
– Standards developed within IEEE 802 should support mechanisms and policies to ensure the 

privacy of a user/device location and identity

Ad-Hoc Recommendations
March 2009
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Abstract
This contribution illustrates the work carried out by the 802.22 WG over the last 5 years in developing the Wireless Regional 
Area Network standard to be used in TV White Space.
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Outline

1. The IEEE 802.22 WRAN Standard
2. Coexistence among communication systems 

in TV White Space
a) Protection of TV broadcasting
b) Protection of Part 74 wireless microphones
c) 802.22.1 wireless microphone beacon
d) Quiet periods for sensing
e) Self-coexistence among WRAN systems

3. Further observations
a) DTV coverage protection
b) RF mask
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IEEE 802.22

RAN “Regional Area 
Network”

IEEE Standards

30 km

54 - 862 MHz

Multipath absorption Window

(Cyclic prefix )
0.25

2.2 μsec

0.8

37 μsec

23 Mbit/s
BW= 6,7,8 MHz
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Rural Broadband:
- Cable-modem / ADSL
- WiFi hot-spots in ISM bands

- Higher power, lower frequency             
broadband access system

30 km
23 km

16 km

MAC
Long round-trip 

delays

QPSK

16-QAM
64-QAM

PHY
Adaptive 

modulation

- Medium power wireless systems

5 km
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Typical CPE installation (Fixed)
Sensing antenna

GPS antenna

TX/RX WRAN 
Antenna
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Outline

1. The IEEE 802.22 WRAN Standard
2. Coexistence among communication systems 

in TV White Space
a) Protection of TV broadcasting
b) Protection of Part 74 wireless microphones
c) 802.22.1 wireless microphone beacon
d) Quiet periods for sensing
e) Self-coexistence among WRAN systems

3. Further observations
a) DTV coverage protection
b) RF mask
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Coexistence among communications systems 
in TV White Space

Self-
coexistence

DTV Analog 
TV

Wireless 
Microphone PLMRS 802.11 802.15 802.16 802.22 DOCSIS etc.

802.11 802.11

802.15 802.15

802.16 802.16h

802.22 802.22 802.22 802.22 SG-09-43r1 SG-09-43r1 SG-09-43r1 802.22

DOCSIS

etc.

Legend
Protection of incumbents
Self-coexistence
Coexistence among IEEE 802 systems
Coexistence with non-IEEE 802 systems
Coexistence among non-IEEE 802 systems

Incumbent protection Coexistence
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Outline

1. The IEEE 802.22 WRAN Standard
2. Coexistence among communication systems 

in TV White Space
a) Protection of TV broadcasting
b) Protection of Part 74 wireless microphones
c) 802.22.1 wireless microphone beacon
d) Quiet periods for sensing
e) Self-coexistence among WRAN systems

3. Further observations
a) DTV coverage protection
b) RF mask
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WRAN CPE and DTV protection

DTV WRAN
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DTV TX
(1 MW ERP, 300 m)

118 km

41 dB(uV/m)
F(50, 90)

4 W 
WRAN 

Base 
Station

16.8 km

16.2 
km

4 W WRAN 
base station 

keep-out 
distance

36.3 dB(uV/m)

WRAN keep-out distance:
Minimum field strength:      41 dB(uV/m)
Protection ratio: 23 dB
CPE antenna front-to-back:  14 dB
Interfering field strength:      32 dB(uV/m)

Co-channel keep-out 
distance between DTV
and 802.22 WRAN

Geolocation & 
Database

134.2 km



March 2009

Gerald Chouinard, CRCSlide 13

doc.: IEEE 802.22-09/0052r1

Submission

TV sensing techniques
studied by 802.22

• Blind
– Energy detection
– Eigenvalue sensing (I2R)

• Multi-resolution (MRSS)
• Spectral correlation

– Sensing for one TV band
– Sensing procedure for TV signals
– Sensing for multiple TV channel band

• Selection of frequency 
components: emphasizing near 
Parts with abrupt changes

• ATSC cyclostationary sensing 
technique

Signal specific
– ATSC Sequence correlation sensing

•ATSC signature
•Pilot recovery
•Single ATSC data field
•Multiple ATSC data fields
•Sync segment

– ATSC FFT-based Pilot sensing (Philips)
– ATSC Pilot sensing technique using high 
order statistics
– ATSC PLL-based Pilot sensing technique

•Dual FPLL pilot sensing
– ATSC Pilot covariance sensing technique

•Covariance based sensing
– Higher order statistics based pilot detection
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DTV Broadcast Incumbent Sensing
ATSC FFT-based Pilot Sensing Technique

(Philips)

1 ms sensing window will allow a 
32-point FFT while a 5 ms 
window will allow a 256-point FFT

0

x(t)

0

y(t)

53.8 kHz-53.8 kHz

……

21.52 MHz-21.52 MHz
……

FFT applied around the pilot carrier

Method 5 ms 10 ms 30 ms 50 ms
Pilot-Energy -18 dB -20.5 dB -23.5 dB -24.5 dB

Pilot-Location (NT=2) --- -18.5 dB -22.0 dB -24.0 dB

Required SNR for DTV signal detection
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DTV Broadcast Incumbent Sensing
Sensing techniques performance comparison

RF sensing performance
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Energy - 1dB Pfa=10% 5 ms
Energy - 0.5dB Pfa=10% 5 ms

Energy - 0dB Pfa=10% 5ms

Thomson-Segment Pfa=10% 4 ms
I2R Pfa=0.1% 4ms

I2R Pfa= 1% 4ms

I2R Pfa=10% 4 ms
Qualcomm Field Pfa=10% 24 ms

Qualcom Field Pfa=1% 24 ms

Thomson Field Pfa=10% 24 ms

Thomson Field Pfa=1% 24ms
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Outline

1. The IEEE 802.22 WRAN Standard
2. Coexistence among communication systems 

in TV White Space
a) Protection of TV broadcasting
b) Protection of Part 74 wireless microphones
c) 802.22.1 wireless microphone beacon
d) Quiet periods for sensing
e) Self-coexistence among WRAN systems

3. Further observations
a) DTV coverage protection
b) RF mask
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WRAN coverage and co-channel operation 
with wireless microphones

R1

R2

Minimum WRAN field 
strength: 29 dB(uV/m)

Edge of coverage of the 
WRAN BS

(e.g., 17 km for 4 W EIRP, 
30 km for 100 W EIRP)

Area where CPEs
need to change 

frequency

Area where CPEs need 
to reduce their transmit 
power as a function of 
their distance to the 
wireless microphone 

operation

Wireless microphone 
operation

R2

F(50, 99.9)

F(50, 10)
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Wireless microphone sensing techniques 
studied by 802.22

• Signal specific
• Wireless microphone covariance sensing 

technique
– Covariance based sensing

– Covariance absolute value detection
– Covariance Frobenius norm detection

• Spectral correlation sensing technique
• Sensing for one TV band

– Sensing Procedure for wireless microphone signals
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1. The IEEE 802.22 WRAN Standard
2. Coexistence among communication systems 

in TV White Space
a) Protection of TV broadcasting
b) Protection of Part 74 wireless microphones
c) 802.22.1 wireless microphone beacon
d) Quiet periods for sensing
e) Self-coexistence among WRAN systems

3. Further observations
a) DTV coverage protection
b) RF mask



March 2009

Gerald Chouinard, CRCSlide 20

doc.: IEEE 802.22-09/0052r1

Submission

802.22.1 Beacon Design

Inter-beacon 
networking 

period

I-channel

Q-channel

3.33 ms

98 ms

- Source address
- Location
- subchannel map
- signature
- certificate

101 ms frame
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802.22.1 Beacon Design

PPDU (101 octets)

Location Signature Certificate
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Detection of the 802.22.1 beacon

-130

-125

-120

-115

-110

-105

-100

-95

0.1 1 10 100

Minimum sensing time (ms)

Se
ns

in
g 

th
re

sh
ol

d 
(d

B
m

) TG1
certificate

TG1
signature

TG1 information
(FEC encoded)

Sync and index
8-chip spreading

sequence

1 - Energy detection

1 - Energy detection correlated on spread sequence

-114 dBm



March 2009

Gerald Chouinard, CRCSlide 23

doc.: IEEE 802.22-09/0052r1

Submission

Outline

1. The IEEE 802.22 WRAN Standard
2. Coexistence among communication systems 

in TV White Space
a) Protection of TV broadcasting
b) Protection of Part 74 wireless microphones
c) 802.22.1 wireless microphone beacon
d) Quiet periods for sensing
e) Self-coexistence among WRAN systems

3. Further observations
a) DTV coverage protection
b) RF mask
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802.22 Superframe Structure

frame 0

Superframe n-1 Superframe n Superframe n+1

.  .  .

160 ms

frame 1

10 ms

frame 15

... Time...

10 ms 10 ms

Quiet Period Quiet Period

Multi-frame 
quiet periods
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802.22 Superframe Structure

frame 0

Superframe n-1 Superframe n+1

.  .  .

160 ms

frame 1

10 ms

frame 15

... Time...

10 ms 10 ms

Quiet Period

Quiet Period

Superframe
quiet period: 
up to 158 ms



March 2009

Gerald Chouinard, CRCSlide 28

doc.: IEEE 802.22-09/0052r1

Submission

Outline

1. The IEEE 802.22 WRAN Standard
2. Coexistence among communication systems 

in TV White Space
a) Protection of TV broadcasting
b) Protection of Part 74 wireless microphones
c) 802.22.1 wireless microphone beacon
d) Quiet periods for sensing
e) Self-coexistence among WRAN systems

3. Further observations
a) DTV coverage protection
b) RF mask
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WRAN Self-coexistence considerations

Different TV channel selection 
for operational channel and 

first backup channel

Frame allocation signalled
by the superframe control 

header (SCH)

MAC self-coexistence schemes PHY coexistence mechanisms
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Frame-based Spectrum Contention

• Multiple WRAN cells share a TV channel on a dynamic (on-demand) 
basis. 

• Each WRAN cell has an exclusive access to a set of data frames within 
a super-frame.

• WRAN cells exchange contention messages, containing random 
contention numbers, to determine their rights of data frame access. 
– The winner of a contention (i.e. comparison of contention numbers) will 

occupy a target data frame.
• Spectrum contention messages are exchanged in the synchronized 

coexistence beaconing windows or through the backhaul.
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Coexistence Beacons for Inter-WRAN 
Communications

• Inter-cell communication mechanism to keep BSs aware of 
the other nearby WRAN cell operation:
– Coexistence beacon

• Transmitted during the self-coexistence windows at the end of 
some frames by the BS and/or some designated CPEs

• Monitored by BSs and other CPEs from same and different cells on 
same channel or different channel for future channel switching

• Signals IP address of BS and CPE every 15 min. as asked by R&O

Coexistence Beacon Protocol (CBP) burst

Symbol

Preamble CBP MAC
PDU

(Optional)

CBP MAC
PDU

Extension of
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Inter-WRAN Communications Scenarios
(Require Neighbor-cell CPEs to exist)

• The “face-to-face CPEs”
case:

• The “back-to-back CPEs”
case:
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Outline

1. The IEEE 802.22 WRAN Standard
2. Coexistence among communication systems 

in TV White Space
a) Protection of TV broadcasting
b) Protection of Part 74 wireless microphones
c) 802.22.1 wireless microphone beacon
d) Quiet periods for sensing
e) Self-coexistence among WRAN systems

3. Further observations
a) DTV coverage protection
b) RF mask
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DTV Coverage: Athen, GA

News Corporation’s Fox Technology Group’s propagation prediction software: 22-05-0083-00-0000-tv-simulation-results.doc

Noise 
Limited 
Contour

DTV Coverage: Athen, GA
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CPE RF Emission Masks
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IEEE Standards Coordinating Committee 41

Dynamic Spectrum Access Networks

Scope

This Standards Coordinating Committee will develop standards related 

to dynamic spectrum access networks.  The focus is on improved use of 

spectrum.  New techniques and methods of dynamic spectrum access require 

managing interference, coordination of wireless technologies and include 

network management and information sharing.

Role

 Catalyst for stakeholders to come together to address the DSA market

 Driver of consensus on technical approaches

 World-class standards-making venue

 Contributor to DSA regulations and policies

Slide 3 Hiroshi Harada et. al.
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SCC41 Working Groups

 IEEE 1900.1: Standard Definitions and Concepts for Spectrum 

Management and Advanced Radio System Technologies 

 IEEE 1900.2: Recommended Practice for Interference and Coexistence 

Analysis

 IEEE 1900.3: Standard for Assessing the Spectrum Access Behavior of 

Radio Systems Employing Dynamic Spectrum Access Methods

 IEEE 1900.4: Standard for Architectural building blocks enabling 

network-device distributed decision making for optimized radio resource 

usage in heterogeneous wireless access networks

 IEEE 1900.5: Standard on Policy Language and Policy Architectures for 

Managing Cognitive Radio for Dynamic Spectrum Access Applications

 IEEE 1900.6: Standard on interfaces and data structures for exchanging 

spectrum sensing information for dynamic spectrum access systems 

Slide 4 Hiroshi Harada et. al.
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1900.1 1900.2 1900.3 1900.4 1900.5 1900.6

PAR Approved 3/04/05 03/20/05 12/05/07 12/06/06 03/28/08 9/26/08

Initial Ballot -

Open

9/07/07 07/02/07 Pending

Withdrawal

9/08/08

Initial Ballot –

Close

10/07/07 08/03/07 10/08/08

1st Recirc – Close 4/17/08 10/24/07 10/26/08

2nd Recirc -

Close

01/01/08 11/22/08

RevCom Approval 4/10/08 1/08/08 1/19/09

SASB Approval 6/12/08 3/28/08 1/29/09

Published 9/26/08 7/29/08 2/27/09 

Hiroshi Harada et. al.
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1900.4 Standard
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Architectural Building Blocks Enabling Network-Device 

Distributed Decision Making for Optimized Radio Resource 

Usage in Heterogeneous Wireless Access Networks

Chair Paul Houzé paul.houze@orange-ftgroup.com 

Vice Chair Hiroshi Harada harada@nict.go.jp

Vice Chair Ralph Martinez ralph.martinez@baesystems.com

Hiroshi Harada et. al.
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1900.4 Standard Scope

 To address radio resource management, reconfiguration 
management in composite wireless network
 Multiple Radio Access Technologies

 IEEE 802.xx, Cellular 2nd, 3rd generation

 In Dynamic Spectrum Access context
 also addresses optimization of resources in fixed spectrum allocation

 Policy-based management: Network-device distributed 
decision making
 Event-Condition-Action Policies

 Policies are sent by network to terminals via a "radio enabler"

 1900.4 standard was published on February 27th 2009.
http://grouper.ieee.org/groups/scc41/4/documents.htm

 WS Study Group documents:09-0031; 09-0022

Hiroshi Harada et. al.
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1900.4 Use Cases (2/9)
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Architecture
 

TRC 

 

 

TRM 

TMC 

RAN1 

RANN 

RMC 

RRC 

OSM 

 

 

 
 

NRM 

Radio Enabler 

Terminal Network 

TRM – Terminal Reconfiguration Manager              

TRC – Terminal Reconfiguration Controller             

TMC – Terminal Measurement Collector                  

OSM – Operator Spectrum Manager             

RAN – Radio Access Network configuration 

NRM – Network Reconfiguration Manager 

RRC – RAN Reconfiguration Controller  

RMC – RAN Measurement Collector                

RAN – Radio Access Network configuration 

Controller 

Hiroshi Harada et. al.
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Reference Model – Information Model

 Service Access points

 Transport SAP provides transport service 
for message exchange between P1900.4 
entities. 

• Typically used to exchange radio 
resource selection policies and context 
information between NRM and TRM.

 Reconfiguration and Measurement SAP
provides reconfiguration and measurement 
services for managing RANs and Terminals.

 Management SAP provides management 
service for managing P1900.4 entities

 Information Model

 Type, nature, structure of the information to 
be exchanged via the defined interfaces

 Uses an object-oriented approach to describe 
policies, terminal classes, network classes.
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G
_

S
A

P
 P1900.4 Entity Transport 

System 

Management 

System 

Managed Objects, e.g.,  

Terminal, RAN, etc 

 Each P1900.4 entity has the same 
reference model 

 P1900.4 entities are modeled as 
System Management Application 
Entity (SMAE) (see ITU-T X.701). 

 The P1900.4 entity, as SMAE, is 
located on the application layer and 
has access to any layer of the OSI 
model.

Hiroshi Harada et. al.
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Way forward
 SCC41 approved the submission of two Project Authorization 

Requests:

 1900.4.1: "interfaces and protocols enabling distributed decision making 
for optimized radio resource usage in heterogeneous wireless networks"

 1900.4.a: "IEEE Standard for Architectural building blocks enabling 
network-device distributed decision making for optimized radio resource 
usage in heterogeneous wireless access networks – Amendment: 
Architecture and interfaces for dynamic spectrum access networks in 
white space frequency bands".

 The PARs are currently under review by IEEE-SA. The related work 
will start at next SCC41 meeting in London 6-9 April 2009.

 1900.4 ready for starting specifications of interfaces and protocols to 
address white spaces

 Protocols towards external entities (database)

 Transport, reconfiguration, management from higher layers.

Hiroshi Harada et. al.
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1900.5 Standard
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Standard on Policy Language and Policy Architectures for 

Managing Cognitive Radio for Dynamic Spectrum Access 

Applications 

Chair Lynn Grande lynngrande@ieee.org 

Vice Chair James Hoffmeyer jhoffmeyer@ieee.org

Hiroshi Harada et. al.
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Scope and purpose
 Scope: This standard defines a set of policy languages, and their relation to policy 

architectures, for managing the functionality and behaviour of cognitive radios for dynamic 

spectrum access applications in a vendor-independent fashion. 

 Purpose: The purpose of this standard is to define a policy language (or a set of policy 

languages or dialects), and their relation to policy architectures, for specifying interoperable, 

vendor-independent control of Cognitive Radio functionality and behavior for Dynamic 

Spectrum Access resources and services. This standard will also define policy language, 

architecture, and their relation with each other with respect to the needs of at least the 

following constituencies: the regulator, the operator, and the network equipment 

manufacturer. 

From Project Authorization Request (PAR) available at:

https://development.standards.ieee.org/get-file/P1900.5.pdf?t=21212900024 

Slide 13 Hiroshi Harada et. al.
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Progress
 A standard outline and workplan are almost finalized.

 There will be an outreach activity conducted to get input from the user 

community on use cases and policy language input from academia and 

research institutions.

 Policies and Procedures were updated and voted.

 2 – 3 F2F meetings a year, 1-2 telecons a month.

 Three ad-hoc subgroups identified to focus work:

 Policy Architecture

 Policy Language

 Use Case Analysis

 Goal is to define requirements by end of May 2009. Requirements in progress. 

Each ad-hoc group meets regularly to work on their area of the draft 

specification.

Slide 14 Hiroshi Harada et. al.
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1900.6 Standard

Slide 15

Chair Klaus Moessner k.moessner@surrey.ac.uk

Spectrum Sensing Interfaces and Data Structures for Dynamic 

Spectrum Access and other Advanced Radio Communication 

Systems

Hiroshi Harada et. al.
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Scope and purpose

 Scope

 This standard defines the information exchange between spectrum 

sensors and their clients in radio communication systems.

 The logical interface and supporting data structures used for 

information exchange are defined abstractly without constraining 

the sensing technology, client design, or data link between sensor 

and client.

 Purpose

 The purpose of this standard is to make development and evolution 

of spectrum sensors independent of the development and evolution 

of other system functions.

Slide 16 Hiroshi Harada et. al.
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Interfaces in P1900.6

Slide 17

 Standardization topics

The standard will provide a formal 

definition of data structures and 

interfaces for exchange of sensing related 

information between sensors and users of 

sensing information (client/cognitive 

engines)

Current status

• Three SEDs on Objectives, Use Cases 

and State of the Art has been edited

• SEDs set the system boundaries and 

link to the currently conceivable 

deployment scenarios

• To develop the requirements, the use 

cases will be analysed together with 

objectives and the current state of the 

art in sensing technologies. 

Hiroshi Harada et. al.
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For more information

 Meeting

2009 Plenary meeting

 April 2009, Kings College, UK

 September 2009, IEEE HQ, Piscataway, NJ 

 SCC41 Website 

http://www.scc41.org

Slide 18 Hiroshi Harada et. al.
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Appendix 1: Definitions of Dynamic 

Spectrum Access and Cognitive Radio

According to the P1900.1 Standard : -

 Dynamic Spectrum Access is the real-time adjustment of 

Spectrum Utilization in response to changing 

circumstances and objectives. 

 Cognitive Radio is a type of Radio in which 

communication systems are aware of their environment 

and internal state and can make decisions about their radio 

operating behavior based on that information and 

predefined objectives.

Slide 19 Hiroshi Harada et. al.
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ITU-R Structure

SG: Study Group
WP: Working Party
JTG: Join task group

ITU Radiocommunication Sector (ITU-R)

World Radiocommunication Conference (WRC)

Radiocommunication Advisory Group (RAG)

Radio Regulations Board (RRB)

Radiocommunication Bureau (BR)

Study Groups (SG)
•SG1 Spectrum Management
•SG3 Radiowave Propagation
•SG4 Satellite Services (FSS + BSS, MSS & RDSS)
•SG5 Terrestrial Services (fixed, mobile, radiodetermination, 
maritime, aeronautical, amateur & amateur-satellite)
•SG6 Broadcasting Service
•SG7 Science Services 
•CPM Conference Preparatory meeting
•CCV Coordination Committee
•SC Special Committee on regulatory/procedural matters

WP 6A 
WP 6B 
WP 6C
JTG 5-6 

WP 1A 
WP 1B 
WP 1C 

WP 1B-2 
WP 1B-3Disbanded Groups

•SG 8 Mobile, radio-determination, amateur and related 
satellite services
•SG 9 Fixed service

WRC-07

WRC-11

February 2009
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Study Group 1: Spectrum management

• Scope
– Spectrum management principles and techniques, general principles of sharing, spectrum monitoring, 

long-term strategies for spectrum utilization, economic approaches to national spectrum management, 
automated techniques and assistance to developing countries in cooperation with the 
Telecommunication Development Sector.

• Mandate
– UWB, SRD, compatibility with active and passive services and RAS,
– Measurements of Radio noise, monitoring receivers/stations, DF …
– International spectrum regulatory framework
– National spectrum management aspects (regulatory, economic, strategic, planning, …)

• WP 1A - Spectrum engineering techniques
• WP 1B - Methodologies and economic strategies
• WP 1C - Spectrum monitoring
• (TG 1/9 : Compatibility between different passive and active services)

February 2009
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Working Party 1B

• WG 1B-1
– Short-range devices – Recommendation ITU-R SM.1538 (Technical and 

operating parameters and spectrum requirements for short-range radio 
communication devices) 

• WG 1B-2
– WRC-11 Agenda item 1.19 – Software-defined radio and cognitive radio

• WG 1B-3
– WRC-11 Agenda item 1.2 – Resolution 951 (Rev.WRC-07)

• Ad hoc Group 
– Other WP 1B issues

February 2009
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Study Group 6: Broadcasting Service

• Scope
– Programme production, Programme assembly, Delivery, Reception quality (incl. vision, sound, 

multimedia, data, etc.)
• Mandate

– Protection criteria for digital TV and sound systems (RRC-06)
– Spectrum issues at HF
– Multimedia and data broadcasting for mobile reception
– Large Screen Digital Imagery (LSDI)
– Recording formats

• WP 6A - Terrestrial broadcasting delivery
• WP 6B - Broadcast Service assembly and access
• WP 6C - Programme production and quality assessment
• JTG 5-6: - Studies on the use of the band 790-862 MHz by mobile 

applications and by other services

February 2009
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WRC-2007

• WRC is world Radiocommunication conference
– Held every 3 to 4 years
– Updates the ITU Radio Regulation
– Revisions are made on the basis of an agenda established in advance
– Study Groups, Working Parties consider technical aspects of agenda items for 

WRCs.
• WRC 2007 Informal Working groups:

– IWG-1 Terrestrial and Space Science Services 
– IWG-2 Satellite Services and HAPS 
– IWG-3 IMT-2000 and 2.5 GHz Sharing Issues 
– IWG-4 Broadcasting and Amateur Issues 
– IWG-5 Regulatory Issues 

February 2009
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WRC-11 agenda items

• Key agendas related to whitespace cognitive radio are :
– AI 1.2 – Resolution 951 (enhance radio regulatory framework) – (WG 1B-3) 
– AI 1.19 – Regulatory measures to enable introduction of software-defined radio 

and cognitive radio systems – (WG 1B-2) 
– AI 1.22 – Study of short-range devices emission on existing radio-

communication services (WP-1A)

• Other Related issues
– AI 1.3 – Allocation on safe use of UAS - (WP-5B) 
– 1.14 – new applications in the radiolocation service and review allocations or 

regulatory provisions for implementation of the radiolocation service in the 
range 30-300 MHz – (WP-5B) 

– 1.17 – sharing studies between the mobile service and other services in the band 
790-862 MHz in Regions 1 and 3 – (JTG 5-6)
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WRC-11: Informal Working Groups 

• WRC-11 Informal Working Groups 
– IWG-1 Maritime, Aeronautical and Radar Services

• WRC-11 Agenda Items 1.3, 1.4, 1.9 1.10, 1.12, 1.14, 1.15 and 1.21  
– IWG-2 Terrestrial Services 

• WRC-11 Agenda Items 1.5, 1.8, 1.16, 1.17, 1.19, 1.20, 1.22 and 1.23 
– IWG-3 Space Services 

• WRC-11 Agenda Items 1.7, 1.11, 1.13, 1.18, 1.24 and 1.25. 
– IWG-4 Regulatory issues

• WRC-11 Agenda Items 1.2, 1.6, 2, 4, 7 and 8.1. 
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This Question should be brought to the attention of Study 
Groups 1, 4, and 6.

• The Question on Cognitive Radio Systems was recently approved by ITU-R 
study groups. The specifics of the Question are that the ITU 
Radiocommunication Assembly: “decides that the following Question should be 
studied

What is the ITU definition of cognitive radio systems?
What are the closely related radio technologies (e.g. smart radio, reconfigurable radio, 
policy-defined adaptive radio and their associated control mechanisms) and their 
functionalities that may be a part of cognitive radio systems?
What key technical characteristics, requirements, performance and benefits are associated 
with the implementation of cognitive radio systems?
What are the potential applications of cognitive radio systems and their impact on spectrum 
management?
What are the operational implications (including privacy and authentication) of cognitive 
radio systems?
What are the cognitive capabilities that could facilitate coexistence with existing systems in 
the mobile service and in other radiocommunication services, such as broadcast, mobile 
satellite or fixed?
What spectrum-sharing techniques can be used to implement cognitive radio systems to 
ensure coexistence with other users?
How can cognitive radio systems promote the efficient use of radio resources?

February 2009



Rashid A. Saeed, Telekom Malaysia R&DSlide 10

sg-whitespace-09-0016-00-0000/r3

Submission

Q1: ITU definition of cognitive radio systems

• WRC-11 Agenda item 1.19, Res. 956 (WRC-07): CRSs
All contributions came to the conclusion that the definition of 
WP5A (Annex 11 to Document 5A/168-E) should be used as a 
starting point.

• A radio system that has the capabilities;
– to obtain the knowledge of radio operational environment and established 

policies and to monitor usage patterns and users’ needs, 
– to dynamically and autonomously adjust its operational parameters and 

protocols according to this knowledge in order to achieve predefined 
objectives, e.g. more efficient utilisation of spectrum, and 

– to learn from the results of its actions in order to further improve its 
performance.

Source: ITU-R Document 1B/14 February 2009
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Q2: the closely related radio technologies

• Definition of SDR
– Until now the following conclusions can be drawn from the discussion: 
– There is general agreement to use the definition from Recommendation 

ITU-R M.1797 as the basis. 
– The definition can be made applicable to all services by striking out the 

sentence “Within the mobile service” from note 3 of the definition. 
• These conclusions lead to the following definition: Software defined 

radio (SDR): A radio in which the RF operating parameters including, 
but not limited to, frequency range, modulation type, or output power can 
be set or altered by software, and/or the technique by which this is 
achieved.

February 2009

Source: ITU-R Document 1B/14 February 2009



Rashid A. Saeed, Telekom Malaysia R&DSlide 12

sg-whitespace-09-0016-00-0000/r3

Submission

ETSI Activities in TVWS
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EUWB

WP2: Cognitive 
Radio and 

Coexistence

WP9: Regulations 
and 

Standardisation

TC 
RRS

WG1:Syst
ems 

Aspects

WG2: 
Equipment

Architecture

WG3: 
Functional

Architecture
and CPC

WG4: 
Public 
Safety

ETSI
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ETSI TC RRS WG 3: FA & CPC

• TC RRS WG 3 FA & CPC shall be responsible:
• To collect and define the system functionalities for RRS. 

– These system functionalities are e.g. related to Spectrum Management and 
Joint Radio Resource Management across heterogeneous access 
technologies.

• To develop a Functional Architecture (FA) for RRS 
– including the defined system functionalities as building blocks 
– And describe key interfaces between these building blocks 

• To describe and analyse the concept of a Cognitive Pilot Channel 
(CPC) as an enabler to support the management of the RRS 
– including on how information on e.g. available radio resources and 

network policies are distributed and how to take decisions based on this 
information.
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ETSI TC RRS WG3: FA&CPC: Functional 
Architecture (FA)

Source:  Jens Gebert, Bell Labs Germany, Alcatel-Lucent “Cognitive Reconfigurable Radio Systems and Networks: ETSI RRS 
Standardization Activities” http://learning.ericsson.net/mlearning2/files/workpackage5/book.doc
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ETSI TC RRS WG3: FA&CPC:
Cognitive Pilot Channel (CPC)

Source: Jens Gebert “Cognitive Reconfigurable Radio Systems and Networks: ETSI RRS Standardization Activities”
http://learning.ericsson.net/mlearning2/files/workpackage5/book.doc

CPC to support the user terminal for an efficient discovery of the available radio accesses 
and reconfiguration management in heterogeneous wireless environment.
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EUWB

• Coexisting Short Range Radio by Advanced Ultra-
Wideband Radio Technology

Source: http://141.56.111.33/project-summary/technical-approach
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Conclusions

• The main ITU activities for TV Whitespace and 
cognitive radio are mainly under work party 1B 
(WP1B).
– WRC-11 agenda items 1.2, 1.19 and 1.22.

• There is a strong correlation between the 
standardization efforts of 802 and 1900 and the 
Questions to be studied by ITU-R Study Groups.

• SDR is the closest radio technology to CRSs

February 2009
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What is The SDR Forum

A nonprofit “mutual 
benefit corporation”
dedicated to:

“Promoting the success of 
next-generation radio 
technologies”
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SDR Forum and IEEE 802

The perception of the SDR Forum’s 108 Member 
organizations:

• IEEE 802 – Air Interface Standards (Phy/MAC)
• IEEE SCC41 – Dynamic Spectrum Access 

• SDR Forum – Next Generation Radio Technologies
– Supporting multiple air interface standards
– Enabling dynamic spectrum access and cognitive radio
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SDRF Projects Relevant to IEEE 802 ECSG

• “Securing Software Reconfigurable Communications 
Technology”

• “Use Cases for MLM Language in Modern Wireless 
Networks”

• “Test Guidelines and Requirements for Secondary 
Spectrum Access of Unused TV Spectrum, also referred to 
as TV White Space”

• “Proposed Modifications to Working Document Towards a 
Preliminary Draft New Report on Cognitive Radio 
Systems in the Land Mobile Service”
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“Securing Software Reconfigurable Communications 
Technology”

• Customers
– Radio Manufacturers, 

Operators, Regulators
• Purpose

– Presents a set of threats 
common to Software 
Reconfigurable Communication 
Devices 

– Presents a set of functional 
requirements for security 
mechanisms and counter 
measures that address this set

• Status
– In Technical Committee Ballot
– Project expected to complete 

by April meeting
• Next Steps

– Profiles for specific markets

Requirements List
1. Policy-driven behavior
2. Stakeholder-driven Policy
3. Device attestation
4. Protected download
5. Policy-compliant installation 

and instantiation
6. Run-time control
7. Resource integrity
8. Access control
9. Audit
10. Process separation
11. Implementation assurance
12. Supportive operations
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Modeling Languages for Mobility

• Customers
– Developers of next generation 

communications systems

• Purpose
– Provides use cases, corresponding 

signalling plan, requirements and 
technical analysis for flexible and 
efficient communication protocols 
information exchanges that enable:

• Vertical and horizontal mobility
• Spectrum awareness and dynamic 

spectrum adaption 
• Waveform optimization, capabilities
• Feature exchanges

• Status
– Use Cases and Requirements 

Document completed plenary 
ballot on January 28th

• Next Steps
– Develop an ontology as the 

next step toward creating a 
language specification/API
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Test Guidelines and Requirements for Secondary Spectrum Access 
of Unused TV Spectrum

• Customers
– Radio 

Manufacturers and 
Regulators

• Purpose
– Defines the usage 

models and test 
requirements for 
personal portable 
devices operating in 
TV White Space to  
provide a basis for 
test and certification 
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Defining test procedures for white space devices

Secondary Spectrum Testing Cognitive Radio Work Group

Use Case
Technical Characteristics

Test Plans

Test Procedures

SDRF

FCC, et al. iterations

MRDNow

March (drafts earlier)

June?

May (drafts earlier)

Markets Committee Technical Committee

Share

(Americas then 
EU, Asia as 
regsdefined)

(Americas, EU, Asia)

(US, EU, Asia)
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PROPOSED MODIFICATIONS TO WORKING DOCUMENT TOWARDS A 
PRELIMINARY DRAFT NEW REPORT [Doc. 5A/TEMP/26(Rev.1)]

• Customer 
– ITU-R Study Group 5 Working Party 5A 
– Submittal was developed at the request of the SDR Forum 

Regulatory Advisory Committee
• Purpose

– Lays the groundwork for regulatory organizations to understand 
the benefits and system design choices associated with cognitive
radio technologies

• Status
– Document was balloted and approved in September of 2008
– Document was submitted as a formal recommendation shortly 

thereafter
• Next Steps

– SDR Forum will continue to evolve this document as appropriate, 
based on feedback from the ITU
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Other Relevant Projects Under 
Consideration

• Common Database 
Standards

• Spectrum Etiquettes
• Information Process 

Architecture

Internal Database and Common Database for 
Cognitive Radios. (Adapted from Figure 11-1 in 

“Cognitive Radio Technology,” Bruce Fette, ed.,1st

edition, Elsevier, 2006)

Internal and Common Database 
for Cognitive Radio 

 
 

Cognitive Radio 
Network 

CR User 
Equipment

Common 
database 

 

Internal 
database 

 

  

 

Internal 
database

 

Internal 
database

Internal 
database
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Relevance of These Products to IEEE 802
• “Securing Software Reconfigurable Communications Technology”

– An architecture created by security experts that can accelerate IEEE802 standards 
while helping avoid common pitfalls.  

– Serves as a tutorial on all the topics that need to be covered in the security aspects 
of any TV White Space standard

• “Use Cases for MLM Language in Modern Wireless Networks”
– A language being created by programming language and AI experts for talking 

about flexible and cognitive radio systems.  
– Intended for machine-to-machine communication, e.g. the interaction between 

TVBDs and the database.
• “Test Guidelines and Requirements for Secondary Spectrum Access of 

Unused TV Spectrum, also referred to as TV White Space”
– Certification test is critical for TVBDs. 
– IEEE802 can interact with all stakeholders though interaction with this SDRF 

project
• “Proposed Modifications to Working Document Towards a Preliminary

Draft New Report on Cognitive Radio Systems in the Land Mobile 
Service”

– Affecting the ITU requires coordination of common positions. 
– The SDRF is active on cognitive radio topics already and is on record with the ITU
– The IEEE would be more likely to accomplish its goals if efforts are coordinated 

where our interests overlap.




