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Summary:

Today - identify contributions, discuss progress, status, identify and complete list of issues 

Discussion of scope of the work. Agreement to do link-wise security associations only. Norm expressed opinion that current problem with 802.10 is that one SA cannot carry both unicast and multicast traffic, two SAs are required. This is problematic. The work of LinkSec, as he sees it, is to specify SAs and how to establish them with 802.1x. 

Also, in .10 it is required to register with IEEE to establish globally unique IDs- very undesirable. If we need globally unique IDs, we can use an alternative mechanism, such as using the unique MAC address, for part of the ID. The real outstanding decision is how far to go in covering sharing: we do want point to point. Do we want point to multipoint? Do we want to address shared media?

When you have a mixture of secure and insecure bridges, secure bridges can only talk to secure bridges, not to unsecure bridges.

There was agreement that L2 tunneling might be used by LinkSec, but should not be defined by LinkSec.

Norm will send out some ideas he has for PAR

Antti proposes having a simple standard and a more complex one, varying with the threat model. He sent out email and will make some slides for discussion.

Issues:

-There is consensus that MAC addresses should be integrity protected, should it be required?

-should OAM frames at MAC level be encrypted? – group will decide after it’s formed, in fullness of time

-Where in the protocol stack should security be? People on call thought it should be between the PHY and MAC layers. Group can decide after chartered.

In Ottawa, we’ll figure out if we can bring in PAR at the next plenary

No call next week -InterOp
Following week threat discussion - Rene, Mani, Ken

More Detailed Notes:
Today - identify contributions, discuss progress, status, identify and

complete list of issues 

Norm - on scope of the work

Bridge (B) architecture (arch) considerations in .10 doc are contained in part of one appendix.

He feels it doesn't need to be more, he doesn't want to do a security architecture for a secure bridged network. 

It would involve too many things beyond charter of LinkSec

Secure data links with encryption - what we are focused on

We need to talk about elements of the bridged arch as a check on what we are doing.

But we want link-wise security associations (SA) only

Norm's concern - With the current .10, we are not able to have an SA between a pair of bridges that carries all traffic on the SA, because now can't transmit unicast with a group SAID, or a multicast (MC) message with an individual SA ID. So now we need two SAs - one for MC and one for unicast. This isn't satisfactory.

The ID must be globally unique, .10 has it registered with IEEE, absurd Norm claims.

So, this ability to send secure MC or unicast is what is failing now, want to do this and we can't now.

We want an SA that doesn't need a globally unique ID, that can carry unicast

and MC on a link 

Details in how you construct it. Two entities? What about a fat yellow coax? 

The big question is, how far to go along the sharing dimension, point (pt) to pt? shared media? pt to multi-point?

These are Norm’s concerns for bridges

For the access point, we want something like 802.11.

Part of 802.11 is not covered by 802.10 -- if want to send MC have to have high order bits registered with IEEE, in order to be unique

if send MC packet, need group SA ID.  A group SA ID is registered, 
classes rather like class A, B, etc. addresses.

Reason was done this way was in order to secure MC streams, need to identify members of a SA going thru bridges, SAs are set up by different groups, independently, use same bridge infrastructure, so to need to keep the IDs separate, need to register the ID globally

Going forward, if we need globally unique IDs, we can use 8 bytes, 6 bytes MAC address, two byte ID number.
Or, could use really random number; this is the approach .11 took.
32 bits not big enough, can do with 64 bits, but can get uniqueness without random numbers.
Need a big random number in setting up SA, but doesn't need to be carried in

every packet.
Good to have 16 bits of random numbers, minimally.
Main purpose of group is to specify SAs and how establish them using .1x

What happens when you have a mixture of secure and insecure bridges?

Secure B tries to exchanges .1x with insecure B, fails so they don't talk to each other.
Secure bridges will only talk to other secure bridges and will set up their own

network. Insecure bridges will have their own network too.

Shared media - nasty things can happen, need to talk about in detail

Point to pt not a problem, secure talks to secure, insecure talks to

insecure, that's that.
Should you tunnel? - DJ – it is out of scope of LinkSec

If someone wants to they can

Should we define a L2 tunneling mechanism? for B's to encapsulate packets to pass thru insecure bridges. Do we want to define L2 tunnels?

A separate PAR, Norm and DJ not interested in it now

Tunnels might be useful for reasons that have nothing to do with security, once defined, LinkSec could make use of them.
But no reason to tie together security and L2 tunneling.
The PAR for L2 tunnels could be raised in 802.1.
What cases will we address? pt to mpt, shared, etc.?

What we don't cover, someone could come along and cover, that would be just fine

802.10 supports group security associations

doesn't do link level, in the sense of everything on link
link layer security, not link security

B participates in SAs that aren't just secure B to secure B thru an insecure

Cloud.
We have some models -.11i, EPON, device at head end, communicates to end sta

Wants model to apply to wired hub connected to B.

Viable models:

1. maybe a hub, but only one end sta per port

2. we allow end stas on hub port, make sure can't see what shouldn't see, the .11 model

.11 assumes it has addresses of access points

could define reflection and filtering as a function of the security

layer

1. point to point, switch to individual, avoid hub

2. 802.11-sized problem, support connections to hub, MC, broadcast

3. two Bs with pt to pt link between, could be a hub between, part of

the threat model, but not supplying security for it.

Do we want to support shared media, where more than one bridge and

end station?

This raises difficult problems, Norm would as soon let go, but doesn't object if other people want to tackle these issues. It would be nice if it were easy, but he thinks it's hard. If someone has solutions, that's great.

Norm, has some ideas for a PAR, about the scope, not about the purpose. He will put out on email. He will quote .10 scope and purpose, as reference.
Amend .10 

His proposal, in general:

1. Modify SDE to use ethertype encaps, so can support giants

support replay protection, such as AES

current encaps forbids you to do that, can't have an encrypted sequence number

same issues in TGI, sequence number issue

2. modify description of how bridges use it

3. specify how to use .1x or something similar to do key management

a single SA to connect all MACS on a single LAN, 

provider bridges, need to not break them

Norm -thinks PAR should be permissive 

Antti - send email today - will talk about it now

consider man in middle attack in EPON

two scenarios 

question - if have a simple standard and also a more complex std., then the simple one can't be used where there is mitm attack.

Would it be okay to implement a device that only does simpler one?

What if I have a network and I am worried about the problem? Answer: don't buy cheaper products

does Antti want to do this analysis? 

wants to define a different arch depending on the threat model

add on, see what is the difference in cost.

need to justify two separate efforts

Antti will make some slides to express this idea

Consensus issues:

Should new standard support per packet authentication, integrity check value, or should the new standard require it?

not everything in data frame is encrypted

do we need to protect parts that aren't encrypted

Norm - yes! we need to 

Model where B talks to end sta, the SA is just physical link, 

In your layering of MAC, all security is confined to MAC and not visible to upper layers, security layers must perform

If get a data frame up the stack from MAC address X, the frame better really be  from X, MAC address is the only handle for identifying who sent he frame

example,  if integrity check doesn't cover source MAC address, someone else could send frame with different address and same SA. A serious problem.

The discussion at previous teleconf was about OAM frames at MAC level – whether they need to be encrypted.

linkSec can decide this after PAR

answer will come with experience

so, agreement on addresses, but OAM needs to be decided in fullness of time

Where in protocol stack should security be?

norm thinks .10 SDE placed mechanism too high up in stack, and that was a serious issue in deployment

if it's that high up, might as well use SSL

what we are doing should be between PHY and MAC

This is an issue to be worked out by the group, after PAR

Are we going to bring PAR at next plenary?

will figure that out at meeting in Ottawa

next week no call

following week threat discussion - Rene, Mani, Ken

