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Introduction

There is considerable confusion surrounding authentication styles and the nature of the resulting trust.  This paper is an attempt to develop categories of authentication methods and present examples of each.  It will look at the components of authentication, the flows, key bindings, and the processes.  Only two-party authentications are presented here.

Authentication flows

There are two groupings of authentication flows: Client/Server and Peer-to-Peer.  In Client/Server there is one party that must always initiate the authentication.  In Peer-to-Peer although one party always initiates the authentication, there is no pre-determined role of initiator and responder, and the roles can reverse at any time.   There is a clear distinction between Client/Server and Peer-to-Peer authentication. In Client/Server, there are unique state machines for the Client and the Server.  In Peer-to-Peer, there is one state machine that can either be the authentication initiator or responder.  This state machine handles direction reversal and race conditions (when both parties initiate or both try to force being the responder).

Examples of Client/Server authentication protocols include IEEE 802.1x, and TLS.  Examples of Peer-to-Peer authentication include IKE and HIP.

Client/Server versus Peer-to-Peer

Even though Client/Server flows are decidedly originator biased, they can be implemented such that either party can be the Client or the Server.  This is not as effective an architecture as a Peer-to-Peer flow, but within some situations it can be made to work as in the use of IEEE 802.1x for IEEE 80.211 AdHoc authentication.  Using Client/Server authentication in this manner requires a separate solution to role reversal and race condition handling.  The Client state machine tends to be simpler than either the Server or Peer machines.  This may make it an attractive approach in small computing systems.

A Peer-to-peer flow should handle roll-reversal.  This is where one party always needs to be the initiator or responder in the flow. The party forces the direction change in the flow.  Thus roll-reversal allows for support of Client/Server operation within a Peer-to-peer flow.  When both parties need to take the same roll, this produces a race condition.  Peer-to-peer flows also handle race conditions; these can occur by simultaneous flow initiation by each party or as a result of a roll-reversal race.  The flow will either resolve the race condition, allowing one party to proceed as the initiator or gracefully terminate the flow.  These behaviors, as well as the single state machine are attractive features of Peer-to-peer flows.

Establishing Identities

Authentication is all about establishing the identity of one or both parties in a conversation or session.  In a trusting world, a party announcing its identity to the other party in the conversation can accomplish this.  This approach is accepted as inadequate in most data communication sessions.  This is due to the lack of “out of band” verification information like facial recognition or situational information.  In data communications the equivalent of facial recognition could be a MAC or IP address, and situational information could be a CAT5 or fiber cable.  All of these data items are generally not trusted anymore as identity verification information.  Thus in data communications sessions, identification identities are established by ‘binding’ them to a cryptographic operation.

The use of cryptography in identity binding can fall into two categories, symmetric and asymmetric cryptographic bindings.  In symmetric binding, the two parties have a prior established secret that is used in a cryptographic operation to bind the identity to the party.  Classic passwords logins are NOT an example of symmetric bindings as no cryptographic operation is performed with them and the identity; they are only a second-level identity, thus no more trustworthy than a MAC address or a piece of CAT5 cable.  In asymmetric binding, the party wishing to be identified performs a cryptographic operation to bind its identity to its private key in a manner that the other party can verify this with a previously obtained pubic key for the first party.

Nature of Cryptographic Bindings

There are two approaches to bindings.  A weak binding only involves a cryptographic operation to establish that the party has the symmetric key or the private asymmetric key.  EAP-SecureID (EAP method 15) is an example of a weak binding.  A strong binding includes the identity within the cryptographic operation so there is no possibility of spoofing the identity.  The strong binding concept can be used in a symmetric keyed operation to bind both parties’ identities to a single key.

Examples of Bindings

Name to Symmetric key

A party has a name and a symmetric key.  This is shared with the other party for authentication to that party.  The key is used to bind the name to any of the identities: Client, Server, or Peer.  It can be used in a single Client/Server flow, paired Client/Server flows or in a Peer-to-Peer flow.

Duo names to Symmetric key

A party has a name and a symmetric key.  This is shared with the other party for that authentication to that party.  The key isued to bind BOTH parties name in the authentication, either Client/Server or Peer-to-Peer.

Name to Asymmetric key

A party has a name and an asymmetric key pair.  The public value is shared with the other party for authentication to that party.  The private value is used to bind the name to any of the identities: Client, Server, or Peer.  It can be used in a single Client/Server flow, paired Client/Server flows or in a Peer-to-Peer flow.

Using bindings in an authentication process

The authentication process itself establishes the identity proofs desired by the parties in the authentication.  It takes advantage of the underlying authentication flow and the Identity/Key bindings.  A well-designed process will maximize the trust for each party.  The authentication process will take one or two identity to key bindings and combine them in a manner to create the desired trust between the parties.

Examples of an authentication process

Single Identity with key

This process establishes one party’s identity to the other party.  Depending on how the key is distributed and managed it may provide the key owner with assurance of the other party.  TLS without a client certificate, MSCHAPv2, and EAP-MD5 are all examples of this process.

Two Identities with a single key

Depending on how the key is distributed and managed this process can uniquely identify each party to the other.  CMP’s PKIprotection with a shared secret (RRFC 2510) and IKE with pre-shared secret use this process.

Two Identities with keys in a nested process

This is a two step process.  First an exchange establishes one party’s identity to the other party.  Then the reverse is done within a channel protected by the first exchange.  This is comment in many uses of TLS, where a weak authentication is protected by TLS.  PEAP and TTLS are specific examples of this process.

Two Identities with keys

IKE with certificates, HIP, and TLS with client certificates are examples of this process.  Within a single exchange, both identities and keys are exchanged.

What is Mutual Authentication?

The term ‘Mutual Authentication’ has been used in the literature to define where the parties authenticate to each other within a single authentication flow.  This is normally seen as two separate authentication exchanges within one flow, but EAP methods like AKA claim mutual authentication with a single authentication exchange based on joint state held by both parties.  IKE with pre-shared key also produces a mutual authentication within its single exchange.

Mutuality in a single authentication can be achieved in many ways with different assumptions on trust.  As such it is valuable to define different terminology here.  In fact the use of ‘Mutual’ in this context is problematic as a single flow, consisting of 2 exchanges, can be attacked to the detriment of the authenticating parties as with PEAP/MSCHAPv2.

An authentication may be called ‘mutual’ and still the following issues are undefined:

· Is one or both identities exchanged?

· If only one identity is exchanged, is the other identity implied by knowledge of a symmetric key?

· Is/are the identities exchange securely?

· If two identities are securely exchanged, are they protected with one or two keys?

· If two identities, is there one exchange, two intertwined exchanges, or two serial exchanges?

Mutual Authentication is an adequate requirement for a technology, but in order to deploy that technology, a better understanding of the features of an authentication exchange are appropriate.  To that end the following terminology would be appropriate to describe a particular authentication.

Explicit, Secured Identity Authentication

Implicit, Secured Identity Authentication

Explicit, Unsecured Identity Authentication

Implicit, Unsecured Identity Authentication

The secured identity term only applies when the identity is protected with that identity’s key, not when it is delivered with the key within a tunnel established by the other identity.  In Explicit, Unsecured Authentication, at least one of the identities is not so protected.

Security Associations

A security association (SA) is a set of policy and key(s) used to protect information.  As such, the successful authentication creates a unique SA for the two parties.  In fact each new authentication creates a new, unique, SA.  SAs are named, at least within the party.  In some cases, naming is easy where an SA identity is included in the authentication process or exchange.  In other cases an artificial label is needed for the SA.  A common practice is to create the label by hashing something unique from the exchange (like the generated session key) along with the parties’ identities and some text string.  The SA is used to group all the information related to the authentication so that everything can be properly protected within the party and deleted when no longer needed.

An SA can be bi-directional as in IEEE 802.11i or simplex as in IPsec.  In the case of IPsec, IKE creates both SAs in the single exchange.  The importance distinction of bi-directional or simplex SAs is the keying material.  Each SA has its own keying material.  So in bi-directional, the same keying material has to be used for both directions whereas in simplex, there is can be uniquely created keying material to use in each direction.

SUMMARY

There are three components that make up our authentication systems: the flows, the exchanges or processes, and the Identity/key bindings.  There are alternatives for each of these, allowing for many different combinations to make an authentication system.  There is no one right authentication system, though there are systems that are mismatched to the environment where they are used.

