IEEE 802.1 Link Security Notes, November 2003,

 Albuquerque
· These are notes taken on security-related discussions, includes 802.1AE MACsec, 802.1X, and 802.1af KEYsec. Not part of the official minutes.
· Taken by Michael Wright and Allyn Romanow, allyn@cisco.com
Summary

· Disposition of comments 802.1aa – continued to deal with relationship with EAP. Decided to deprecate unused EAP variables in the .1X MIB.

· KEYsec PAR was passed by the EXEC on Friday November 14

· Voted to have the editor prepare MACsec draft for first Task Group ballot, by December 8, in time for the January meeting

· Presentation by John Viega on high speed encryption and authentication – issues and a comparison of algorithms for our requirements
Tuesday PM, November 11, 2003
802.1X-Rev/D7.1 Ballot Disposition of Comments:  Tony Jeffree
http://www.ieee802.org/1/files/private/x-REV-drafts/d7/802-1X-rev-d7-1-proposed-dis.pdf
· Previous draft was substantial change, so residual things left over.

May have to go forward with some negative comments

Comments on Annex F related to referring to EAP, and it's lack of standardization by IETF 

Bernard's comments. 
Bernard’s Comment 17

· Suggested text for first comment is still not acceptable. 

Much text, Tony will distribute RLS version of the text, comparison of suggested vs. original text.


Need to look at this offline to understand the ramifications
Comment 20-reject

Comment 22

· Jim Burns pointed out that accepting this comment requires .1X to analyze EAP packets. 
The EAP layer should handle the EAP packets and the lower layers should not filter. This comment should be rejected because the code field is an EAP field, and should be analyzed by EAP, rather than the 802.1X state machines, that are providing transport.

comment 24 -reject, misunderstanding of state machine

comment 30 Authenticator PAE state machine.

· Discussion of state machine very long and drawn-out. 
· Mick suggests that someone puts the state machine in code, so that we can get over this hump. 
· We aren't terminating - discussion has been going on for nine months. At first we suffered because EAP didn't have a state machine, now we're suffering because they do...
· Reject the comment. Not desirable for PAE machines to understand/use EAP state variables

Les Bell - What to do with variables we no longer support, no longer in .1X, but are still in MIB? 
· They should be in an EAP MIB. Now we are leaving it to higher layers to understand that the variables are meaningless.

Bernard didn't want us to deprecate the variables out of the MIB, from a concern that the marketplace would react by not implementing any MIB, that the market is dependent on this MIB.

· A lengthy discussion of all the alternatives - changing our cl 9. 

· Outcome - decided to deprecate the unused variables, let EAP pick up the variables they want.

Wednesday AM, November 12, 2003
Review of KEYsec PAR 802.1af: Dolors Sala
· No comment on the PAR internally in 802.1 or externally in 802
· Purpose : EAPOL may change

Controlled and Uncontrolled port concept will not change
· Should pass EXEC committee on  Friday

Review of MACsec draft: Allyn Romanow and Mick Seaman 
http://www.ieee802.org/linksec/meetings/Nov03/MACsec_draft_nov5_03.pdf
· The idea is to get input on the draft so that we can ask the editor to create a draft that can go to TG  ballot . Need input on the ideas not necessarily on the text

· Cls 3, 6, 8, 9, and Z. Mick will do 8 and 9; Allyn will do the other sections

Clause 3, Definitions

· What is left out of the definitions?

· Review of the current definitions

· Discussion about the use of message authentication versus message integrity

· Connection versus Connectionless – Mick gave a network definition.

Bob Moskowitz would like to have this definition.  The definition for connectionless in an IP world is   that it is okay if packets 1, 2, 3, 4, 5 are sent and and the receiver receives 1,3,4,5.  IP is fine with this,  but the upper layers may have a problem.  Discussion of what packet/frame independence means.
High Speed Encryption and Authentication: John Viega 
http://www.ieee802.org/linksec/meetings/Nov03/Authenticated%20Encryption.pdf 

· Looking at message integrity

· Assume key exchange has happened securely

· Want to provide message integrity at a high assurance level

· Message integrity- the recipient can detect whether the message is in its intended form, or whether there has been tampering. 

· In reality, absolute assurance is not practical, but want high probability.

· Integrity is more often important than secrecy. Secrecy may not be an issue, but integrity almost always is.

Techniques: 
· Encryption with redundancy is a non-option, usually doesn’t work.
· Encrypt then run the MIC over the cipher text- this is the only scheme that works. This is a  new result. If you run the MIC over plaintext then encrypt, there can be timing attacks, there may be a channel can get from the plaintext. If MIC not a constant time operation, can give info to the attacker, through the output, a timing attack. The result is mathematical.
· Generic Composition Approach : Combine encryption and integrity schemes, keyed separately
· Select a suitable encryption mode and MIC mode
· Example SSL/TLS

· How to combine the two algorithms; it should be easy, but isn’t easy
· There are three paradigms:
1. MAC-then-Encrypt

2. Encrypt-then-MAC – The only viable choice

3. Encrypt-and-MAC

Comparison of cipher modes used in generic composition – CBC, CTR, and OCB
· How will these meet LinkSec requirements?

· Review of various algorithms to see their parallelizablity and pre-calculation ability

· CBC requires random Initialization Vector (IV), most protocols only require unique IV. Counters are not random. 
· Not parallelizable on encryption, so CBC cannot go fast 
· Counter mode is parallelizable, does not require random IV, just a unique nonce

1. Provably secure, provides minimal info about the plaintext- the most info it provides is   whether or not a particular guess is correct. 
2. Precompute the key stream, then XOR when the data comes in

3. Counter mode can compute in random access way, desirable

4. No other encryption mode will be as good as CTR mode

5. All the combination algorithms coming out will be based on CTR except for OCB

Nonces: Data that is unique per message. 
· Repeats must occur with very low probability. 

· Common  contents, message counter, session ID, info unique, ID client/sender. 
· Not necessarily a random value, just unique.
Authentication Schemes: Comparison of MACs – HMAC, CBC-MAC, UMAC, XOR-MAC
· Desirable not to need an IV, but use a nonce, data that is unique per each message.  Not absolutely unique, but probabilistically unique.
· A nonce is made up of multiple elements, a random part to prevent against pre-computation, plus an increasing part.

· Size of nonce is limited, usually to 12-16 bytes, therefore bits become scarce. Have to allocate. 

· Use nonce as a per message initialization vector that does not need to be random 

· HMAC - used in TLS and SSL, not used with block ciphers, difficult from hardware viewpoint, not parallelizable so cannot break 3-4 Gbps barrier
· CBC-MAC - for AES, better, based on CBC mode, not parallelizable

· UMAC parallelizable and fast, complex, very high h/w costs. There has never been an interoperating demonstration, too complex Considered theoretically interesting and not practical.

· XOR-MAC is practical, parallelizable, good for h/w, but IBM holds patent. Perfectly acceptable as a MIC.
· Choose hash or block cipher - 

· h/w likes block cipher, and the crypto community focuses on ciphers, rather than hash, because hashes are not necessary, strictly speaking from a security perspective.
· Best for our purposes - block cipher - Counter mode and XOR-MAC
Combination Modes:

· So, there was not something appropriate for what trying to do. There were attempts to build a parallelizable MAC.
· Possible to have a single primitive with a single key provides both encryption and integrity

· OCB mode – was the first combination mode. It was considered for 802.11i. It’s a great algorithm, Good in h/w.  It did not pass in .11i because of IP restrictions.
· CCM was created in response, not nearly as good in h/w and s/w.

· In response to CCM,  EAX was created.  Neither algorithm is good for higher speeds.
· NIST has approved CCM for AES

· The other schemes have been submitted to NIST

CWC -Kohno, Viega, Whiting

· new MAC based on universal hash, with AES-CTR

· good on 64-bit platform

· 127-bit multiplies

· Drawback - unsuitable on 16-bit and 8-bit platforms

GCM - McGrew, Viega

· h/w engineers said that CWC takes up more area, 25% more gates than OCB, so McGrew and Viega did a derivative of CWC with better h/w properties
· They used a new hash function with AES-CTR -- GF(2^128)

· great in hardware 
· parallelizes in 12 – 16 Byte chunks

· Can do bit level parallelism

· In the process of submitting it to NIST

· Mathematical proofs are done

· minor refinements for next 30 days

Question: What are proof methods and what they prove? If you find an attack on the mode, then you have found an attack on the underlying block cipher- that is the proof.
Further Comparison:
· In conclusion, for software performance -OCB best performance

· CWC cannot be used for 16 and 8 bit platforms

· For hardware, GCM is the best

· Keying consideration - want one key, some algorithms requires two, some algorithms. take one key and generate another
· OCB - patent IBM and Phil Rogaway, XOR-MAC is patented by IBM Accepting plaintext - OCB doesn't, can't be modified to do so

· nonce - GCM can accept arbitrary nonce
More on nonces

· There is value of having a large nonce, 
· However, there is pressure to keep packet size down

Don't need to resend nonce every time

Increment counter is the only thing that changes, part that changes per packet is small

· But still, there is value in having a large nonce, as it protects against nonce collisions in whatever mode. Makes sure that the nonce not going to collide across sessions ever

Include unique stuff in nonce. It  helps to prevent collisions.
· The big worry is collision across sessions, across messages

Nonce collision can be catastrophic

Harmless across rekeying boundaries, within a single key, catastrophic

Tradeoffs between algorithms

· Cost in hardware, software cost not a big deal

· GCM newer than OCB, disadvantage

· OCB is better in software than GCM

All algorithms in table are viable options

How often rekey? with large blocks, it can be infrequent even with 10Gbs
Number of keys a mode uses, differentiator in h/w, cost is not so important
Not that big a deal, increases gate count

Discussion about patent issues, clarification of IEEE policy 

· The criteria that an algorithm should not be used because a patent exists is not correct.  The fact that patent exists is not relevant to the IEEE, which does not discriminate against technology with patents. If an organization gives a letter of assurance then the standard should be able to use that standard. If assurance cannot be gotten, that’s another matter to be dealt with.
Clause 8 of the MACSec draft, Principles of MAC Security Entity Operation - Mick 

Overview of what is in the clause and its current state and what is needed to go forward
Need to understand the relationship of this to Key Agreement work

8.1.1 Secure Transmission

· Mick believes there is an issue in clause 8 with the definition of SAID?

Current definition is “What key is in use?”

· Mick has left the door open for group associations if it is needed in the future, so existing system will not have to change their behavior

SOA – Secure Origin Authenticity - Need feedback on SOA, Discussion
· In the point to point case it seems it is not needed. 
· In multipoint case may not be needed, because SOA could be source MAC address but would need a bit that says the SOA is the MAC address

· This text is to force discussion and get folks to sort out what is needed where and when.
Fig 8-1 Architecture and Operations

· Trying to put the cipher suite in context

· Is there more than one cipher suite? Can we just pick a single cipher suite and be done?

No, because, at least need a NULL  cipher suite to handle unsecured network. So need at least two required cipher suites.
· Also different MACs may want different ones due to different media.

One of the goals is to build a bridge where the data is unencrypted but the BPDUs are integrity checked- Norm. Bridge control protocols on control side of the LLC, not currently shown.

· Needs accompanying work in the bridge spec. This will require some .1D and possible .1X work.
· Observation - the controlled port with a NULL cipher suite is different that the uncontrolled port.  This needs some thinking to get this sorted out

8.1.3 Secure Reception

· What is the relationship of the crypto/integrity and what is in the security header?

· May have TAG fields that are not fully defined by the security requirements

· Currently, the format of the header is orthogonal to the cipher suite

· Need to make sure we do not wreck connectivity because the security has forced a certain frame format that breaks interoperability

Another way is, if a fixed frame format, then no interoperability problem. If each cipher suite has a frame format then can break interoperability

· Hence, if point to point, everything is okay, but if another switch is dropped into this network the new switch can break things or it can not communicate with the existing network

Back to Fig 8-1 Architecture and Operations

· Terminology issue – verification/generation parameter set 

Reason why this has to be mentioned, document must specify how to change keys without disruption of the network. Can change as often as every 20 minutes at 10Gbs, can’t have network flap up and down.
· Must have the notion of a current key set and a future key set to use when your key runs out. This is only for point to point. Multipoint requires a group key operation
· Discussion about how this figure fits with EPON

· Multicast would imply a NULL cipher suite - Mick

Norm – need a note in the text to point this out

· Mick – layer two is not a copy of layer three

· If you have different cipher suite, can you seamlessly change between them?  Nope, port will go down, but changing parameters of existing cipher suite should not be disruptive

· Observation - Management should be here rather than moved off somewhere else 

Another big notion -. secTAG is viewed as orthogonal to cipher suite choices. 
· Need to make sure have not wrecked connectivity.

· Is secTAG fixed or variable based on cipher suite?  If fixed, we're done, if based on cipher suite, then some change in network could break connectivity.

· Up to now, we have been permissive about these network changes. But in this case, part of packet will be okay, but part will be broken.
· Sometimes parameters are negotiated in SAID vs. learnt from the packet. Then those would have to be parameters of the key agreement protocol

What does a proto analyzer need to be able to parse, how far into packet does it need to read?

How much occurs on the fly? and how much is fixed? 

Has alot of impact on the h/w design

Point out what is L2 specific, i.e., not like L3, as early and often as possible

If select a cipher suite, and renegotiate it, is it valid for the port to go down if change cipher suite in operation? 
· Can you seamlessly move between cipher suites? Unreasonable to say can change on the fly. 
· Assume that the port goes down. If change cipher suite, port goes down, if change parameters, rekey- [PUT IN THE DOC]
Running out of key material is a port down, or cipher suite could specify going to null cipher suite. In this case, seems an unlikely choice.

Clause 8, first cut of management parameters
· Don't punt management to another clause.
·  Detail major controls in the main clause, possibilities of security violations etc.

Wednesday PM, November 12, 2003
Key Agreement Protocol for EPON - SuGil Choi

http://www.ieee802.org/linksec/meetings/Nov03/Link%20Security%20Presentation%20ver6.pdf
Introduction


Each ONU can listen to all downstream traffic


Goal of protocol mutual authentication between OLT and each ONU

Requirements


Key freshness


Forward Secrecy and Backward Secrecy


Message Protection


System Requirements



Must operate on the link layer


Communication Efficiency


Fast Reconnects

Key types


Master key 



Used for long time


Primary key


Secondary key

Protocol to get primary and secondary key


Secondary key derived from primary key


Primary key derived from secondary

How key protocol works (math notations here)

Key Update Process

Protocol Analysis

Conclusions


Symmetric key cryptosystem


Key agreement protocol between OLT and specified ONU


Group key agreement protocol is open problem

Discussion

· Need to have the requirements of various topologies so that key agreement protocol can be judged against such requirements

· Observation - This protocol has the property that it assumes frames can be injected and observed by any station

· What are the steps to identify what architecture and protocols that we can borrow?

· Bob M - Can put media in groups such as point to point or shared

Present to other groups these findings to see how the general solution maps to different media

· Mick – all of the media must be looked as shared and intercept- able  

· Requirements come from the context that folks use stuff, for example 802.1x and it relationship to EAP and Radius

Look at what context we have to put key agreement

· The idea there is layer 2 and layer 2 must remain within layer 2 is not correct.  There are ideas or concepts from other layers that are acceptable to LinkSec

· Dolores asked for everyone to help put together the ideas or identify person that can do such a thing

LAN Edge Radius Attributes – Paul Congdon
http://www.ieee802.org/linksec/meetings/Nov03/LANEdge-RadiusExt-IETF-58.pdf http://www.ieee802.org/linksec/meetings/Nov03/draft-black-radius-lanedge-00.txt
· Same presentation as will give at IETF

· IETF BOF to consider extending RADIUS specifications, adding attributes to RADIUS for  configuring IEEE802 switches

· RFC 3580- defines how to use 802.1x for RADIUS environment and has wide deployment, but limited capability, IEEE802 device capabilities not represented – switches and 802.11 wireless
· Proposal to add VLAN attributes, turn off and on when authenticate to a port, CoS - user priority regeneration table, ACLs, and bandwidth attributes 
· Requires established relationship between ietf WG and ieee802
· http://www.drizzle.com/~aboba/IEEE/draft-black-radius-lanedge-00.txt
· http://www.ietf.org/rfc/rfc3580.txt
· Paul welcomes collaboration. Internet draft as above.

Discussion of KEYsec
· What key agreement mechanisms can we use? 

Bob M.- see what different media need - find a mechanism that can be generally used.

· Mick- from a security viewpoint all the media need to be considered shared media, i.e., vulnerable 

Requirements come from context in which things are used, we need to look at the different deployment contexts.
assumptions on the media - just open, shared media

· PKI - requires upper layers for CRL

disagreement about the importance of this for us

· Difference between using public key technology and being embedded in full PKI architecture. they are different. can use public key tech., eg SSH, light weight public key

· Customers of Linksec - service providers and IT departments

want presentations on how they do authentication for next meeting in January

· protocols we own, protocols above that we don't control that we need to be controlled e.g., ARP spoofing. fill in gap between where we end and IPsec begins

Thursday AM, November 13, 2003

Continue 802.1aa disposition: Tony Jeffree
· Discussion Bernard Aboba Comment 15 


Bob has produced rejection text for the comment


Text on screen


Discussion of the rejection text

· No signal that mutual authentication was achieved only that some authentication


There is some signaling between EAP and 802.1x that is not yet defined


802.1x level can not know if mutual authentication achieved 

· Mutual authentication implies one side has a local database for authentication and does not require the network, which is behind the other side’s network

· Success can be defined by authentication or by a management action

See Fig 6-6

· Add a Note to the effect that one of the consequences of the bi-directional authentication situation is that it may be necessary for both parties to force their Supplicant state to Authorized in order to ensure that both can have access to the authentication server.

· Decided that the note raises more questions that it answers. Delete the note

· Much more discussion

· A new proposal is related to the old version, that the supplicant state can be controlled by management to keep the port open

· After much discussion it was decided that the solution is:
If the port has both authenticator and supplicant, then the authenticator controls the port

Further variable for the supplicant that determines if the supplicant state should be considered
Thursday PM, November 13, 2003
MACsec Draft- Questions and Issues: Allyn Romanow
6.2 Preservation of the MAC service

· Is the service list complete?


There are some things missing – Mick


MAC operational, status, features included, and point to point connectivity

· Want the service to work the way it use to


 What are the words to say this?

Section 9.2 and figure 9-1 SecY Architecture and Operation
· What goes in the packet?


 Ethertype/SOA/SAID/Packet Number/User Data/ICV


 Ethertype, SOA, and SAID make up SecTAG
Discussion about what is input to the nonce 

· Allyn thought the four fields Ethertype, SOA, SAID, and packet number
· Discussion about including Ethertype


 Since the Ethertype is fixed it is not necessary to include the Ethertype

· John V will take a look at the bits that are going into the nonce and make sure it is correct

· The data that uniquely identify the sender and receiver should be included in the nonce

Discussion about the strength of the ICV

· All of these fields will be included in the ICV
Frame expansion

· What is happening with 802.3 and frame expansion?

Nothing can not go to 802.3 until we have our frame format ready, and it should be by next         meeting – Tony
6.3.6 Frame Lifetime

· What is the policy when there is a frame to transmit and there is no SA?  


Drop it


Should the frame be buffered and then sent? – No, just dropped
· Discussion about the startup issues with how to create the SA

· This is a hard problem and currently there is not a general solution 


Informal answer within the bridge is drop it


Formal within the architecture “what frame?”

6.2.7 MAC Service is transitive with respect to connectivity

· This section needs to be filled out more


Allyn requests help getting this section- wants more examples
What other protocols? GARP or IGMP has the property of observing traffic and concluding you  have connectivity when in fact you do not because you have not yet established an SA


Observation - Any registration protocol will have this problem 
Discussion whether it is necessary to have SA in both directions - yes
Overlapping SAs in order to deliver continuous service


Have two SAs so that the next SA can be used to maintain connectivity

Replay protection - Probably get for free

Discussion Frame format – Mick


DA


SA


Ethertype


2 Bytes (for word alignment)


SOA optional


Packet Number
· The SAID is within the two Bytes and the SOA is separate


· If shared connection, then the SOA disambiguates the SAID

· Within the two bytes, possible, MSB is zero on transmit and checked on receive, if not zero discard. 
This will solve the version problem


In a new version this bit would be 1 hence a different version

· Bit 1 set means SOA is present, and Bit 2 set is SOA is SA

· This leaves thirteen bits

· You could make an argument that you only need one bit for SAID - old key, new key

What are the arguments for making it bigger than one bit?


If 8 bits is not enough, then use the SOA field
To start, use 8 bits and argue for less or more

Then the SOA contains the SAID if the SA is not the SAID[?]
· This is a starting point to begin the discussion

· Note that this format is not ready for folks to start putting in ASICs
China different security system – Dolores
· China has their own cipher suites
· What should we consider?

· We should stay out of this, not get involved in international issues
· What about different cipher suites?

We already isolate the cipher suite so different ones can be plugged in
Closing Plenary Related to Security: Tony Jeffree
Need to merge LinkSec exploder & website into the 802.1 exploder & website

Issues

· Some permission issues were resolved this week
· Merge the two lists and have one exploder

· Leave pointer on the old LinkSec web site area to the 802.1 LinkSec areas
Ballots
802.1 instructs the editor for p802.1x rev, Tony Jeffree, to revise


Proposed jarvis


Second wright


For 21


Against 0 


Abstain 0

802.1 request conditional approval from the SEC to forward to P802.1X-REV to sponsor

Proposed wright


Second bell


For 20


Against 0


Abstain 0

802.1 instructs the editor for p802.1ae, Allyn Romanow, to revise the document  task group ballot

Proposed Romanow


Second larsen


For 20


Against 0


Abstain 0










